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Bepcua AOKYMeHTa

[ara Bbinycka CogeprKaHue U3MEHEeHMA

Bepcua 5.9

10.2021 CuHxpoHM3auma ¢ sepcumeit MO 10.2.7
N3meHeHwuA B pasgenax:

4.3 HacTpoiKa MaKpoKoMaHz,

- 4.4 KomaHapl ynpaB/iieHUs cuctemon

-4.21.3 DSLAM Controller Solution (DCS)
- 4.25 KoHowurypauma 3awmTbl oT DOS-atak

- 4.28 Pexxnm oTnagku

[o6asneHbl pasgensi:

Bepcua 5.8

07.2021 CuHXpoHM3auma c Bepcueli MO 10.2.6.3

Bepcna 5.7

05.2021 CuHxpoHM3aumsa c Bepcuelt MO 10.2.6
MN3meHeHus B pasgenax:

- 4.12 HacTpoWika IPv4-agpecaumm
- 4.13.2 Hactpoliika ¢yHKumm IPv6 RA Guard

-4.21.6 Hactpotika ¢yHKkummn MAC Address Notification
- 4.23 KoHowurypauwms PPPoE Intermediate Agent

- 4.24 KoHowurypauma ACL (cnmMcku KoHTpoAs goctyna)
-4.26.1 Hactpoiika QoS

[ob6aBneHbl pasgenbl:
- 4.13.3 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021 CuHXpoHM3auma c Bepcumeit MO 10.2.5.2

Bepcua 5.5

11.2020 CuHxpoHM3aumsa ¢ sepcumeit MO 10.2.5

N3meHeHwuA B pasgenax:

- 1.1 HasHayeHue

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
-1.4.2 3aaHAA NaHeNb yCTPOWCTBA

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHabl ynpasaeHUsa cucTemon
deiicos

-4.13.2 HacTpolika ¢oyHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

-4.21.5 KoHTponb npoTokona ARP (ARP Inspection)
-4.26.1 Hactpoiika QoS

Bepcua 5.4

10.2020 M3meHeHusA B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM
- 4.4 KomaHabl ynpasaeHns cuctemon

deiicos

-4.13.2 Hactpoliika ¢yHKumm IPv6 RA Guard
-4.14.3.1 HacTtpowka npoTtokona STP, RSTP

- 4.14.5 HacTtpolika npoTtokona LLDP
- 4.15 HacTpoiika npotokosa OAM

- 4.18 }KypHan aBapwuit, npotokon SYSLOG
- 4.19 3epkannpoBaHue (MOHUTOPUHT) NOPTOB
-4.21.6 Hactpolika ¢pyHKrummn MAC Address Notification

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

- 4.16.1dPyHKUMA nocpeaHnKa npotokona IGMP (IGMP Snooping)

-4.21.7 NpoBepKa NOA/JIMHHOCTM KANEHTA Ha OCHoBe nopTa (ctaHaapT 802.1x)

- 4.11 l'pynnbl arperaumnn kaHanos — Link Aggregation Group (LAG)

-4.17.4 Cnucku poctyna ACL gna ynpaBneHus ycTpoOMCTBOM

[ob6asneHa nHpopmauma o6 yctporicteax MES2448 DC, MES2448B, MES2448E.

- 1.4.1 BHEWHW BUA 1 ONMcaHWe nepesHel NaHenm ycTpoincTs

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback- nHtep-
- 4.8.2 Hactpoiika VLAN 1 pexMmoB KoMmyTaLmu nHTepdelicos
- 4.14.4 HacTpoiika dyHKuuu Layer 2 Protocol Tunneling (L2PT)

-4.16.1 dyHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

-MpunoxeHue B. Oyepean ana npuHumaemoro Ha CPU Tpaduka

- 4.8.1 Napametpbl Ethernet-nntepdeiicos, Port-Channel n Loopback- nntep-

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTEpdelicoB
-4.11 Tpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)

- 4.14.2 MexaHu3m obHapyxeHus netenb (loopback-detection)

- 4.14.4 HacTpolika ¢oyHKumm Layer 2 Protocol Tunneling (L2PT)

-4.16.1 ®yHKuMA NnocpeaHMKa npoTokona IGMP (IGMP Snooping)
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- 4.23 KoHowurypauus PPPoE Intermediate Agent
-4.26.1 Hactpoliika QoS
-4.28.2 Otnagka VLAN

Bepcua 5.3

08.2020

Job6asneHa nHpopmauma 06 ycrpoinctee MES3708P.

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKNE XapaKTEPUCTUKM

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocrtyna K ycTpoicTsy
- 4.4 KomaHapl ynpaBieHUs cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeliicos, Port-Channel n Loopback- nntep-
deiicos

- 4.8.2 Hactpotika VLAN 1 pexxumos KommyTaummn nHtepdeicos Hactpoika
¢dyHKUMK Layer 2 Protocol Tunneling (L2PT)

- 4.14.5 Hactpolika npoTokosa LLDP

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTokona DHCP v onuua 82

-4.21.4 3awmTa IP-agpeca kamnenTa (IP Source Guard)

[ob6aBneHbl pasaensi:
- 4.3 HacTpoiKa MaKpOKOMaHA,

Bepcusa 5.2

07.2020

MN3meHeHusa B pasgenax:

- 3.5.2.2 HacTpoiika ctatuuyeckoro IP-agpeca, Macku NoACETM U W03a No yMon-
YaHuio

- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa goctyna K ycTpoicTBy
- 4.6.2 KomaHab! ana pabotol ¢ pannamm

-4.8.2 Hactpoiika VLAN 1 pexMmoB KOMmyTaLmu nHTepdericos

- 4.13.2 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokona OAM

- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)

- 4.18 ypHan aBapuii, npotokon SYSLOG

-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca KanenTa (IP Source Guard)

-4.21.5 KoHTponb npoTtokosa ARP (ARP Inspection)

- 4.23 KoHourypauma PPPoE Intermediate Agent

-4.26.1 Hactpoiika QoS

[ob6asneHbl pasaenoi:
- MpwnoxeHue . PaclwmdpoBKa CnvcKa npoL,eccos

Bepcua 5.1

06.2020

[ob6asneHa nHdopmauma 06 yctponcteax MES2424, MES2424B.

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN

- 1.4.1 BHeWHW BUA M ONMcaHue nepesHel naHenm ycTpoicTs
-1.4.2 3aaHAA NaHeNb yCTPOMCTBA

- 4.6.3 KomaHAabl ANA pe3epBMpoBaHMA KOHOUIypaumum

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN

-3.5.2.1 3agaHue napons gns nonb3osatena «admin» U co3gaHue HOBbIX NOJb-
3oBaTenein

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoicTey
- 4.4 KomaHapbl ynpaB/ieHUss CUCTEMOM

-4.6.2 KomaHab! ana pabotol ¢ pannamm

- 4.7 HacTpoiKa CUCTEMHOTO BPEMEHM

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMK MHTepdelicos

-4.17.1 MexaHusm AAA

-4.21.3 DSLAM Controller Solution (DCS)

- 4.28.4 KypHannpoBaHue OTNa404YHbIX COObLLEHNN

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwnoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

N3meHeHwuA B pasgenax:
- 3.5.2 ba3oBas HacTpoika KommyTaTopa
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- 4.8.2 HacTpotika VLAN 1 pexxnmoB KomMyTaummn nHTepodeincos
- 4.9 Selective Q-in-Q
-4.20.1 OnarHocTMka megHoro Kabens
- 4.21.2 KoHTponb npoTtokona DHCP u onuua 82
Bepcua 4.4 11.2019 M3meHeHUsA B pasgenax:
-4.17.5.2 KomaHAbl KOHPUrypaLum TepmmHana
- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)
Bepcua 4.3 10.2019 M3meHeHUsA B pasgenax:
- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKN
- 4.4 KomaHapl ynpaB/ieHUs cucTemon
- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)
[ob6asneHbl pasaensi:
- 4.2 dunbTpauma coobLLeHN KOMaHAHOM CTPOKM
- 4.5 KomaHapl gns HaCTPOMKM NapameTpoB 418 3a43aHWA Naposien
- 4.6.3 KomaHabl A4NnA pe3epBMpoBaHMA KOHOUIypaumm
- 4.28 Pexxum otnagKkun
Bepcua 4.2 08.2019 M3meHeHUnA B pasaenax:
- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa goctyna K ycTpoicTsy
- 4.8.2 Hactpoiika VLAN 1 pexMmoB KoMmmyTaLmu nHTepdericos
-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)
-4.17.3 Npotokon TACACS+
-4.21.2 KoHTponb npoTokosna DHCP v onuua 82
-4.21.3 DSLAM Controller Solution (DCS)
- 4.23 KoHowurypauwms PPPoE Intermediate Agent
- 4.27 O6HOoBNEHME NPOrpaMMHOro obecneyeHun c cepsepa TFTP
[ob6asneHbl pasgensi:
- 4.25 KoHourypauma 3awmTbl ot DOS-aTtak
Bepcua 4.1 06.2019 M3meHeHusA B pasgenax:
— Storm Control gna pasaunyHoro Tpadumka (broadcast, multicast, unknown
unicast)
Bepcua 4.0 06.2019 M3meHeHusA B pasgenax:
— HayanbHana HacTpoiKa KommyTaTopa
— Hactpoiika napameTpos npoTtokona SNMP gna noctyna K ycTponctay
— dneKTponuTaHue no NMHuam Ethernet (PoE)
Bepcusa 3.0 03.2019 [obasneHa nHdopmauma 06 yctponcteax cepum MES2408x n MES2428P
[o6asneHbl pasgensi:
— ABTOMaTM4YeCcKas HacTpoliKa NapameTpoB KOMMyTaTopa
(Zero Touch Provisioning)
— Selective Q-in-Q
— Hactpolika IPv6-agpecauumn
— HacTpolika ¢yHKuum Layer 2 Protocol Tunneling (L2PT)
— HacTpolika npotokona OAM
— MLD snooping — NpOTOKOJ1 KOHTPO/I MHOroaApecHoro TpaduKa B IPv6
—MpoTtokon TACACS+
— DNeKTponuTaHue no AMHuam Ethernet (PoE)
—MNpoTtokon UDLD
— 3awwuTa IP-aapeca kauneHTa (IP Source Guard)
Bepcua 2.0 01.2019 BTopas nybavkaums.
Bepcua 1.0 12.2018 MNepBas nybankaums.
Bepcua nporpammHoro obecneyeHus 10.2.7
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HELTEX

YC/NIOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOMN CTPOKe YKa3blBaloTCA HeobsazaTenbHble
napameTpbl, HO UX BBOA NpeaocTaBAAeT onpeaeneHHble AONONHUTENbHbIe
onuuu.

{}

B ¢purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBatOTCA BOSMOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BbI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl MCNONb3YOTCA ANA YKa3aHUA ANaNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMU KOMaHAbl 0603HaYaeT «UAny.

«/»

l£|,aHHbIl\;1 3HaK B ONUCaHne KoMaH4bl YKa3biBa€T Ha 3Ha4Y€HUE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepeMeHHble AKX NapamMeTpbl, KOTopble Heob-
XOZAMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM WUJIU CTPOKOWA.

MonyXupHbI Kypcue

MonyXnpHbIM WPUOTOM BblAENEHBI NPUMEYAHUA U NPeayNpPeXaAEHUS.

<MonyxcupHolii
Kypcue>

MoNyXMPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX YKa3blBalOTCA Ha3BaHUA KNaBULL
Ha KnaBuaType.

Courier New

MonyxupHbim W pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3yabTaTbl BbINOAHEHMS
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHNA

Y

MpumeyaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PeKOMEHAALMU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

|  NpeaynpexxpeHna UHGOPMUPYIOT NOSIb30BATENA O CUTYALUAX, KOTOPble MOryT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHDbIX.

8 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

BBEAEHUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenumneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKONPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMW B MHOTOC/NOMHOW apXUTEKTYpPe CETEN CAeayloLLero
NOKONIEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUW Nepeaaydn nHGopmaLmm
Gigabit Ethernet (GE). Nepegaya MHPOpMauMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpynHOro
MacwTaba, noapasymesBaeT Bbl6Op TaKoOW TOMOJIOMMKU CeTU, KOTopas MO3BOJIAET M'MOBKO OCYLLEeCTBAATb
pacnpeseneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepuit MES24xx, MES14xx n MES3708P moryT MCNO/b30BaTbCA Ha CETAX KPYMHbIX
npeanpuATUA 1 NpeanpuATMiA manoro u cpeaHero 6usHeca (SMB), B onepaTopckux ceTax. OHu
obecneunBaloT BbICOKYHO MPOU3BOANUTENBHOCTb, FMBKOCTb, 6€30MacHOCTb, MHOrOYpPOBHEBOE Ka4yecTBO
obcnyxumBaHua (QoS).

MpoMmblIWNEHHbIM KoMmmyTaTop MES3708P npeaHasHauyeH gna pasmeLleHuMs BHYTPM 0Nop OcBeLLeHus
(nnn gpyrux) c AMameTpom BHYTPEHHEW MNOAOCTU He MeHee 185 MM, a TaKKe OpraHun3aLMM 3aLlMLWEHHbIX
OTKa30yCTOMUYMBbIX CETEN Nepesayn AaHHbIX Ha 06beKTax, rae HeobxoaMMO BbiNOAHEHWE TPeboBaHWUIM No
obecneyeHNo YCTOMYMBOCTM K BO3OEWCTBUAM Pa3/IMYHOIO BMAA: TeMNepaTypHbIM, MEXaHWUYECKUM W

APpYyrum.

B HacToswemM pyKOBOACTBE M3/I0MKEHbI HA3HAYEHME, TEXHUYECKME XapaKTEPUCTUKU, peKOMEHLALNN
MO HA4a/ibHOM HACTPOMKe, CUMHTAKCUC KOMaHA, AN1A KOHPUrypauuu, MOHUTOPUHIa M 0b6HOBAEHMUA
NPOrpaMmHoro obecneyeHns KOMMyTaTopa.
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HELTEX

1 OMNUCAHUE U3AENUA

1.1 HasHauyeHue
Yctpoiictea cepuii MES14xx wn MES24xx ABnAOTCA  ynpaBAseMbiMM  KOMMYTAaTOPamM,
BbINONHAOLMMM CBON KOMMYTaLMOHHbIE GYHKLMN HA KAaHA/IbHOM M CETEBOM YPOBHAX mozenn OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEM cocTaBe 24 aneKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckux nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOmMyTaTOpbl MES2408X MMeIOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
1 2 onTnyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeTteBble KOMMyTaTopbl MES2428x MMetOT B CBOEM cocTaBe 24 aneKkTpuyecknx noprta Gigabit Ethernet
1 4 onTnyeckmx nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcuepos (Combo-nopTsl).

CeTeBble KommyTaTopbl MES2424x nmetoT B CBOEM cocTaBe 24 3n1ieKTpuyeckmx nopta Gigabit Ethernet
n 4 onTnyeckux nopta TenGigabit Ethernet gns yctaHoBKKM SFP+-TpaHCcMBEpOB.

CeteBble KommyTaTopbl MES2448 DC umetoT B cBOEMm cocTaBe 48 anekTpuyecknx noptos Gigabit
Ethernet u 4 onTnyeckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-TpaHcMBepOB.

CeteBble KommyTaTtopbl MES2448B nmeloT B cBOEM cocTaBe 48 anekTpuyeckux noptoB Gigabit
Ethernet u 4 onTnyecknx noprta TenGigabit Ethernet ans yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTatopbl MES2448E mnmeloT B cBOEM cocTaBe 48 3/eKTpuyeckmx noptoB Gigabit
Ethernet n 6 onTnyeckmx noptos TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet u 2 onTnueckux nopra Gigabit Ethernet ana ycraHoBku SFP-TpaHcBepos.

1.2 ®yHKUMM KOMMmyTaTopa

1.2.1 ba3oevie pyHKYuu

B Tabnmue 1 npueBeaeH cnncok 6a3oBbix GYHKLMIA YCTPOMCTB, AOCTYNHbIX ANA a4MUHUCTPUPOBaHKA.

Tabnunua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om B/1OKMPOBKa BO3HMKAET B C/ly4anx Neperpy3kun BbIXOAHbIX MOPTOB YCTPOMCTBA Tpadu-
6510KuUpoBKuU o4epedu KOM OT HECKOJ/IbKUX BXOAHbIX MOPTOB. 3TO NPUBOAMUT K 3a4epXKam nepefaym AaHHbIX
(HOL) M notepe NaKeToB.

Moddepscka CnocobHocTb Nogaep*knBaTb nepenady CBEPXAAMHHbLIX KaapoB, YTO NO3BOAAET ne-
Cc8epXOAUHHbIX KaOPOB8 | pefaBaTb AaHHbIE MEHBLUMM YMCNIOM NAKETOB. ITO CHUXKAET 06bem CNyKeBHOW UH-
(Jumbo frames) dopmaunn, Bpems 06paboTKM U NepepbiBbl.

YnpasneHne NOoTOKOM MO3BONAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N npeaoTBpalleHMA nepenonHeHusa bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBanaTb NakeT PAUSE, Tem cambim nHpopmmpys
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOX0AMMOCTU cAenaTb Naysy npu nepegave na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)

10 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P



HELTEX

1.2.2 ®yHKyuu npu pabome ¢ MAC-adpecamu

B Tabanue 2 npueeseHbl PyHKUUKN yCTpoIACTB Npu paboTe ¢ MAC-agpecamum.

Tabnumua 2 — PyHKUMKM paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B namati Tab/vuy, B KOTOPOW yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMYTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YYEHMA, AaHHble, MOCTyNatoWwme Ha Kakon-nMbo nopT, nepeaatoTcs
Ha BCE OCTa/ibHble NOPTbl KOMMyTaTopa. B pexxume obyvyeHMA KOMMYTaTOp aHAAN3U-
pyeT Kagpbl u, onpesenns MAC-agpec oTnpasuTens, 3aHOCUT ero B Tabanuy mapLu-
pyTv3auuun. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN ansa xocta, MAC-agpec
KOTOPOro y»Ke ecTb B Tabanue, nepesaetcs TONbKO Yepes yKasaHHbIN B Tabauue nopr.

Moddepxcka nepedayu
Ha HecKonbKko MAC-
adpecos (MAC

[daHHaa ¢GyHKUMA NO3BOASAET YCTaHaB/AMBAaTb COEAMHEHUA «OAMH KO MHOTUM» U
«MHOTME KO MHOrMm». Takum o6pa3om, Kaap, agpecoBaHHblii MHOroagpecHomn
rpynne, nepeAaeTca Ha KaXKablit NOpT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuyeckoe

epemsa xpaHeHusa MAC- | Ecan ot yctpoiictaa c onpeaeneHHbim MAC-aapecom 3a onpeae/ieHHbIN nepuog spe-

adpecos MEHM He MOCTYMaloT NaKeTbl, TO 3aMMCb ANA AAHHOIO agpeca ycTapeBaeT M yaAanaeTca.

(Automatic Aging for 370 NO3BONAET NOAAEPKMBATL TaOAMLLY KOMMYTaLMW B aKTyalbHOM COCTOAHUMU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBOlM KOMMYTATOP NO3BO/AET MOJ/b30BATENO ONPeAe/IUTb CTaTUYECKUE 3anuncu
. . cooTBeTcTBN MAC-agpecoB, KOTOPble COXPAHSAOTCA B Tab/iMue MapLupyT1saumu.

(Static MAC Entries)

1.2.3 ®yHKyuu emopozo yposHa cemeesoli modenu OSI

B Tabnmue 3 npusBeaeHbl GyHKUMM M 0COBEHHOCTM BTOPOrO YpoBHA (ypoBeHb 2 OSI).

Tabnumua 3 — OnucaHme GyHKUMUI BTOPOro ypoBHA (yposeHb 2 OSI)

Peanusauma npoTtokona IGMP nossonsert Ha ocHoBe MHbOPMALMUK, NOSYYEHHOM
npuv aHanmse cogepxunmoro IGMP-nakeToBs, onpeaenunTb, Kak1e ycTpoicTea B ceTu

®yHkyusa IGMP Snooping o

Y4acTBYHOT B Fpynnax MHOroaApecHoOm paccbl/iKM, U agpecoBaTb TpadumK Ha cooTeeT-

CTByHOLLME NOPTHI.

. Peanuszauusa npoTtokona MLD no3BosseT ycTpoiicTBy MUHUMU3NPOBATbL MHOTOaz-

@®yHkyusa MLD Snooping . 4 P yerp y P A

pecHbliit IPv6-Tpadumk.

®yHKLMA, NO3BONAOWAA NepeHanpaBaATb MHOroaApecHblt TpaduK M3 oaHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHun IGMP-coobLieHnit, 4To MO3BOJIAET YMEHbLUNTb

HarpysKy Ha uplink-nopty. NMpumeHaeTca B peweHusx lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«lWTopm» — 3TO pasmHoKeHMe broadcast-, multicast-, unknown unicast-naketos B
KaXK40oM y3/1e, KOTopoe NPMBOAUT K NaBUHOOBpPa3HOMY POCTY MX YMCAa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTL CKO-
pocTb Nepenaym MHOroaApPEecHbIX U LIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epKkanuposaHue
nopmoes
(Port Mirroring)

3epKkanupoBaHue NOPTOB NO3BOAAET Ay6AnpoBaTh Tpaduk HabaoAaembIx NOPTOB,
nepecbiiiasa BXogawme n/Mam ucxogawme NakeTbl Ha KOHTPOAMPYIOLWMIA nopT. Y
Nno/sib30BaTeNA KOMMYTAaToOpa €CTb BO3MOXHOCTb 334aTb KOHTPO/IMPYIOLMNIA U KOH-
TpoaMpyemble NOpTbl U BbIBpaTb TMN TpadMKa (BXOAAWMA N/UAN NCXOAALLNN), KO-
TOpbIl BygeT nepegaH Ha KOHTPOJIMPYHOLWMIA NOPT.

Uzonayua nopmos
(Protected ports)

JaHHasa dyHKUMA no3BonAEeT HasHaunTb nopTy ero uplink-nopT, Ha KoTopsbliii 6es-
ycnoBHo ByaeT nepeHanpaBaaTbcsA Becb TpaduK, obecneynsan Tem caMbiM U30NA-
LU0 C APYTMMUK MOpTamu (B Npesenax o4HOro KOMMYTaTopa), HaXO4ALLMXCA B STOM
e WupoKosellatenbHom aomeHe (VLAN) B npeaenax oAHOro KommyTratopa.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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Mooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBO NPOTOKOJ/I, OCHOBHOM 3aZayelt KOTOPOro ABAA-
etca npusepeHune cetn Ethernet ¢ M36bITOYHBIMU COEAUHEHUAMM K APEBOBUAHON
TOMONOMMK, UCKAOYatoLWen neTan. KommyTaTtopbl 06MeHUBaOTCA KOHOUTYPaLMOH-
HbIMK COOBLLEHNAMM, UCNONBL3YA Kagpbl cneumanbHoro dopmaTa, U BbIBOPOYHO
BK/IIOYAIOT M OTKJ/IOYAIOT Nepegayvy Ha nopTbl.

Moododepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiii) STP (RSTP) — AaBNseTcA ycoBepLLueHCTBOBaHMEM NpoTokona STP, xa-
paKTepU3yeTcs MeHbWMM BpeMeHeM NPUBEAEHUA CETU K APEBOBUAHON TONONAOMMM
1 umeeT 6onee BbICOKYIO YCTONYMBOCTD.

Mooddepxcka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pa3yomnx o4HY LWNMPOKOBELLLATE/IbHYIO
obnactb (aomeH). KommyTaTop noanep1BAeT pasinyHble cpeacTsa Knaccuoduka-
LMW NaKeTOoB ANA onpeaeneHna Ux NnpuHaanerxXHocTu K onpegeneHHoro VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LMK YPOBHA KaHana nepeaayn AaHHbIX, NpeacTaBasowme coboil NPOTOKON MOHM-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone Ans nepegayn MHGopmaLmm o co-
CTOSIHMM KaHafa MeXay HenocpeacTBEHHO MNOAKAKYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoaAepXKuBaTb cTaHaapT IEEE 802.3ah.

Moddepixcka VLAN Ha
6ase nopmos
(Port-Based VLAN)

Pacnpepenenune no rpynnam VLAN BbinoaHAETCA NO BXOAAWMM nopTam. [JaHHoe
pelleHne NO3BONAET UCMO/Ib30BaTb Ha KaXKAOM NOpTy TONbKO oaHy rpynny VLAN.

Moododepxka 802.1Q

IEEE 802.1Q — OTKpbITbIM CTaHAAPT, KOTOPbIM ONUCLIBAET NPOLLeAYPY TEFMPOBaHMUA
TpaduKa gna nepesadm nHbopmaumm o npuHagaexHoctm Kk VLAN. MossonseT uc-
nonb3oBaTb HeckoabKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHUe KaHa108 ¢
ucnonv3oeaHuem LACP

MpoToKon LACP obecneynBaeT aBTOMaTMYeCKoe 0b6beaNHEHNE OTAE/NbHbIX CBA3EMN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTaTOp MAM KOMMyTaTop—cep-
BEpP) B €4MHbIN KaHaN nepefayn AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpeaenseTcs BO3SMOXHOCTb 06beMHEHNA KaHANO0B, U B
C/ly4ae 0TKas3a coegMHEHUA, BXOAALLErO B 06beaMHEHHbIM KaHan, ero Tpadumk aBTo-
MaTUYeCcKn nepepacnpesenserca no He OTKA3aBLUMM KOMNOHEHTam 06beAnHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpowcTBax nogaepxumBaetcs GyHKLMA CO34aHNA TPYNN KaHaNoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorusa obbeanHeHnn
HECKONIbKMX PU3NYECKMX KaHAIOB B OAMH SIOTMYECKUIA. ITO CNOCODBCTBYET HE TOSIbKO
YBE/IMYEHUIO MPOMYCKHOM CMOCOBHOCTM MarncTpasibHbIX KaHanoB KommyTaTop—
KOMMYTaTOp MW KOMMyTaTOp—cCepBep, HO MU NOBbILEHUID UX HAAEKHOCTU. Bo3-
MOKHbI TPpM TUMa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-aapecoB, Ha OCHOBaHuM |IP-
afpecoB 1 Ha OCHOBaHWM nopTa (socket) HazHayeHus.

lpynna LAG cocTouT U3 NopTOB C O4MHAKOBOW CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM peKnme.

Selective Q-in-Q

MNo3BonseT Ha3HauaTb BHelwHM VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaAHHbIX Npasua OGUAbTPaLMM NO HOMepam BHYTpeHHux VLAN
(Customer VLAN). MNpumeHeHune Selective Q-in-Q nossonser pasobpaTb Tpaduk
aboHeHTa Ha Heckonbko VLAN, uameHuTb metky SPVLAN y naketa B oTAe/ibHOM
yyacTKe ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoli modenu OSI|

B Tabnnue 4 npuseaeHbl pyHKLUN TpeTbero yposHsa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHue GyHKUNIM TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

mapwpymel

AZMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMKHOCTb A06aBAATb U yAaNATb CTaTU4e-
CKMe 3anuncy B TabanLy MapLIpyTU3aumm.
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KnueHmeoi BootP u

(Address Resolution
Protocol)

DHCP (Dynamic Host YcTpoiictBa cnocobHbl  aBTOMAaTMYecku nonyyatb [P-agpec no  npoTokony
. ) BootP/DHCP.

Configuration Protocol)

lpomokon ARP ARP — npoTokon conocrasneHus IP-agpeca u dpusnyeckoro agpeca ycrponcraa. Coot-

BEeTCTBUE YCTAaHAB/IMBAETCA Ha OCHOBE aHa/In3a OTBETa OT Yy3/1a CeTU, agpec y3na 3a-
npawnBaeTCA B LULMPOKOBELWATENbHOM NaKeTe.

1.2.5 ®yHKkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GYHKLMM KadecTBa obcnykmnBaHua (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KauecTBa 06CyKUBAHMSA

Moddepxka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPKMBAET MPUOPUTEIALMIO MCXOAALLEro TpadmKa No oyepessm Ha
Kaxkgom nopty. PacnpegesneHne NakeTos No o4epessm MOXKET NMPOU3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLumMm NakeTos Mo PasMYHbIM NOMAM B 3aro/I0BKax NaKkeTos.

ModdepxKa Knacca
obcnyncueaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT MeToL yKasaHMA NpMOpUTETA Kagpa M anroputm
MCNO/Ib30BaHMA NpPUOpUTETA B LeIAX CBOEBPEMEHHOW AOCTaBKU YyBCTBUTE/NBHOTO K
BPEMEHHbIM 3aaep*KKam Tpadumka. CtaHgapT 802.1p onpeaenseT BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTyT MCNONb30BaTb 3HAYeHUe npuoputeta 802.1p gnA
pacnpeaeneHua Kagpos No NPUOPUTETHbLIM ovepeaam.

1.2.6 ®yHKYyuu obecnevyeHus 6ezonacHocmu

Tabanuya 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTH

DHCP snooping

PyHKUMA KOMMYyTaTOpa, NpeHa3Ha4YeHHas 4/1A 3aluMTbl OT aTak C UCMO/Ib30BaHNEM
npotokona DHCP. O6ecneunsaet ¢puabtpaunto DHCP-coobuieHMiA, NocTynuBLINX C
HeHaZeXHbIX MOPTOB MyTeM MOCTPOEHMA U noaaepaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencreua
6paHaMayspa MeXay HeHaAeKHbIMKW NopTamu 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep o Tom, C KaKkoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymonyaHuio KOMMYTaTop, UCnonb3yowmii dyHKLMo DHCP snooping, 06HapyXu-
BaeT u otbpacbiBaeT Ntob6oin DHCP-3anpoc coaepskalinii onuuio 82, KOTOPbIN OH MNo-
Nyynn yepes HeHagéxHbIM (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKLMA KOMMYTATOpPa, NPeAHa3Ha4YeHHaa A1A 3alWmMTbl OT aTaK C UCMO/b30BaHNEM
npoTtokona ARP. CoobuieHune, KOTOpoe NOCTyNaeT ¢ HEHaAEXHOro NopTa, Noasepra-
eTcA NpoBepKe — cooTeBeTcTBYET M IP-agpec B Tene npuHaToro ARP-nakeTa IP-agpecy
oTnpasuTens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packIBaeT nakKer.

L2 -L13—-L4 ACL (Access
Control List)

Ha ocHoBe MHbOpMaumun, coaepKalleinca B 3arosioBKax ypoBHel 2, 3 n 4, y aAMUHK-
CTpaTopa ecTb BO3MOXKHOCTb HAacTpouTb A0 100 npasu, COrNacHoO KOTOPbIM NaKeT by-
net obpabotaH, "Mbo oTOpOLLEH.

IP Source address
Guard

®yHKUMA KOMMYTaTOpa, KOTopas orpaHuumBaeT IP-Tpaduk, PuabTpya ero Ha ocHoBa-
HUK TabMLLbl cCOOTBETCTBUI 6a3bl gaHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTtn-
Yecku CKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTcsa Ana 6opbbbl ¢ noa-
meHoMl IP-agpecos.

1.2.7 ®yHKyuu ynpaesseHUs KoOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTaTOPamM

3azpy3ka u ebi2py3Ka
¢aiina Hacmpoliiku

MapameTpbl YCTPONCTB coxpaHatoTca B daliie HAaCTPOMKMU, KOTOPbIN COAepKUT AaH-
Hble KOHPUIypaL MM KaK BCEN CUCTEMbI B LLE/IOM, TaK U onpeaesIeHHOro nopTa ycTpom-
cTBa.
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MpoTtokon TFTP ncnonb3yertcs /s onepaumn 3anucu 1 yteHus ¢ainos. NpoTokon oc-
Mpomokon TFTP (Trivial | nosan Ha TpaHcnopTHom npoTokone UDP.
File Transfer Protocol) YcTpoicTBa noaaepKuBatoT 3arpysky U nepegady no AaHHOMY NpoToKoay ¢daiios
HACTPOMKKM 1 06pa3oB NporpammHoro obecneyeHums.
Mpotokon SNMP ucnosb3yeTca 418 MOHUTOPUHIA U YNPaBAEHUA CETEBLIM YCTPOI-
lpomokon SNMP cTBOM. [1nA ynpaBaeHUa AOCTYNOM K CUCTEME OonpesenseTca CNMCOK 3anncei coob-
LLLeCTBa, KarkAan U3 KOTOPbIX COAEPKUT NPUBUAETUM AOCTyNA.
YnpasneHne KommyTaTopamu nocpenctsom CLI ocyliectBnaeTca 10KanbHO Yepes no-
Uumepdpeiic cnepoBatesibHbIA NopT RS-232, anbo ypaneHHo yepes Telnet. UHTepdeinc KomaHa-
KOMAHOHOU cmpoKu HOW CTPOKK KoHconu (CLI) sBafeTca NpomMblWIeHHbIM CTaHAapToM. NHTepnpeTaTop
(CLI) CLI npepocTaBnaeT CNMCOK KOMaHA, U K/KOYEBbIX C/10B A48 NOMOLLM NO/Ib30BaTeNto U
COKpaLLeHno 06 bema BBOAMMbIX LaHHbIX.
Syslo Syslog — npoToKon, obecneunBaowWwmii nepesady coobLLeHNI O NPOUCXOAALLNX B CU-
ysiog cTeme cobbITUAX, a TaKXKe yBefOMNEHUI 06 OLWMBKaxX yaaNeHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKON CUHXPOHU3ALMN BPEMEHU CeTU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CMHXPOHU3ALMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM L0 MUAIUCEKYHADI.
Protocol)
Traceroute — cny»ebHan GyHKLMA, NpegHa3HauYeHHan 41A onpeseeHnsa MapLlpyTos
Traceroute y dyHKuUWA, Npes, A peq, pwpy
nepegayun AaHHbIX B IP-ceTax.
YnpasneHue .
AZMUHUCTPATOP MOXKET onpesennTb YPoBHU NPUBUAETUIA AOCTYNa ANA NONb30BaTe-
KOHMponaupyemsim . o .
el yCTPOMCTBA U XapaKTEPUCTUKN AR KaXKAOr0 YPOBHA NpUBUAETNI (TONbKO Ann
docmynom — ypoeHu o
. yTeHus — 1 ypoBeHb, NOJIHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop cnocobeH ycTaHaB/AMBaTb 3amnpeT AOCTyna K KaAomy uHTepdelicy
Brokupoeka ynpasneHusa (SNMP, CLI). 3anpeT mMoKeT bbITb YCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro
uHmepdeiica TMNa gocTyna:
P Telnet (CLI over Telnet Session)
ynpaeneHus SNMP
SSH
JlokanbHas [na nokanbHol ayTeHTUOUKALUMKN NOALEPKMBAETCA XpaHEeHWe naponeit B base AaH-
aymeHmuguKayus HbIX KOMMYTaTOpa.
Qunempayus IP- Joctyn no SNMP paspelsaeTtca ana onpegeneHHblx |IP-agpecos, ABnarWmMXca yne-
adpecos d1sa SNMP Hamm SNMP-coobecTsa.
MpoTokon RADIUS ucnonbsyetca ana ayteHTMdUKaumm, asTopmsaumm m ydeta. Cep-
Bep RADIUS ncnonbsyeT 6a3y AaHHbIX NO/b30BaTes1el, KOTOPan COAEPHKUT AaHHble
Knuenm RADIUS P yer basy 4 , KOTOPAA COAEPHUT A
NPOBEPKM NOAJNHHOCTU AN1A KAXKA0ro nosib3osatena. KommyTtaTopbl cogepKaTt Kam-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTpoNCcTBO NpesoCcTaBAAET NOAAEPKKY NPOBEPKM MNOAJIMHHOCTU KNMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneymBaeT LEHTPAIM30BAHHYIO
(Terminal Access cuctemy HesonacHocCTH A nNpoBepkK 0Nb30BaTesIeld, NOyyaloLWmMx AOCTyn K
TEM n TM N8 n M nosb Ten non aoctyn
Controller Access y !
YCTPOMCTBY, @ TaKe LLeHTPasM30BaHHYIO CUCTEMY ynpaBieHusa npu cobaoaeHum
Control System)
coemectumoctu ¢ RADIUS n apyrumn npoueccamun nposepku NoASMHHOCTY.

1.2.8 [onoaHumesnbHble pyHKYuu

B Tabnmue 8 npuseaeHbl 4ONOAHUTENbHbIE QYHKLMKW YCTPOMCTBA.

Tabanua 8 — lononHWUTeNbHble GYHKLUN YCTPOUCTBA

BupmyanbHoe CeTeBble KOMMYTAaTOPbI UMEOT B CBOEM COCTaBE NPOrpammMHble M annapaTtHble cpes-

mecmupoeaHue Kabesaa | CTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-

(VCT) CTep No3BOAIAET ONpenennTb COCTOAHNE MeLHOro Kabensa cBAsw.

AuazHocmuka YCTpoiCTBO NO3BONAET TECTMPOBATL ONTUYECKUI TpaHcMBep. Mpu TeCTUPOBAHUN OT-

onmuYecKo20 CNEeXMBAIOTCA TaKMe MapameTpbl, KaK TOK W HanpsKeHWe NUTaHuA, TemnepaTypa

mpaHcusepa TpaHcuBepa. [na peannsaunm Tpebyetca nogaeprka aTnux GyHKUKNIA B TpaHcmBepe.
14 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

UDLD (Unidirectional
Link Detection)

MpPOTOKO/1 BTOPOro YPOBHSA, CO34aHHbIN A/19 aBTOMaTUHYECKOro 06HapyKeHMs noTepm
[ABYXCTOPOHHEN KOMMYHUKALMKN Ha ONTUYECKMX JINHUAX CBA3M.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHble TeXHU4YecKume napamMeTpbl KOMMYTAaTOpPOB nNpueeaeHbl B Ta6/w1u,e 9.

Ta6IIVILI,a 9 — OCHOBHble TeEXHUYECKME XapaKTepuUcTtnkm

0O6wue napameTpbl

MES1428 Realtek RTL8332M
MES2408
MES2408B
o | Realtek RTL8380M
MES2408PL
MES3708P
MES2408C
MaKeTHbIN MES2408CP
npotieccop mg;g; Realtek RTL8382M
MES2428B
MES2428T
mg;jgfm Realtek RTL9301
MES2448 DC
MES2448B Realtek RTL9311
MES2448E
24 x 10/100BASE-TX (RJ-45)
MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES24088B 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)
MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
NHTepdelick mgz;zg:f bCl 8 x 10/100/1000BASE-T (PoE/PoE+)
2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES3708P
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T o
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
4 napbl BXOAHbIX CYyXNX KOHTaKTOB
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbINM nopTt RS-232 (RJ-45)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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24 x 10/100/1000BASE-T (RJ-45)

mizgjifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
mg:gﬁgl_gc 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
MES2448E 6 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
MES1428 12,8 réut/c
MES2408
MES2408B
MES2408C
MES2408CP
MEs2408ipDC1 | 20 TOMT/C
MES2408P
MES2408PL
MponyckHasa cnoco6- | MES3708P
HOCTb MES2428
MES2428P
MES24288B S6 Tou/c
MES2428T
MES2424
MES24248 128 réut/c
MES2448 DC
MES24488 176 réut/c
MES2448E 216 I6ut/c
MES1428 9 MPPS
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 14,88 MPPS
MES2408P
MES2408PL
Mpoussogutens- MES3708P
HOCTb Ha MaKeTax MES2428
ANVHOWM 64 Baiital MES2428P
MES24288 41,658 MPPS
MES2428T
MES2424
MES2424B 95,2 MPPS
MES2448 DC
MES24488 130,9 MPPS
MES2448E 160,7 MPPS

1 3HaueHun yKa3aHbl ANS OAHOCTOPOHHEN nepeaayn
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O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 Kb6auT

MES2424
MES24248B

1,5 M6ant

MES2448 DC
MES2448B
MES2448E

2 Mbéaunt

0O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mbant

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

512 Mb6aunt

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

32 Mbaut

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES2424
MES24248B
MES2448 DC
MES2448B
MES2448E

64 M6ant

Tabnmua MAC-
agapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8192

MES2424
MES2424B

16384

MES2448 DC
MES2448B
MES2448E

32768

Konnyectso ARP-3anucen

1000

Noaoanepxka VLAN

cornacHo 802.1Q ao 4094 aktueHbIX VLAN

Konuyectso rpynn

L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

MES2424
MES2424B

1023

MES2448 DC
MES2448B
MES2448E

4094

18
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KonnuecTso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 Ha ntoboe KonnyecTso MHTepdhencos

MES2424
MES24248B

640*

MES2448 DC
MES2448B
MES2448E

1280"

Konunyectso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

100!

MES2424
MES2424B

8 Ha Ntboe KonYecTso MHTepdencos

MES2448 DC
MES2448B
MES2448E

8 Ha noboe KonnyecTso MHTepdencos

Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

128(ingress)/256(egress)

MES2424
MES24248B

384(ingress)/512(egress)

! lobaBneHne npaBMaa Ha Kax bl MOPT pacxoayeT annapaTHble pecypcbl obLero nyna.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES2448 DC
MES2448B
MES2448E

768(ingress)/1024(egress)

Konunyectso npasun
ACL

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MAC-381
IPv4/IPv6 —219/128

MES2424
MES2424B

MAC - 509
IPv4/IPv6 — 384/192

MES2448 DC
MES2448B
MES2448E

MAC - 766
IPv4/IPv6 — 640/320

Konunuyectso npasmn ACL B ogHom ACL

Konunuectso L3-nHtepdeicos

8 vlan, go 5 IPv4-agpecos B Kaxgom vlan, go 300 IPv6 GUA
cymmapHo ana scex vlan

Konunyectso BMpTyanbHbIx Loopback-

nHTepodericos

10

Arperau,Mﬂ KaHa/1oB
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn, ao 8 noptos B ogHOM LAG

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

24 rpynnbl, 40 8 nopToB B ogHOM LAG

KauectBo obcnyxuBaHua QoS

npuoputnsaumna TpaduKa, 8 yposHemn
8 BbIXOZHbIX o4Yepenen C pasHbIMU NPUOPUTETAMMU AS1A KAXKAOro
nopta

Konunyectso aksemnnapos MSTP

64
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Ceepxa/iHHble

Kaapbl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP

MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MES2408IP DC1

MaKcMMasbHbI pasmep naketos 10 000 6aiT

MES2424
MES24248B
MES2448 DC
MES2448B
MES2448E

MaKCMMasbHbI pasmep naketos 12 288 6alT

CooTBeTcTBME CTAHOAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2428P 1 MES3708P)

YnpasneHue

JNoKkanbHoe ynpasneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

du3smnyecKme XapaKTePUCTUKU U YCI0BUA OKPY KatoLei cpeabl

NCcTOYHMKM
nUTaHUA

MES2408C

MES2408CP

MES2408PL ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,

MES3708P

MES1428

MES2408 ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,

MES2424 ceTb NOCTOAHHOTO TOKa: 18-72 B

MES2428 :

MES2428T

MES2408IP DC1

MES2448 DC ceTb NOCTOAHHOIO TOKa: 36—72 B

MES2408P ceTb nepemeHHoro Toka: 176—250 B, 50-60 I'y,
ceTb NOCTOAHHOTIO TOKa: 36—72 B

MES2428P CeTb NepemMeHHoro Toka: 170-264 B, 50-60 I'y,

ceTb NOCTOAHHOTIO TOKa: 36—72 B
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MES2408B
MES24288 ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES24248 aKKymynaTopHas 6atapes: 12 B DC
MES2448B
MES2448E
MES3708P ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES1428 DC
MES2408C 10Br
MES1428 AC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 37 Bt
mgz;gg:gp 160 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
MaKcMManbHas MES2408P 280 BT (c yyeTom Harpysku PoE)
notpebnaemas MES2408PL 93 BT (c yueTom Harpysku PoE)
MOLLHOCTb MES2428
MES2428T 18 Br
MES2428B 45 Bt
MES2428P AC 420 BT (c yuyeTom Harpysku PoE)
MES2428P DC 450 BT (c yuyeTom Harpysku PoE)
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 49 Bt
MES2448 DC 48 Bt
MES2448B 66 Bt
MES2448E 68 Bt
MES2408B 7 BT
MaKcm6maanaﬂ MES2428B 20 BT
:ﬂﬁoﬂffgs: MES24248 24 BT
.. MES2448B 48 Bt
y4yéta 3apaga AKb
MES2448E 50 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
bogper PoE MES2408P 256 BT
MES2408PL 65 BT
MES2428P 370 Bt
MES1428 AC
MES2408C
MES2408CP
AnnapaTtHas MES2428 AC
nogaepiKka MES2428T AC ecTb
Dying Gasp MES2428P AC
MES2424
MES2448B
MES2448E
22 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC HeT
MES2428T DC
MES2428B
MES2428P DC
MES2424B
MES3708P
MES2448 DC
MES1428
MES2408IP DC1
mgz;zgzp 430 x 44 x 178 mm
MES2428B
MES2428T
MES2408
MES2408B
FabapuTHble MES2408C 310x44 x 177 mm
pasmepbl MES2408CP
(LU X B xT) MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
mg;jng 430 x 44 x 203 mm
MES3708P 152 x 517 x 85 mm
MES2448 DC
MES24488B 440 x 44 x 280 mm
MES2448E
MES1428 2,26 Kkr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr
MES2424B 2,54 kr
MES2408 1,72 Kr
MES2408B 1,78 kr
MES2408C 1,77 kr
MES2408CP 2,16 kr
MES2408IP DC1 2,38 Kkr
Macca MES2408P 2,69 Kkr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES24288B 2,35 kr
MES2428T 2,37 Kkr
MES3708P 4,2 kr
MES2448 DC
MES2448B 3,98 kr
MES2448E 4,02 kr

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
mggng o1 -20 ao +50 °C
MES2428P
MES2428T
MES2424 DC
WUHTepBan MES2448 DC
pabounx MES2448B
TemnepaTyp MES2448E
o1 -20 go +50 °C
MES2424 AC 2 pu ncnonb3oBaHMM KOMMeEpPUYECKUX TpaHcueepos SFP+
MES24248B V Temnepatypa OKpyXawuweid cpeabl He [O/MKHA
npesbiwaTb +45 °C.
o1 -20 go +50 °C
MES2408CP 5 Mpu ncnonb3oBaHUN KOMMepUYECKUX TpaHcusepos SFP
MES2408P DC V Temnepatypa OKpy)Kawweil cpegbl He AO0MKHA
npesbiwaTb +45 °C.
MES2408 AC ot -20 go +60 °C
m:;;‘g:lpp bcl ot -40 go +60 °C

MHTepBan TemnepaTypbl XpaHeHMUS

o1 -40 po +70°C
(o1 -50 po +85 °C — ans MES3708P)

OTHOCUTENIbHAA BNAXKHOCTb Npw
aKcnnyataumm (6e3 obpasoBaHuA
KOHAeHcaTa)

He 6onee 80%
(He 6onee 90%— pns MES3708P)

OTHOCUTE/IbHAA BAAXKHOCTb NPU XPaHEHMUM
(6e3 obpasoBaHMA KOHAeHcaTa)

o1 10% 10 95%

CpOK cnyx6bl

He meHee 15 net

V ; Tun nuTaHmA ycTpoiictBa onpegenseTca npu 3aKase.

1.4 KoHCTpyKTUBHOE UCNONHEHUue

B faHHOM pa3sgene oNnMcaHoO KOHCTPYKTUBHOE UCNOIHEHUE yCTpOVICTB. MpeacrasneHsol M306pa)KEHVIFI
nepep,Heﬁ, 3aAHEﬁ 1 60KOBbIX NaHesn el YCTDOﬁCTBa, OnuncaHbl pa3bembl, CBETOANOAHbIE MHONUKATOPbI U OpP-

raHbl ynpasaieHuA.

Ethernet-kommyTtatopbl cepuit MES14xx n MES24xx BbINOAHEHbI B METaNIMYECKOM Kopnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbINnONIHEH B META/I/IM4ECKOM KOPMYyCe C BO3-
MOXHOCTbIO NOABELIMBAHUA HA LUTAHTY TO/LWMHON He 6onee 8 mm. CTeneHb 3awwmTbl Kopnyca IP55.
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HELTEX

1.4.1 BHewHuli sud u onucarue nepedHeli naHeau ycmpoiicme

BHewHM BUA nepegHer naHenn MES1428 nokasaH Ha pucyHKe 1.

110250 VAC 60/50Hz max 1A A w2, AELTEX MEs1428

1 3 5 7 9 1 13 15 17 19 21 2 2 27
[ o o ™ | ™ e e | e 8 P | [ U
o 100RASE-FXj10008ASE X
Console }

0

] 1] r
= @| A e A LA A LAl LA LA LA AL
N * d s » = “ 1 i ® = ® o o
I |
1 2 34 5 6 7

PucyHok 1 —lMepeaHasa naHenb MES1428

B Tabnmue 10 npuBeneH nepeyeHb pasbemMoB, CBETOANOAHbIX MHAMKATOPOB M OPraHOB yNpaBaeHus,
PacnoOXKEHHbIX Ha NepeaHeit NaHean KoMmmyTaTopa.

Tabnvua 10 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHoOB yrpaBaeHua nepeaHen naHenn MES1428

dnemeHT nepepgHen

Ne OnucaHue
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKMHOYEHUA K UCTOUHMKY 3S/1EKTPONUTaHUA MEepeMeHHOro
1A TOKa
Power MNHAMKaTOp NUTaHMA YCTPOMNCTBA
2
Alarm NHavkaTop neperpesa

KOHCO/IbHbIM NOPT A5 NOKANbHOTO YPaBieHUs YCTPOMNCTBOM.
PacnuHoBKa pasbema cneaytouian:

He Ucnonb3yeTca

He Ucnonb3yerca

RX

GND

GND

TX

He ucnonbsyetcs

He Ucnonb3yerca

He Ucnonb3yerca

Pacnaitka KOHCONbHOrO Kabena NpusedeHa B NPUAOKEHNUM A,

3 Console

O oo NOYULLD WNPR

dyHKUMOHaNbHAA KHOMKa 4/1A Nnepe3arpysKku ycTpoicTea n cbpoca K 3aBoj-
CKMM HacTpoiKam:
- NPV Ha¥KaTUW Ha KHOMKY ANUTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT nepesa-

4 F rpy3Ka yCTpOMCTBa;
- NPW HaXKaTUM Ha KHOMKY AAUTeNbHOCTbio 6onee 10 ¢ npoucxoauT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKON KoHUrypaumu.

5 [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)

Combo-nopTbl: cNOTbl ANs yCTaHOBKM TpaHcmBepoB 1000BASE-X Combo.

7 25, 26, 27, 28 o
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDENCOB.
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BHewHM BUA nepeaHen naHenn yctponcts cepnum MES2408 nokasaH Ha pucyHKax 2—10.

110-250 VAC 60/50Hz max 0.5A A e, 1 3 5 ™ AELTEX MES2408
Do IO ol To oL T0] s
@ [] e |Lnm) L] Lann] L] -
Power O [Tmmy) & o] O
® Lm0y L% m%mu =] |l_‘\ Io Lo
Lz 4 3 8| i |
1 2 3 4 5 6 7

PucyHok 2 —NepeaHasa naHenb MES2408 AC

® ®
I[=1ZAL
=4
B

Mt

AELTEX MES2408

s evice 1 3 5 7
ey = T s ) -
Console

F q@
[ @
o oo oo (= (=]
6 8

=2 4 ]

1 2.1 3

4

5 6

PucyHok 3 — MNepepHaa naHens MES2408 DC

110-250 VAC 60/50H; 1A ”
- —" A lASCEI“;;J‘Cl L 2 3 y 1.8 - lﬂfloﬂllﬂﬂﬂll:;ﬁ—.'e LTEX MEs24088
) | e S E O ID T .,
= Alarm O .

- e 1 E‘n@ [w] Eﬂ] ET]

D T D e

L2 2 3 5 L I
A

PucyHok 4 — lMepeaHaa naHenb MES2408B

110-250 VAC 60/50Hz max 0.5A A 3 3 5 7 9 SUELTEX MES2408C
[ TP e o e o e 510 30/100/ 1000RASET
@ oot or 100BASE-FX/1000BASE X
B0 : 5 o
pavier O 5 [I:E] ETP] gTﬂ gﬂﬂ_ﬂﬂﬂ F"ﬂ'TIOFFE'EqOLm
@ | AlarmOQ [ g (o g ) 11 fo Oseo
2 4 § 8 g 10 g |

PucyHok 5 — MNepeaHaa naHeno MES2408C

110-250 VAC 60/50Hz max 2A

@

AELTEX MES2408CP
. - 10/100/1000BASE-T, 802.3at Pok+

9,10 - 10/100/1000BASE-T

‘or 100BASE-FX/1000BASE-X

9 10

PoE
1357

rwerO OO0 O0O
0000

wiirbier 1 3 5 7 4
1.
lﬁmﬁl Eﬁﬁ! m—
C

AELTEX MES24081P
w2 smrate

[
L

il

F
AamO I
2468 1

1|3 31 4

PucyHok 7 — MNepepHaa naHens MES2408IP DC1
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176-250 VAC 60/50Hz max 24 o ws SELTEX MES2408P

) L I

e L ] o
=1 11 T |
2 3 3.1 4 5 6 7

»
£ ievotnce SeLrex meszaose

1 3 5 7
36-72 VD max 108 [P e Y ]
-+
v e |Tosa] G ] ]
135 7 F

=3, 52¢ 0] ¢ [ e
0000 = [ e Sy i Sy o

2 L L 2 4 13 a

ArmO

3 31 4

PucyHok 9 — lMepegHaa naHens MES2408P DC

110-250 VAC 60/50Hz max 1A AELTEX MES2408PL

cuass 1
LASER DEVICE

J@n PR s
® g il
1 2 3 3.1 4 5 6 T

PucyHok 10 — NepeaHasa naHenbs MES2408PL

B Tabaunue 11 npuseneH nepeyeHb pa3bemoB, CBETOAUOAHbIX MHANKATOPOB M OPraHOB yrpaBAeHus,
pPacnonoXeHHbIX Ha NepegHeln naHean KommyTtaTtopos cepun MES2408.

Tabnvua 11 — OnMcaHWe pa3bemoB, MHONKATOPOB M OPraHOB yNpaB/eHUA NepeaHein NnaHe M KoMMyTaTo-
pos cepun MES2408

Ne | dnemeHT nepegHel naHenu OnucaHue
1 == Knemma gns 3asemneHuna ycTpomcrea
) ~110-250VAC, 60/50Hz max | Pasbem A8 MOAKAOYEHUA K WUCTOMHWUKY 3/1EKTPOMUTAHUA MepeMeHHOro
1A TOKa
2.1 | 18-72 VDC max 10A Paszbem ansa NoaKNOYEHUA K UCTOYHUKY 3/IEKTPONMUTAHMA NOCTOAHHOTO TOKa
2.2 | 36-72 VDC max 1A/10A Paszbem ansa NoaKNOYEHUA K UCTOYHUKY SNEKTPONUTAHMA NOCTOAHHOIO TOKa
2.3 | 12VDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeun
Power NHAWKaTop NUTAHKUA YCTPOMCTBA
3 Alarm MHauKaTop neperpesa
Battery (gns MES2408B) NHanKaTop paboTbl akKymynsTopHoi b6aTtapeun
3.1 | PoE1-8 NHauKaTopbl cocTtoAHuA PoE-nopTtoBs
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KOHCO/IbHbIN NOPT 418 N0KANbHOIO YNpaBAeHUs YCTPONCTBOM.
PacnuHoBKa pa3bema cneayroLan:

He nucnonb3yeTca

He ucnonb3yeTca

RX

GND

GND

TX

He nucnosb3yeTca

He ucnonb3syeTca

He ucnonb3yeTca

Pacnaiika KoHconbHOro Kabena npuseaeHa B NPUAOKEHUM A.

4 Console

O ooONOOULLP, WNER

DyHKUMOHANbHAA KHOMKa 415 Nepesarpy3kn ycTponcTea n cbpoca K 3aBoj-
CKMM HacCTpoiKam:
- NPU HaXkaTUM Ha KHONKYy AnntenbHocTbio meHee 10 ¢ npoucxoauT nepesa-

F
> rpy3Ka yCcTponcTBa;
- NPY HaXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxogut cbpoc
HaCTPOEK YCTPOMCTBA 40 3aBOACKON KOHdUrypaumu.
6 [1-8] Moptbl 10/100/1000BASE-T (RJ-45)
6.1 |9 10 Combo-noptbl: noptbl 10/100/1000BASE-T (RJ-45)

CnoTbl ANA YCTaHOBKM ONTUYECKUX TpaHcusepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeTOBast MHAMKaLMUA COCTOAHUA ONTUYECKUX MHTEPdENCOB

Combo-nopTbl: cnoTbl ANA yCTaHOBKM TpaHcueepoB 1000BASE-X Combo.

7.1 | 9,10, LNK/SPD
e / LNK/SPD — cBeTOBast MHAMKaLMUA COCTOSHUA ONTUHECKUX MHTEPdENCOB

BHewWwHMI BUA nepeaHen naHenn yctponcts cepmmn MES2428 nokasaH Ha pucyHkax 11-16.

110-250 VAC B/S0Hs e 14 A it 1 3 5 7 9 1 13 15 17 19 2 3 2 27 o Aelrex mes2azs
5 SO o O D [0 0 10 S Lo o (S5 m m P e ) T e et
(7)) - ﬂﬁiﬁﬂﬂﬂﬁﬂ;iﬁﬂﬁﬁﬂﬁﬁﬂﬂﬂﬁﬁﬁﬁﬁﬂﬂﬂﬁﬁﬂﬁﬁ'm
E | .
e g [ (D ) ) ) [ ) ) [ B )
‘—'—‘ 2 * 6 ] 10 ) 7 1 ) 2 z )

1 2 3 4 5 6 7

PucyHok 11 — NepeaHas naHenb MES2428 AC

N . ool | 3 5 7 9 11 13 is 17 19 2 71 2 27
\N-f}vliimax.ﬂ [P -] = [, V) | [ - Y -] =] [= o ool Lo =] ﬁﬁ A s
Console
F
er 1 E@wmm mmww Eﬂmmﬂmw m =
Aarm © D O 55, 5] (S5, e Ry ) =], =, [ o iy e =] =
|—'—J 2 ] 3 8 0 [ 1 16 18 20 2 2

JVELTEX MES2428

4 6 B
T T

|
1.2 é 3 4 5 6 7

PucyHok 12 — lNepeaHAas naHenb MES2428 DC

B e 1 El B 7 9 1 13 15 17 19 21 23 25 27 AELTEX MEs24288
o | [ % e P Y | P P M u-':;D-E[‘_—JF s o
i w0 oo (Com] ] U] e ] L] L] o] o] o] ] G T T
= : :.:,:8 e | TN L—rl ,_7
bl | =0 b bl bl bl o ]l e ] ol AL
— 4 5 & bT L 16 18 20 2 26 8 L

L 5 6 7

)
w
o

PucyHok 13 — NepeaHas naHenb MES2428B
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170-264 VAT 60/50H1 max 3A

)

36-72VDC max 15A
-+

1

2

o

110-250 VAC 60/50Hz max 1A

Ty

Power
m

Al
)

PucyHok 16 — NepeaHaa naHeno MES2428T

B Tabaunue 12 npuseneH nepeyeHb pasbemMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yrpaBaeHus,
pPacnonoXeHHbIX Ha NepegHein naHean KommyTaTopos cepun MES2428.

Tabanuya 12 — OnucaHne pasbemMoB, MHAVMKATOPOB M OPraHOB yNpaB/ieHMA nepegHein naHean KOMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max
1 1A Pasbem AnAa NoAKNOYEHUA K UCTOYHUKY S1EKTPONUTAHUA MNepemeHHOro
(170-264 VAC 60/50 Hz max | ToKa
3A pna MES2428P)
1.1 | 12VDC max 2A Pazbem AN NoAKNOUYEHUA K aKKYMYATOPHOM 6aTapeun
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ans Pasbem gna noaKNOYEHNA K UCTOYHUKY SNEKTPONUTAHNA NOCTOAHHOIO TOKA
MES2428P DC)
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
Alarm MHanKaTop neperpesa
2
PoE NHankaTop paboTbl PoE
Battery (ans MES2428B) NHanKaTop paboTbl aKKYMyNATOPHOM HGaTapen
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3 Console

KOHCONbHbIN NOPT A/1A SIOKAIbHOIO YNPaBAEHUS YCTPOMCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He ncnonb3syeTtca
He UCno/sib3yeTca
He UCno/sib3yeTca
Pacnalika KOHCO/IbHOTO Kabens npuvBeAeHa B NPUNOKEHUM A,

1  Hewucnonbsyerca
2 He ucnonb3yetca
3 RX

4 GND

5 GND

6 TX

7

8

9

PyHKUMOHANbHAA KHOMKa ANA Nepes3arpyskun ycTpoicTBa M copoca K 3aBoa-
CKMM HaCTpoMnKam:
- MPU HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIo MeHee 10 ¢ npoucxoauT nepesa-

4 F .
rpy3Ka ycTponcTBa;
- NPY HaKaTUW Ha KHOMKY A/uTenbHOCTbio 6osee 10 ¢ npoucxogut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHGUTypaLun.

5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28

Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)

7 25, 26, 27, 28, LNK, SPD

Combo-nopTbl: CNOTbl AN YCTaHOBKM TpaHcuepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpPDECcoB

8 T1

4 napbl BXOAHbIX CYXUX KOHTAKTOB

BHewHM BUA nepeaHen naHenn yctponcts MES2424 n MES2424B noKasaH Ha pucyHKax 17 —21.

110-250 VAC 60/S0Hz max 1A 124 10/100/10008ASE-T
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PucyHok 19 — NepeaHas naHeno MES2448 DC
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PucyHok 21 — NepeaHasa naHenb MES2448E

B Ta6m4u,e 13 npmueeaeH nepevyeHb pa3bemos, CBETOANOAHbBIX UHOANKATOPOB U OpPraHoOB ynpasB/1eHUA,

pacrnonoXeHHbIX Ha nepeaHen naHean kommyTtatopos MES2424 u MES2424B.

Tabnvua 13 — OnucaHue pasbemMoB, MHAMKATOPOB MU OPraHOB ynpaB/ieHUA nepeaHeln NaHeiM KOMMyTaTo-
pos MES2424, MES2424B, MES2448 DC, MES2448B n MES2448E

No dnemeHT nepeaHen Onncanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKAHOHYEHUA K UCTOYHMKY S/1EKTPONUTaHUA MEepeMeHHOro
1A TOKa
1.1 | 12vDC max 2A Pazbem AnsA NogKNOUYEHUA K aKKYMYATOPHOM H6aTapeun
Power MHAMKATOp NUTaHMA YCTPOMCTBA
Alarm MHanKaTop neperpesa
2 Master NHanKaTop pexkrnma paboTbl ycTpoiicTea (Beayiumit/segombiii)
Battery (ana MES2424B, NHAanKaTop paboTbl akKyMynaTopHoi H6aTapeun
MES2448B 1 MES2448E) AnKarop p yMmyniaTop P
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE
KOHCONbHbIM NOPT A5 NOKANbHOIO YyNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cneaytowan:
1 Hewncnonb3yeTtcA
2 He ucnonb3yeTca
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonb3yeTcA
8 He ucnonblyerca
9 He ucnonb3yerca
Pacnalika KoHcONbHOTO Kabena npuseaeHa B NPUNOKEHUM A.
PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTea U copoca K 3aBoa-
CKMM HacTpoiKam:
5 r - MPM HAXKATMM HA KHOMKY AUTENbHOCTbIO meHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCTpOKCTBa;
- MPM Ha)KaTUM Ha KHOMKY aautesnbHocTbio H6onee 10 ¢ npoucxoaut cbpoc
HACTpOEeK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.
[1-24], [1-48] ana MES2448
6 DC, MES2448B 1t MES2448E Moptbl 10/100/1000BASE-T (RJ-45).
7 [XG-1 - XG-4] MopTtbl 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+).
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1.4.2 3adHaa naHens ycmpolicmea

BHewHW BUA 3aaHen naHenn KommyTtaTopoB MES14xx n MES24x npmBeAeH Ha pUCYHKaX HUMKeE.
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PucyHoK 22 — 3aaHAaa naHenb kKommyTtatopos MES1428, MES2428, MES2428T, MES2428B, MES2408IP
DC1, MES2408P, MES2424 n MES2424B
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PucyHok 24 — 3aaHAA naHenb KommyTtatopa MES2428P
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PucyHoK 27 —3aaHAa naHenb kKommyTatopa MES2448E

32 Ethernet-kommymamopel cepuli MES14xx, MES24xx, MES3708P



HELTEX

B Tabnuuax 14 wu 15 npusBeaeH nepeyeHb Pa3bemMoB, PACMO/IONEHHbIX Ha 3agHen naHenu
KOMMYTaTOpPOB.

Tabnnua 14 — OnucaHMe pasbemMoB 3adHeN naHenu KommyTtatopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHei naHenu OnucaHue

. o
1 Knemma 3azemneHuna = Knemma gna 3asemneHuna ycTpomcrea.

Tabnmua 15 — OnucaHue pasbemoB 3aaHeN naHenn kommyTtatopa MES2428P, MES2448 DC, MES2448B u
MES2448E

Ne dnemeHT 3agHei naHenu OnucaHue

1 BeHTUNATOPBI ANA OXNaXKAEHWA YCTPOMCTBA.

2 Knemma 3asemnemna = Knemma gna 3asemneHua ycTpomncrsea.

3 12VDC max 2A Pasbem Ans NoAKNOUYEHMA K aKKYMYNATOPHOM 6aTapeun

4 ~110-250VAC, 60/50Hz max Pasbem Ana NOAKNOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA MepemMeHHOro
1A TOKa

5 [XG-5 - XG-6] MopTbl 2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1.4.3 bokosble naHenu ycmpolicmea
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PucyHok 29 — Jlesasa 60KoBan naHesb Ethernet-kommyTtaTtopos

Ha 60KoBbIX NnaHenax yCTpOﬁCTBa pacnonoxeHbl BEHTUNALMOHHbIE pPeLleTKN, KOTOPble CAyXaT ANA
oTBoAa Tenna. He 3aKprBaﬁTe BEHTUNAUMNOHHbIE OTBEPCTUA NMOCTOPOHHMMU NpeamMeTamu. 3To0 MmoxKeT
npmeecTun K neperpesy KOMNOHEHTOB YCTDOVICTBa 1 Bbi3BATb HAPyLWeEHNA B €ro pa60Te. PekomeHpgaumn no
YCTaHOBKe YCTpOVICTBa pacrnosioxeHbl B pasgene «YCTaHOBKA M NOAKAOYEHUE Y.

1.4.4 KoHcmpykmueHoe ucrnosaHeHue kKommymamopa MES3708P

B AaHHOM pa3gesie oNMcaHO KOHCTPYKTUBHOE ncnonHeHue Ethernet-kommyTtatopa MES3708P.

YCTPOMCTBO COCTOUT M3 OCHOBHOM NAaThl, NAaTbl 6/10Ka NUTAHUA U MoAyAel 3awwmTbl nopToB Ethernet
10/100/1000BASE-T oT nepeHanps»eHuid. MnaTbl pacnonosKeHbl B MeTalIM4EeCKOM Kopryce.

[na KpenneHua YCTPOMCTBA Ha Kopnyce NpeayCMOTPEeH MeTa/l/IMYeckuin Kpiok. KpenneHue
NoABECHOE, Ha LWTaHry TONLWMHOM He 6onee 8 mm. MogKnoUYeHME MUTAHUA U CeTeBbIX WHTepdelicos
NPOM3BOAMUTCA K pa3bemam, PacnosIoKeHHbIM BHYTPM Kopnyca. BbiBog, NpoBOAOB HApyXKy BbINOHAETCA
yepes npeaHasHauYeHHble A1A 3TOro OTBEPCTUA B KOpnyce.
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Ha pucyHKe 30 noKa3aHbl OCHOBHbIE KOMMNOHEHTbLI U pa3bembl MES3708P.
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PucyHok 30 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

B Tabnnue 16 npuBeaeHo onncaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemoB MES3708P.

Tabanya 16 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pasbemoB MES3708P

1 Pasbembl 418 YCTaHOBKM ONTUYeCKUX TpaHcueepos 100BASE-FX/1000BASE-X (SFP)

2 OcCHOBHasn nJiaTa ycTpoicTea

3 Mnata 6n0Ka NUTaHMUA
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Paszbem gna NOAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NepeMeHHOro ToKa

Pasbembl 4ns NoAKIUYEHUA Moay e 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanps»KeHui

Mogaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsiskeHui

Knemma gna 3aszemneHuna YCTDOVICTBa

Pasbembl 419 NOAKAOYEHUA YCTPOMCTB IoKanbHOM cetn Ethernet

O (0 (N |O | U | B>

lFepmoBBOA, ANA Kabens aneKTponuTaHus

10 | lepmoBBOA AN MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetn Ethernet

11 | Pasbem gns NOAKAOYEHMA K KOHCOIM YCTPOMCTBA Yepes uHTepdeic RS-232

1.4.5 Ceemoeas uHoukayusa

CocrosaHue nHtepodeiicos Ethernet nHauumpyetca asyma ceetoamoaHbiMu MHanKaTopamu, LINK/ACT
3esieHoro ugeta n SPEED aHTapHOro ugseta. PacnonoXeHue cBeToANOA0B NOKAa3aHO Ha pucyHKax 31, 32.

PucyHok 31 — BHewHM BuA pasbema SFP

LINK/ACT

G
iy

SPEED

PucyHok 32 — BHelwHu BMA pasbema RJ-45

Tabnuua 17 — CseToBas nHAuKauma coctoaHuna Ethernet-noptos 10/100/1000BASE-T

CBeyeHue HaAnKaTopa

CBeyeHue UHANKaTopa

CocroaHue untepdeiica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEANHEHME HE YCTAHOBAEHO
YcTaHoOBMEHO coeamHeHne Ha ckopocTn 10M6éut/c nan
BbikntoueH [opuT nocTtoAHHO

100M6uT/c

[opuT NOoCTOAHHO

l[opuT nocTtoAHHO

YcTaHOB/IEHO coenHeHne Ha ckopocTi 1000M6uT/c

X

MwuraHune

MaeT nepegaya AaHHbIX

CuctemHble MHAMKaTopbl (Power, Alarm) cay:aT gna onpeaeneHus cocTosHuA paboTbl y3nos
KoMmmyTaTopos cepum MES14xx, MES24xx.

Tabnmua 18 — CeeToBas MHAMKALMA CUCTEMHbIX MHANKATOPOB

HassaHue DyHKUUA ”
CocTrosiHue UHAMKaTopa CocrosHMe ycTpoucTea
MHAMKKaTopa MHAMKKaTopa
BbikatoyeH MuTaHWe BbIKAHOYEHO
CocTosAHue o MuTaHne BKAOYEHO, HOPMabHasA
3eneHbliA, ropuT NOCTOAHHO o
Power WCTOYHWKOB paboTta ycTpolicTea
nUTaHUA . CamoTecTMpoBaHMe YyCTPOMCTBA NpU
3eneHbii, mepuaeT
crapte (POST)
Al CocTosiHue He roput HopmanbHas paboTa ycTpoicTea
arm o "
yCTpOWUCTBaA KpacHbIN, ropuT NOCTOAHHO MNeperpes

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MoaKkntoyeH notpebutens PoE (roput

NHaukaTop 3eneHbIN, rOPUT NOCTOAHHO N
WHAMKATOP, COOTBETCTBYHOLLMI NOPTY)
PoE cocTtoAHnA PoE- <
nopToB KpacHbIn, ropuT NOCTOAHHO Owwnbka PoE Ha nopTy
BbiKntoyeH Motpebutens PoE He noakaoyeH
MpusHak o YCTPOICTBO ABASAETCA KMAcTEPOM»
3eneHbli, ropUT NOCTOAHHO
BeAyliero cTeKa
Master yCTpoWcTBa YCTPOWCTBO He ABNAETCA KMacTepom» B
npu pabote B BbikntoueH CTeKe UK He 3aaH peXxnm
cTeke CTEKMPOBaHMNA
WHankaTop 3eneHbliA, rOpUT NOCTOSHHO AKB nogkntoueHa
Battery cocToAHMA KpacHbilii, FOpuT NOCTOAHHO Hu3kuit yposeHb 3apaga AKB
AKKYMYIATOPH

ol batapewu

BbikntoueH

AKB oTKntouyeHa

1.5 KomnaeKT nocraBKku

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

— Ethernet-kommyTaTop;

— KomnnekT Kpenexa B CTOMKY;
—  WHyp nuTaHmsa EBpoBuaka-Cl3 1.8m (ansa mogeneii c AC-nutaHuem);
—  WHyp nuTtaHma MNBC 2x1.5 2m (ana moaeneit ¢ DC-nutaHuem);

— MNamATKa o0 AOoKyMmeHTauuu;
— CepTuduKaT COOTBETCTBUSA;
— Nacnopr.

Ecnam niaukartop Alarm u uHaukatop PoE 04HOBpeMEHHO ropAT KPacHbIM LBETOM, — 3TO
CUTHaNU3MpPyeT 0 KpUTUUYECKoi ownbKke POE.

Mo 3aKka3y Nnokynatensa B KOMMAEKT MOCTaBKM ONUMOHA/IbHO MOTYT ObITb BKNKOYEHDI:

PykoBoACTBO MO 3KcnayaTauumn Ha CD-aumcke;
KoHCONbHbIN Kabenb;
SFP/SFP+ TpaHcuBepbl.

36
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT NOCTAaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 415 YCTAaHOBKWU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTponcTBa. [1a yCTAaHOBKU KPOHLUTENHOB:

PucyHoK 33 — KpenneHune KpoHLITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TaKMMM XKe OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTpoCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYycCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KPpoHLWTENHa.

2.2 YcTaHOBKA YCTPOICTBA B CTOMKY

[N yCcTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAAbHBIM HaNPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTMAMM HA HaNpaBAAIOLWMX CTOMKK. Mcnonb-
3yiTe OTBEpCTUA B HaMPaBAAOWMX HAa OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
4TO6bI YCTPONCTBO PACNONaranocb ropU3oHTaAbHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 37
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PucyHoK 34 — YcTaHOBKa YCTPOIACTBA B CTOMKY

Ha pucyHKe 35 npuBegeH npumep pasmeLleHns kKommyTtatopoB MES14xx n MES24xx B cToWKe.

o MES14xx/MES24xx N1 (o]
o KabenbHbI opraHansep o
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o|  MES14xxMES24xx N3 o
o KabenbHbIi opraHansep o
o  MES14xwMES24xx N4 o
o KabenbHhlin opraHanaep (o}
o _ MES14xx/MES24xx N5 o
o KabeneHelin opraHainaep (]

PucyHok 35 — PasmewieHne KommyTtaTopoB MES14xx n MES24xx B CTOMKe

’l He 3aKpbiBaliTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TaKKe BEHTUIATOPbI, PACNoOIOXKEeHHblIe Ha
3aAHel naHenun, NOCTOPOHHUMU MpeaMeTamMmu BO u3bexkaHuMe neperpeBa KOMMOHEHTOB
KOMMYTaTOpa M HapylueHuA ero paborbl.
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2.3 MNoaknioueHue NUTaloLEN ceTU

Mpexae, 4em K ycTporcTBy byAeT nogKatovyeHa nNuTarowas ceTb, HEOHX0AMMO 3a3eMINTb
Kopnyc ycTpoicTBa. 3a3emsieHne HeobxoAMMO BbINOAHATb U30/IMPOBAHHbIM MHOTOMWUb-
HbIM MPOBOLOM. YCTPOMCTBO 3a3eM/IEHMA U CEYEHME 3a3eMAIOLLETO NPOBOAA AOMKHbI CO-
OoTBETCTBOBaTbL TpeboBaHMaAmM Y.

MopaKnoueHne A0MKHO OCYLLECTBAATLCA KBAMMPULMPOBAHHBIM CNELUannucTom.

Ecnn npepgnonaraetca NOAK/AOYEHME KOMMNbIOTEPA MM MHOTO 06OpPYAOBaHMA K KOHCOJb-
HOMY MOPTY KOMMYTATOpPa, 3TO 060pPYA0BaHME TaKKe AO0MKHO OblTb HaAEKHO 3a3EMJIEHO.
MogKNtouMTE K YCTPOUCTBY Kabesb NMTaHuMA. B 3aBUCMMOCTM OT KOMMJIEKTaUMKU YCTPOICTBa,
MUTaAHWE MOKET OCYLLECTBAATLCA OT CEeTU NEepPeMeHHOro ToKa, Mbo OT CeTU NOCTOSHHOrO
TOKa. Mpy NOAKNIOYEHNN CETU NEPEMEHHOTO TOKA C/iIelyeT UCMO/b30BaTh Kabesnb, BXOAALLUN
B KOMMJIEKT yCTpOWMCTBa. N5 NOAKNIOUYEHMA K CETU NOCTOSHHOMO TOKAa UCMOJIb3yNTe NPoBOA,
ceyeHmem He meHee 1 mm>2,

Bo u3be)kaHMe BO3HMKHOBEHUA KOPOTKOrO 3aMblKaHMA NpPU NOAKAIOYEHUM K CeTU
NOCTOAHHOrO TOKa PEKOMEHAYeTCA NPOM3BECTM 3aUMCTKY NPOBOAA Ha AANHY 9 MM.

Llenb nuTaHnA NOCTOAHHbIM TOKOM A0/1XKHA coaep:KaTb yCTpOﬁCTBO OTK/1I04YEeHNA NUTAaHUA C
¢M3VI‘-IECKMM pasbeguHeHunem coeguHeHua (BbIKﬂI-O‘-IaTEHb, pa3bem, KOHTAKTOpP, aBTOMATU-
YecKuit BbiKNlouaTenb U T.0.).

4. BKAuYMTE NUTaHMe yCcTpolicTBa U ybeanTechb B OTCYTCTBUM aBapuii NO COCTOSHUIO MHAMKATO-

pOB Ha nepegHein naHenu.

Ona nogknoueHna K MES3708P nutatowieit ceT HE06X0AMMO CHATb KPbILKY YCTPOMCTBA,
OTKPYTMB OTBEPTKOI1 18 BUHTOB, PACcMNONOXKEHHbIX NO Kpasim.

2.4 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

YcTaHOBKa ONTUYECKUX MOAVHEﬁ MOXeT NPpon3BoaAnNTbCA KaK NpU BbIK/ZIIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

PekomeHpayeTcAa pasgenbHoe noakntoyeHue SFP-tpaHcMBepa M onNnTUYECKOro naty-Kopaa B
cnor.

1. BcraBbTe BepxHWit SFP-moAy b B C/IOT OTKPbITOM YacTbio pa3bema BHM3, a HUKHWUI SFP-mo-

AY/1b OTKPbLITOM YacTblo pa3bema BBEpX.
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PucyHoK 36 — YcraHoBKa SFP-TpaHcuBepos

2. Hapasute Ha moaynb. Korpa oH BCTaHeT Ha MecTo, Bbl ycabliwnte xapaKTeprlﬁ LeN4yoK.

PucyHok 37 —YctaHoBneHHble SFP-TpaHcuBepbl

Ona ypaneHna TpaHcmsepa:

1. OTKpoiiTe 3aLLenky moaynsa.

PucyHok 38 — OTKpbITHe 3awenkn SFP-TpaHcueepos

2. W3Bnekute moaynb 13 caoTa.

PucyHok 39 — U3BneuveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwu

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K Hayany CTpoKu
Ctrl+E BepHyTbCA K KOHLLY CTPOKM
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBO
Ctrl+B MpoaBUHYTLCA HAa3ag, Ha OAMH CUMBOA
Ctrl+D YaanuTb AaHHbIA CUMBO
Ctrl+U,X YAanntb Ha4yano CTPOKM 40 CMMBOAA
Ctrl+K Ypanutb KoHew, CTPOKM Noc/ae CMMBOAA
Ctrl+w Ypaanute npegblayuiee c1oBo
Ctrl+T MepemecTuTb NpeablAyLWNin CUMBO
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepenTn K cieayloLLei CTPOKE B UCTOPUU KOMAHA,
Ctrl+Z Bo3BpaT K KopHeBomy pexxumy CLI

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynauum tepmuHana (HyperTerminal, TeraTerm, Minicom)

1M nponssecTtn cnegyrwowme HaCTpOVIKMI

Bbl6paTb COOTBETCTBVIOLLI,MVI I'IOCI'Ieﬂ,OBaTe}'IbeIﬁ nopT,;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIX — 115200 604;

— 3apaTtb GpopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbIN BUT, 6e3 KOHTPOA YETHOCTY;

—  OTK/JIKOYUTb annapaTHOE U NporpammHoe ynpasaeHme NnoTOKOM AaHHbIX;

— 334aTb pPeXxum smynauuum TepmuHana VT100 (mMHorMe TepmMHafbHble MNPOrpamMmbl
NCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHAA B KAYECTBE PEXKMMA NO YMOIHAHUIO).

3.3 BKAlueHMe ycTpoiicTBa

YCTaHOBUTb COegMHEHNE KOHCONN KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesibHoOro
MHTepd>el7|ca KOMNbKOTEPQA, HA KOTOPOM YCTaHOB/NIEHO NMNPOrpaMmmHoe obecneyeHune IMYyNAUNN TEPMUHANA.

BKAtoUNTb  yCTpoWMcTBO. [pM  KaKAOM  BKIHOYEHMM KOMMyTaTopa

3anyCckaetca npouecc

MHWUMANM3ALMM YCTPOWCTBA, NOC/NE KOTOpPOM HeobxoAMMO NpoWTU npouesypy aBTopu3auMu gnas

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ons Bxoda B 3arpy3o4yHoe MeHto cneayeT NoAKAUMTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,

nepe3sarpysnTb YCTDOﬁCTBO M BBECTU Naposib ONA 3arpysoyHoOro MeHW B Te4dyeHue 3-x CeEKyHA nocne
noABNEHNA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz
DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382
khkhkhkkhkhkhkhkkhkkhkhkhkhhkkhkhkhrhkhkkhkhhkhhkkhkhkhrhkkhkkhhkhkhhkkhkhkrhkkhkkhkhkhrrhkhkhxkhk*k
#### RTL8218B config - MAC ID = 0 ####

Now External 8218B
khkhkhkhkhkkhhkhkhkhkhkhhkhkhhhrhkhhkhkhkdhhkhkhkrhkhkrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx
#### RTL8218B config - MAC ID = 8 ####

Now Internal PHY
khkhkhkkhkhkhkhkkhkkhkhkhkhhkkhkhkhrhkhkhkhhkhhkkhkhkhrhkhkkhhkhkhhkkhkhkrhkhkkhkhkhrrhkkhkhhxkhk*k
#### RTL8218B config - MAC ID = 16 ####

Now External 8218B

Kk hkhkhkhkkhhhkhkhkhkhhkhhhhkhrkhkhhkhkhkdhhkhrhkrhkhkhrhhkh ok hkhkhkhkdhkrkrkkhx
**x%%x RTL8214FC config - MAC ID = 24 #**x*

Now External 8214FC

Net: Net Initialization Skipped

rt18380#0

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4HoOro meH No ymos4aHuUio ana ecex yCTpOFICTB «eltex».
adRC)

Bua 3arpy3o4HOro meHio:

Startup Menu

[11]
(2]
[31]
4]
[51]

Restore Factory Defaults
Boot password

Password Recovery Procedure
Image menu

Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabanua 19 — PyHKUMM MHTepdelica 3arpy304HOro MeH0

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTbL 3aBOACKME HAaCTPOMKK.
Boot password M3meHeHWe Napona Ha 3arpy304HOe MeHHo.

Password Pecovery Procedure | BoccTtaHoBneHue ycTpadeHHoro napons. Mpu cnegyiowei 3a-

rpyske ocHosHoro MO nosnb3oBaTeNb CPasy NONALET B PEKUM
privil EXEC 6e3 BBOZa napons.

Image menu BblbpaTb aKTUBHbIM 06pa3 cuctemHoro MO. Ecav HOBbINM 3arpy-

eHHbI ¢ahn cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbINOHUT 3arpy3Ky C UCMOAb30BAaHMEM TeKyLLero
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp akKTMBHOrO c/0Ta c 06pasom
no;
[2] Set current image —BbI6Op aKTUBHOTO CNOTa cucTemHoro MNO;
[3] Back.

Serial bandwidth Bbl6Op CKOPOCTU NOCNef0BaTeNIbHOIO MHTepdeiica.
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[nA BbIXxoAa M3 3arpy304HOro MeHto 1 NPoAO0IKEHMA 3arpy3Kn oCHOBHOro obpasa MO Heobxoanmo
HaXaTtb <Esc>.
Ecnun B TeyeHMe 1 MUHYTbI He BbIGpPaH HU OAUH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoicTBa npo-

.’ AONKHUTCA.

3.5 Hacrtpo#ka pyHKUMK KOMMyTaTOpa

®YHKLMM NO HAYaNbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO Pa3aenTb Ha ABa TUNa:
— ba3oBas HacTpoiKa — BKAtoYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMIA KOHOUIYpaLmn 1

HaCTPOWKY AMHaMMYecKux IP-agpecos.

— Hactpoiika napameTpoB cucTtembl 6e€30MacCHOCTU — BKJ/OYaEeT YyMpaB/ieHWe CUCTEMON
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/7 Mpwu nepesarpysKe ycTPOMCTBA BCe HECOXPaHEHHbIe AaHHble 6yAyT yTepAHbl. AnA coxpaHe-
HUA N06bIX BHECEHHDbIX U3MEHEHUW B HAaCTPOIKY KOMMYTaToOpPa UCNO/Ib3YeTca c/ieayioLLan

KOmaHAa:

console# write startup-config

3.5.1 AsmomamuuyecKasa Hacmpoliika napamempoe KoMmmymamopda
(Zero Touch Provisioning)

B uenax aBTomaTM3auMM ynpasieHUs KOMMYTaTOPOM Ha YCTpoicTBe noagep:kaHa ¢yHkuma ZTP

(Zero Touch Provisioning). JaHHaa ¢yHKLMA NO3BOAAET NOMAYYUTb HACTPOMKY HEKOTOPbLIX onuuii ot DHCP-
cepBepa Ha 3Tane NoAKAYEHMA YCTPOICTBA. 1o ymonyaHuio ZTP BKAOYEH aBTOMATUYECKU.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnnuya 20 — KomaHAabl pexkmma rnobanbHol KoHpUrypaumm
Komanda 3HayeHue/3HayeHue no eiicmeue
YMOAYAHUIO
ztp enable BkntounTb paboty dpyHKumm ZTP.
V Mo ymonuanuio ZTP nopaepkuBaeT nepegady onuui
43, 66, 67. MNoponuuu pana 43 onuuu:
-/BKAtOYEHO, 3anycKaeTcs -1-image
BHaya/e CcTapTa NpOLUNBKM -2 — bootfile
-3 — config-file
-4 - tftpserver
ztp disable OTKNOUNTb paboTy dyHKumm ZTP.

3.5.2 bas3osasa Hacmpolika Kommymamopd

[N Hayana KOHPUrypaLmm ycTpoicTBa HeOBX04MMO NOAK/IUUTL YCTPOMCTBO K KOMMNbIOTEPY Yepes
nocnenoBaTeNbHbIM NOPT. 3anycTUTb HAa KOMMNbIOTEPE NPOrPaMmy IMYAALUN TEPMUHANA COTNIACHO MYHKTY

3.2 «HacTtpoliika TepMmuHana».
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Bo Bpems Haya/bHOW HACTPOIMKN MOXKHO onpenenntb nHTepdeiic, KoTopblin byaeT NCNOAb30BaTbCA
ONA NOAKNOYEHUA K YCTPOMCTBY YAaNIEHHO.

basoBas HacTpoliKa BKAlOYaeT cneaytollee:

1. 3apgaHve naponsa ana nonbsoBatens «admin» (c ypoBHem npusuaernin — 15).
YpaneHue y4eTHOM 3anmncu «guest» nam nsmeHeHe naponsa Ana Heé.
Co3faHue HOBbIX Mosib3oBaTene.

HacTtpoiika ctatnyeckoro IP-agpeca, Macku NoAcCeTU U LWO3a NO YMONYAHUIO.
HacTtpoiika napameTtpoB npoTokosia SNMP.

ukhwn

3.5.2.1 3adaHue naponsa 018 nonv3oeamensa «admin» u co30aHue HoabIxX nosab3zoeameneii

[na o6ecneueHnn 3alMULLEHHOrO BXOAa B CUCTeMY HEO6X04MMO Ha3HauYUTb Napoab NPUBYU-
e NnernpoBaHHOMY nosb3oBartesnto «adminy,

Mma nonb3oBatena w naposab BBOAUTCA NpM BXoAe B CUCTEMY BO BpemA CeaHCoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHmAa HOBOro Nosib3oBaTesia CUCTEMbI N HaCTpOVIKM noboro
M3 NapameTpoB — MMEHWN NO/1b30BATENA, NAPOA, YPOBHA I'IpMBMHEFMﬁ, MCNO/1b3YyOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {1-15}

V“ YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer goCTyn K YCTPOWCTBY, HO 3anpeLyaeT HacCTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyN, TaK M HAaCTPOIKY ycTpoiicTaa.

Mpumep KoMaHa 414 3a4aHKna nosibsosaTento «admin» napons «Eltex_1» 1 cosaaHua nonb3osatens
«operator» c naponem «Pass_2» 1 yposHem npusunermii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/‘ MHdopmauma 0 NOKaNbHbIX YYETHbIX 3anNUCAX XPaHUTCA B 3HEProHe3aBUCMMON NaMATU U
MmoeT 6bITb oumLLeHa KomaHaoii 'delete startup-config'.
' ' Heobxoamumo 6paTb B KaBbIUKU MMEHA YUYETHbIX 3anMcel U NApoan, cogepKalyme cneucum-
- BOJIbI.

3.5.2.2 Hacmpoiika cmamu4eckozo IP-adpeca, macku nodcemu u wt03d 1o yMoa4YaHuo

[na BO3MOXHOCTM ynpaBieHUs KOMMYTaTOPOM W3 CETU HeobxoAMMO HasHauuTb ycTponcTey IP-
afpec, MacKy noaceTu 1, B Cyvae ynpaBaeHWA U3 APYron CETH, LWAO3 N0 yMOAYaHuio. IP-agpec MoXKHO
HasHaunTb nbomy uHTepdeicy — VLAN, dusmyeckomy nopTy, rpynne MNopToB (MO yMOAYAHWUIO Ha
uHTepoderice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec Wwnto3a AOMKEH
NPWHaZNEeXKaTb K TON e NOACETU, YTO U 0AMH U3 IP-uHTepdeincoB ycTponcTBa.

V IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NoKa Ha nobom uHTepdeice ctaTMuecku
mnu no DHCP He co3paH gpyroii IP-aapec. Mpu aTom Ha interface vlan 1 agonxeH 6bITb BKAIO-
yeH dhcp-knueHr.

V MNpu yaaneHuu Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ectBaaTbea no IP-
agpecy 192.168.1.239/24. Mpu 3tom Ha interface vlan 1 gomKkeH 6biTb BKAtoueH dhcp-
K/IMEHT.
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Mpumep KomaHa HacTponKku IP-aapeca ana nHtepderica VLAN 1

MapameTpbl UHTEPOETiCa:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no-ymonyaruro — 192.168.1.1

console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# no shutdown

console (config-if) # exit

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro utobbl y6eanTbea, UTo agpec bbin HasHaveH UHTepdEiCy, BBEAMUTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokosaa SNMP 8na docmyna K ycmpolicmey

YCTPOWCTBO COAEP>KMT BCTPOEHHbIM areHT SNMP 1 noaaepsusaer sepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaepnBaeT Habop cTaHAAPTHbIX NepemeHHbiXx MIB.

[ns BOSMOMKHOCTU aMUHUCTPUPOBAHUA YCTPOICTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb X0TA 6bl 04HY CTPOKY coobLiecTBa.

dopmat KoHourypaumm SNMP goaxKeH NpUHMMATh CAeayoLWnin BUA:

snmp user user

snmp community index indexNumber name community security user

snmp group groupname user user security-model version

snmp access groupname version read view write view notify view

snmp view view oid included

snmp targetaddr targetAddr param targetParam ip-address taglist taglist
snmp targetparams targetParam user user security-model version message-
processing version

snmp notify user tag taglist type type

B KayectBe npumepa byaem mcnonb3osatb Bepcuto snmpv2c. Cosgaamm nosb3osaTens USER,
npuHagnexauwero rpynne GROUP. [laHHbIi nonb3oBaTeslb JOMKEH MMETb BO3MOMKHOCTb MCMO/b30BaTh
community NETMAN, KoTopoii npucBoum uHaekc 1. Fpynne GROUP 6yaer paspelweH AocTyn Ha
yTeHue/3anncb/nonydeHne snmp-trap No ob6beKTam, NpUHaANERKALMM Viewiso. O6beKTbl, 41A KOTOPbIX
pa3pelleHa oTnpaBKa TPanos, AO0KHbI NPUHaANeXaTb Ter-nnucty TAG, oTnpaBaATbCA Ha rpynny aapecos
ADDR, B KoTOpYtO BXOAMUT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKK yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna nonb3osatena USER.

console (config) #snmp user USER

console (config) #snmp community index ! name NETMAN security USER

console (config) #snmp group GROUP user USER security-model vZc

console (confiqg) #snmp access GROUP v2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap
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KomaHObI pexcuma 2106aabHol KoHpuU2ypayuu

Buz 3anpoca KoMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (confiqg) #

Tabanuya 21 — KomaHAabl perknma rnobanbHom KoHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CUMBONA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTMBMPOBATb OTNPaBKY TPanos no cobbitnio login/logout.

OTKNOUUTB OTMPABKY Tpanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTMBMPOBATb OTMPABKY TPANoB No cobbITUIO 3amblKaHWA/ pas-
MbIKaHWA CYXMX KOHTaKTOB.

OTK/IIOYUTB OTMPABKY TPanos no cobbITUIO 3aMblKaHmsa/
pPa3MbIKaHWUA CyXMX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMPOBATL OTMPABKY TPaNoB Mo cobbITUIO YKecTKol’ nepe-
3arpysKku.

no snmp enable traps /BKniovero OTKNOYNUTb OTNPABKY TPanoB No cobbITUIO “KecTKol’ nepesa-
coldstart TPY3KU.
snmp enable traps warmstart AKTMBMPOBATb OTMPABKY TPANoB Mo cobbITUIO Nepesarpysku
no komaHge ‘reload’.
-/BKIOYEHO

no snmp enable traps
warmstart

OTKAOUYUTL OTNPABKY TPAMNoB No cobbiTMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name
{EnginelD EnginelD}

no snmp user name

user_name: (1..32)
CMMBO/I0B

Co3sgatb SNMP-nonb3osarens.
- EnginelD — ngeHtnoukatop SNMP-ycTpoiicTea
BKAatoualouyee B ceba cneucMmBonbl user_name
H TpebyeTca yKas3biBaTb B KaBbluKax.

Ypannte SNMP-nonb3osartens.

snmp community index index
name name security
user_name

no snmp community index
index

index: (1..32) cumBonOB;
user_name: (1..32)
CUMBOJI0B

MpuBsA3aTb COO6LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
34,aHHOMY M0/1b30BaTeN!O.
Y1066l paspewmnTb MCNoAb30BaHME 0HOro crneymanbHOro
CMMBO/1a B Ha3BaHWW M UHAEKCe COObLLEeCTBa, YKaXKuTe ero B
[ABOMHbIX KaBbluKax. Ecin Ha3BaHWe M nHAeKc coobliecTsa co-
[AepKaT ToNbKO BYKBbI M LMbPbI, TOrAa ABONHbIE KaBblYKK He
HYKHbI.
’ |  Bknloualouiee B ceba cneucMmMBOIbI cOmmunity Tpe-
H 6yeTcA yKa3bIBaThb B KaBblYKaX.

Ypanute SNMP-coobuecTBO € yKa3aHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBOJIOB;
group_name: (1..32)
CMMBO/IOB

Co3gatb SNMP-rpynny nav 1abanuy cootsetctauii SNMP-
nosnb3oBaresnen 1 npasua ob6o3peHnin SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

no snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
CMMBOJ/I0B

Pazpewunts SNMP-rpynne goctyn Ha YTeHuWe, 3anNncb U OT-
NpaBKy SNMpP-TPanoB No 06beKTam, NPUHaLIEKaLLUM
read/write/notify-view.

3anpetute SNMP-rpynne A0OCTyn Ha YTeHMe, 3anucb 1 OT-
npaBKy SNMpP-TPanoB No o6bekTam, NpUHagAEeKaLUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CUMBOJI0B

Co3gaTb UM pefakTupoBaTbnpaBuao obospeHuns ana
SNMP—pa3speluatouee npasuao, 1Mbo orpaHuumnBatoLLee
cepsepy-obo3peaTtento goctyn K OID.

- OID — vpeHTndukatopa obekta MIB, NpenCTBEHHbIN B BUAE
nepesa ASN.1

- included — OID BKntoYeHa B Npasuao gna 0603peBaHus;

- excluded — OID uckntoyeHa B npasuao ans 06o3pesaHus.

YpanuTe npasuno obospexua ana SNMP.
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snmp targetaddr targetAddr targetAddr: (1..32) Co3gaTb rpynny aApecos, Ha KOTopble ByAyT OTNPaBAATLCA
param targetParamiP_addr CUMBOJIOB; Tpanbl COrNAacHO NapameTpam Ter-aucTa.

taglist taglList targetParam: (1..32)

no snmp targetaddr CMMBO/IOB; Yaanutb rpynny agpecos, Ha KOTopble byayT oTNpaBAATbCA
targetAddr taglist: (1..255) cumBOMIOB | Tpamnbl cOrnacHO napameTpam Ter-aucra.

snmp targetparams YKa3aTb napameTpbl OTNPaBKX TPanos, onpegensemble No/b-
target_param user user_name 30BaesieMm.

security-model {v1 | v2c | v3} user_name: (1..32)

. CUMBONOB;
message-processing {v1 | v2c

target_param: (1..32)
| v3}

CMMBO/IOB;

no snmp targetparams YaanuTb napameTpbl OTNPaBKKW TPanos, onpeaensaemble nosb-
target_param 30Baesiem.
system location text Name:(1..255) cumBosios 3a4aTb MHGOPMALUIO O MECTOMO/IOKEHUM YCTPOMCTBA.
system contact text Name:(1..255) cumBonos 3a4aTb KOHTaKTHY MHbOPMaLMIO YCTPOMCTBA.

3.5.3 Hacmpoiika napamempos cucmemsi 6e3onacHocmu

Ons obecneyeHna 6e30MacHOCTM CUCTEMbI MCMOAb3yeTca MexaHuMam AAA  (ayTeHTUdMKaums,
aBTopusauma, yyet). Ana wndpposaHMA AaHHbIX UCNOb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdMKaumMa) — conocTaBaeHUe 3anpoca CyLlecTByloWEen YUYETHOMN
3anucu B cucteme 6e30nacHoOCTHU.

— Authorization (aBTopu3aLms, NPOBEPKa YPOBHA A0CTyMNa) — conocTaB/ieHne y4éTHOM 3anuncu
B cucteme (npowealueit ayTeHTMOUKaLNio) M onpeaenEHHbIX NOAHOMOUYNIA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHnemM pecypcos Nob30BaTeNIEM.

[Ipy MCHOJB30BAHMUM HACTPOEK YCTPOMCTBA [0 yMOJIUAHMIO MMsS [OJIb30BaTeys — admin,
napoJyis — admin. I[lapoJsib Ha3HAYaAETCS IIOJIb30BATEJIEM.
/' Monb3oBatenb no ymonuawuio (admin/admin) cywecteyer go Tex nop, NoKa He co3gaH Nio-
60i1 gpyroii nonb3oBaTtenb C ypoBHeM npusunerui 15.

V Bcerga AO/IXKEH CyLLecTBOBaTb N0JIb30BaTe/lb C YypOBHEM NpuBeneruin 15.

Memoobl aymeHmuguKauuu U asmopusayuu mo2ym bbimb HaCMpoeHsbl 210641bHO UaU HG om-
0esibHble AUHUU.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rinob6anbHoM KoHbUrypaumm:
console (config) #

[nsa Bxoaa B peXnum KOHOUIypaumm AMHUIK MCNONb3YHOTCA KOMaHAbI:
line {console | telnet | ssh}

Bua, 3anpoca KOMaHAHOW CTPOKM pexkuma KOHOUIYpaLUmn AMHKUIA:

console (config-line) #
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Tabnunua 22 — KomaHAabl perknma rnobasnbHoM KoH(

burypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

enable authentication
{local | radius | tacacs}

no enable authentication

-/BbIK/IIOYEHO

3apjatb MeTog, ayTeHTUdUKaLMM NoNb30BaTeNA NPU MOBbLILLEHUN
YPOBHSA NpuUBMAErnii Ana KoHconw, telnet, ssh.
- radius — ncnonb3osatb cnucok RADIUS-cepBepoB anAa ayTeH-
TMdUKaLmm;
- tacacs — ncnonb3osatb cnncok TACACS-cepBepoB AN ayTeH-
TMdUKaLMK.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

login authentication
{radius | tacacs} [local]

no login authentication

-/local

3apaTb MeTof ayTeHTMdMKauMM Nonb3oBaTens npu Bxoge ANA
KoHconn, telnet, ssh

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.
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4 YNPABJIEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOW CTPOKMU

Ona KoHPUrypaummn HacTPOEK KOMMYTATOPA UCMOJIb3YETC HECKOIbKO PEXKMMOB. B KaXKA0M pexnme
OOCTyrneH onpeaeneHHbI CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYMHbIX B KaXKA0M U3 PEXUMOB.

[na nepexoda M3 04HOTO pexMma B APYroi MCNONb3YHTCA cneuuanbHble KoMaHAabl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaH/, BXOAa B PEXKMM:

KomaHOAHbIli pexcum (EXEC), naHHbIV peXumM AOCTyrNeH cpasy Nnoc/e ycnewHom 3arpy3kn KommyTa-
TOpa 1 BBOAA MMEHW No/b30BaTeNs M Napons (4Ns HeENPUBUAETMPOBAHHOIO Noab3oBaTens). MpurnaweHune
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHM ycTpolicTBa (host name) u cumsona “>”.

console>

MpusuneaupoeaHHbIli KOMAHOHBIL pexcum (privileged EXEC), naHHbI pexKMM AOCTyNeH cpasy no-
C/le ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. MpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTea (host name) u cumsona “#”.

console#

Pexcum 2no6anwbHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayeH anq 3a-
OaHnA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHGUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHPUrypaumun. Bxog B perknm ocyLLecTBNAETCA KOMaHAON configure terminal.

console# configure terminal
console (config) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN pexxMm npeaHa3HaYeH A/1a KOH-
burypaumm, ceasaHHoM ¢ paboToin TepmMUHaANa. Bxoa B perrMm OCYLLECTBAAETCA U3 PeXMMa r1obanbHoM
KOHUrypaumm KomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 23 — basoBble KOMaHAbI, AOCTYNHble B pexume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
Mo ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUIETMPOBAHHDBIN PEXUM (€CAN 3HAYEHUE
He yKa3aHo — TO YpoBeHb npusuneruit 15).
logout - 3aBeplueHuWe TeKyLLel CecCMM U CMeHa No/b30BaTesNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBo4HoOW MHPopmauum o paboTe mHTepdelica Ko-
i MaHAHOW CTPOKM
show privilege - Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NO/b30BaTENS.
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KomaHObi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET caeayoLnii Bua;:

console#

Tabnunuya 24 — ba3oBble KOMaHAbI, AOCTYNHbIE B perkmume privileged EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHYTbCA B HOPMabHbIN PEXUM U3 MPUBUNETMPOBAHHOTO.

configure terminal

MNepeiTn B perKUm KOHOUTypaLmm.

KomaHObI, docmynHbie 80 8CeX PeXUMax KOHguU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT OAWH U3 CeAYIOWNX BUAOB:

console#

console (config) #
console (config-line) #

Tabanua 25 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEXMMAX KOHOUTYpauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoa4YaHuto

exit i BbIiTM 13 ntoboro pexkmma KoHdUrypaLum Ha ypoBeHb Bbllle B
nepapxumn komang, CLI.

end i BbIATU 13 Nt06OTO peknma KOHPUrypaumm B KOMaHAHbIN pexum
(Privileged EXEC).

do ) BbINO/MIHUTL KOMaHAY KoMmaHaHoro ypoBHA (EXEC) u3 noboro pe-
KUMa KOHPUrypaumm.

help - BbiBeCTV cnpaBKy MO UCMONb3yeMbIM KOMaHAAM.

4.2 dunbTpauma coobweHM KOMaHAHOM CTPOKMU

dunbTpauma coobLLeHNt N03BONAET YyMEHbLWNTL 06beM 0TobparkaemMblX AaHHbIX B OTBET Ha 3aMnpochl
no/sib3oBaTena U obaerynTb NOUCK HeobxoamMmoln nHpopmauun. Jaa dunbTpaummn Tpebyerca AobasuTb B
KOHeLl, KOMaHZHON CTPOKM CMMBOJ « |» M MCMONb30BaTb OAHY M3 ONUMIA GUALTPALMM, NEPEUNCNEHHDBIX B
Tabanue 26. dunbtpauma paboTaeT ToNbKO AN show-KomaHa.

KomaHObI pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKKN UMEET CeayoWwuii BUA:

console#

Tabnnua 26 — basoBble KOMaHAbI, A4OCTYNHbIe B perkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aelicmeue

grep

BbiBecTn Bce CTPOKU, coaepxauime WwabnoH.

grep-v

BbiBecTn Bce CTPOKU, He coaepXKalime WwabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, COAEpPHKaLLMe PeryafpHble BblpaXKeHus:

. — COOTBETCTBYET JI060MY OTAE/NbHOMY CUMBOJY;

* — npepplayLmnin cumeon cootsetctayet O unu 6onee pas;

A — cooTBeTcByeT Npobeny B Hayane CTPoKM;

\b — cooTBeTtcTByeT Npobeny B KOHUE Cl0Ba;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBaApaTHbIX CKOBOK;

\ — UrHOPUTYEeT CMMBOJ, CEAYIOWMIA 3a PerynsapHbIM BbipaxKe-
Huem.
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4.3 HacTpoiika MaKpoOKOMaHA,

[aHHan GyHKLMA NO3BOIAET CO34aBaTbh YHUDMLMPOBaAHHbIE HABOPbI KOMaHAL — MaKpPOCbl, KOTOpble
MOKHO BMNOC/NeACTBUN MPUMEHSATD B NpoLiecce KOHoUrypaumm. MakcumasnbHOe KOMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnuya 27 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

3Ha4yeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
macro name word Co34aTb HOBbIN HAabop KOMaHA, eCN HABOP C TAKUM UMEHEM
cyliecTByeT — nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOXKHO C MOMOLLbI CMMBOAA
word: (1..32) “»
@”. MakcumanbHaa anivHa makpoca — 510 cumBonos. B tene
cumeonos MaKpOoCa MOXKHO WMCMO/b30BaTb 0 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word Y[anuTb yKasaHHbIA Makpoc.
macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, cocToAWMMN U3 0OBABNEHUA, HAaNpPUMep
value2] [pattern3 value3] CMMBO/IOB cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.
macro trace word 0OTO6pa3sunTb NpoLLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cocToAWMIA U3 0OBABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBO/10B cumsona "%", n nepemeHHOM, HanmcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 28 — KomaHabl pexkmuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

macro apply word MpUMEHUTb YKa3aHHbIM MaKpocC.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAMA U3 06BABNEHUA, HANPUMEP
value2] [pattern3 value3] CMMBO/10B cumsona "%", u nepemeHHOM, HanmMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
macro trace word 0OT06pa3sunTbL NpoLLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAWMI N3 06BABNEHUS, HANPUMEP
value2] [pattern3 value3] CMMBOOB cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauuu.
show macro OTo6pasnTb nNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

) yCTpoWcTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKU perknMma KoHUrypaumnm nHtepdeiica:

console (config-if) #
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Tabnunua 29 — KomaHAabl perknuma KoHourypaumm nHtepdelica

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 0OBABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBO/IOB cumeona "%", M nepemeHHOM, HanUCaHHbIX CIUTHO;

- value — nepemeHHas KoHbUrypauuu.
macro trace word word: (1..32) OT06pa3nTb NPOLLECC BbINOJHEHUA MaKpoca.
[patternl valuel] [pattern2 CMMBONOB - pattern — WwWabNoH, cOCTOALWMIA U3 06BABNEHMSA, HAaNpUMepP
value2] [pattern3 value3] cMmBona "%", M NepemeHHOI, HanMCcaHHbIX CINTHO;

- value — nepemeHHas KoHbUrypauuu.

[pumep UCNOaAb308AHUS MAKPOKOMAHO:

console (config) #macro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

console#macro apply 1 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHpabl ynpaB/ieHUA CUCTEMOMN

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:
console>

Tabnunua 30 — KomaHabl ynpaBneHus cuctemoi B pexkmme EXEC

Komanda 3Ha4yeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ping [ip] {A.B.C.D | host} [size KomaHaa cnyxut ans nepegaum 3anpocos (ICMP Echo-Request)
size] [count count] [timeout npoTokona ICMP yKazaHHOMY y3/y CEeTH, a TaKXKe A1 KOHTPoAA
timeout] host: (1..158) cumBonos; | noctynatowmx oteetos (ICMP Echo-Reply).
size: (36..2080)/64 6aiit; | - A.B.C.D — IPv4-agpec y3na cetu;

count: (0..10)/3; - host — pOMeHHOe MMA y31a ceTu;

timeout: (1..100) - Size — pa3amep NakeTa AN OTNPAaBKMU, KOJIMYECTBO BanT B NakeTe;

- count — KONMYECTBO MAKeTOB A/1a Nepeaayn;

- timeout — Bpema 0XnaaHusa oTBeTa Ha 3anpoc.
traceroute{A.B.C.D | ipv6 OnpepeneHve MmaplipyTa TpaduKa [0 y3na HasHayeHus.
AAAA::BBBB} [size size] [ttl - A.B.C.D — IPv4-aapec y3na cetu;
ttl] [count count] [timeout - AAAA::BBBB — IPv6-aapec y3na cetu
timeout] i . - host — poMeHHOe UMSA y31a ceTu;

size: (64..1518)/64 6aiT; . o .
- Size — pa3mep NakeTa AN OTNPABKM, KOANYeCTBO HanT B nakeTe;
ttl: (1..255)/30; - tt/ — MaKcMManbHOE KOIMYECTBO Y4acTKOB B MapLIpyTe;
.count:(1”10)/3; - count — KO/IMYECTBO MOMbLITOK Mepefayn MakeTa Ha Kakaom
timeout: (1..60)/3 c .
yyacTke;
- timeout — Bpema 0XXuaaHus oTBeTa Ha 3anpoc;
) OnucaHue oWKNB0K NPU BbINONHEHUN KOMAHA, U pesy/ib-
V TaToB NpMBeAeHo B Tabaunue 32.
show users OT06pasnTb MHGOPMaLMIO O NONb30BaATENAX, UCNOb3YIOWMX pe-
i CypCbl yCTpoOWicTBa.
show system information - BbiBOA crcTeMHOMN MHbOPMALMK.
show nvram OT06pasunTb nHdopmaumio 0b ycTponcTee B SHEProHe3aBUCUMOW
namsaTw.
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show tech-support

BbiBOA KOMaHAbI NpeacTaBnseT coboi KoMbUHaLUMIo
BbIBOAOB MEpPeYUCIEHHbIX HMXXE KOMaHA:
- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

show ipv6 interface

show spanning-tree

show etherchannel summary

show etherchannel load-balance
show interfaces status

show interfaces counters

show interfaces utilization

show interfaces

show ip arp

show env all

show mac-address-table count summary
show fiber-ports optical-transceiver
show cpu rate limit

show errdisable interfaces

show vlan

show ip igmp snooping groups
show ip igmp snooping forward
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping forward
show ipv6 mld snooping mrouter
show logging

show logging filename-one

show logging filename-two

show logging filename-three

show users

debug show tcam

KomaHObl pexcuma privileged EXEC

3anpoc KomaHAHOM cTpoku B pexunme privileged EXEC nmeeT cneayowmin sua;:

console#

Tabnuua 31 — KomaHabl ynpasieHusa cuctemoit B pexkunme privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

reload

KomaHga cny»ut s nepesanycka ycTpoicTea.

reload at hh:mm:ss [day month ]

hh: (0..23), mm:
(0..59), ss: (0..59)/ day:
(1...31)/ month: (1..12)

YcTaHOBKa BpemMeHU nepesarpysku yCTpoicTsaa.

reload in { hours minutes}

hours: (0..168), minutes:
(0..59).

YcTaHOBKa BpeMeHH, Yepes KOTopoe Npou3oiaeT nepesarpyska
YCTPOMCTBA.

reload cancel

OTMeHa OTNIOXKEHHOM NepesarpysKku.

show reload

MpocmoTp BpemeHu, Ha KOTOpoe Ha3HayYeHa nepesa-rpyska.

show env CPU

MoHuTopuHr ytununsauum CPU.

show env tasks

MoHuTopuHr ytuamnsauum CPU no npoueccam.

show env RAM

MoHuUTOpUHI yTAn3aumum RAM.

show env temperature

MOHUTOPUHT TepmoaaTUmMKa.

show env flash

MoHuTopuHr flash-namaTu.

show env power

MOHUTOPUHT NUTaHUA n AKB.

show env all

MOHUTOPUHT BCEX NAapPaMeTPOB OKPYKEHWS.

show env dry-contacts

MOHUTOPUHI TEKYLLLEro COCTOAHUA CYXUX KOHTAKTOB.

show env fan

MOHUTOPUHI COCTOAHMA BEHTUNATOPOB.

show env fan thresholds

0OT06pasuTb TabanLy € ONYCTUMbBIMU CKOPOCTAMMU BpaLLeHuUs
BEHTUNATOPOB.
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telnet {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

OTkpbiTve TELNET-ceccnmn gns y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface - nHTepdelic;

- name — nmA nonb3osaTens.

show telnet-client -

OTo6pasunTb cTaTyc KAneHTa Telnet M KOMYECTBO aKTUBHBIX cec-
cui.

ssh [name@K{A.B.C.D |
AAAA::BBBB |
AAAA::BBBB%interface} [-1 name]
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccnmn gns y3na cetu.

- A.B.C.D —IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nHTepdelic;

- name — UmA Nosib3oBaTens;

-1 —uncnonb3oBatb TobKO SSH Bepcun 1;

-2 —ncnonb3oBaTb To/bKO SSH Bepcun 2;

-C —3anpocuTb cxKaTne JaHHbIX;

-V —noapobHO o0TobpakaTb NPOLECC NOAKOUYEHUS;

- command — KomaHZa, BbinoaHAeman Ha SSH-cepsepe.

show ssh-client -

0OT06pa3nTb cTaTyc KAneHTa SSH 1 KOAMYecTBO aKTUBHbIX Cec-
CUN.

Mpw BbINOAHEHUN KOMAHAbl traceroute MOTYT I'IpOMBOf;ITM OLLIM6KVI, onucaHue ownboK npueeaeHo

B Tabnnue 32.

Tabnunua 32 — OWMBKM NpU BbINONHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NONbITKE Nepeaayu nakeTa.
? HewnssecTHbIV TMN NakeTa.
A AZMWHUCTPATUBHO HegocTyneH. OB6bIMHO NPOUCXOANUT NpU BAOKMPOBAHUM UCXOLALLENO
TpaduKa no npasunam B Tabauue gocryna ACL.
F TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en ceTm HeQOCTyNeH.
N CeTb HegOCTyMHa.
P lMpoToKkon HeJoCTyNeH.
Q MCTOYHMK nogaBieH.
R McTekno Bpemsa NOBTOpPHOM cbopku pparmeHTa.
S OwmnbKa ncxoaalLero mapLpyra.
U MopT HegocTyneH.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peknume rnobasbHoM KoHOUrypaLmMm MMeeT ceayowmn Bua:

console (config) #

Tabnunuya 33 — KomaHAabl ynpaBaeHUs cCUCTEMON B pexXume r1obasbHOM KoOHPUrypaumum

3HayeHue/3Ha4yeHue "
KomaHoa / Aeilicmeue
no ymon4yarHuro
hostname name name: (1_,64) KOMaH,D,a CNYXKUT ONA 3aaHNA CETEBON0O UMEHU yCTpOﬁCTBa.
no hostname CUMBONIOB/- BepHyTb ceTeBoe MM YCTPOMCTBA B 3HAYEHME MO YMOHAHMIO.

cpu rate limit queue queue

maxrate pps
pp queue: (1-8) pps:

1..2000/128

cpu-rate limit queue queue
maxrate 128

YCTaHOBWUTb OrpaHUYEHNe CKOPOCTU BXoAALLMX dperimoB a5 onpe-
JeneHHo ouepem
- pps - NAKeTOB B CEKYHAY.

BOCCTaHOBUTL 3HauYeHWe pps MO YMOAYAHUIO ANA OnpesesneHHoM
ouepeau.
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reset-button {enable | disable
| reset-only}

- enable — npu HaxkaTumn KHONKK F ganTtenbHocTbio meHee 10 ce-
KYHZ, MPOUCXOAMUT Nepesarpyska yCTPOMCTBa; NPU HAaXKaTUM Ha
KHONKy 6onee 10 cekyHa, nponcxoamnT cbpoc ycTponcTea Ao 3a-

set ssh-client disable

-/enable .
BO/ACKOW KOHbUrypauuu;
- disable — kHonKa F oTKntoYeHa (He pearvpyeT Ha HaxkaTue);
- reset-only — TonbKo nepesarpyska.
set telnet-client enable BkstounTtb paboty TELNET-KknuneHTa.
- - -/BKAtOYEHO
set telnet-client disable BbikntounTb paboty TELNET-KnueHTa.
set ip http enable
phttp Bkntounts HTTP-cepBep Ha ycTpoicTse.
-/BKIOYEHO
set ip http disable BbikntounTb HTTP-cepBep Ha ycTpolicTBe.
HasHauutb nopTt, npocnywmnsaemoii HTTP-cepsepom.
ip http port port 80 Tpebyetca nepe3sanyck HTTP-cepBepa anA npumeHeHus
! Hactpoiiku.
set ssh-client enable BKAtounTb paboty SSH-kAMneHTa.
-/BKAtOYEHO

BbikntounTb paboty SSH-KknneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/OYEHO

BKAtounTb oTNpaBKy coobuieHuni diyng gasp.
V TonbKo ana ycrpoiicts MES2448B n MES2448E.

V Mpwu BKAKOYEHMM OTNPaBKKU cooblieHui dying-gasp BbiK-
nrovaerca moHutopur AKB.

BbIKNtOUMTb OTNPaBKy coobueHnin dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNIOYEHO

BKkAtounTb MOHUTOPUHT AKB.
V TonbKo gna ycrpoiicts MES2448B u MES2448E.

Mpu BKkAoueHMU moHuTopuHra AKB BbiknlovaeTtca oTn-
V paBKa coobLeHuit gying-gasp.

Bbikntountb moHutopur AKB.

banner exec [ string ]

no banner exec

-/BbIK/OYEHO

HacTpouTb npuBeTcTBME ANA HEAaBTOPM30BaHHbIX MOJib30BaTeNeN
Nnpu NOAKAOYEHUN K KOMMYTATOPY.

string — TEKCT NPUBETCTBUSA O/IMHON A0 256 cimBo0B.

Mpw BBOA4E KOMaHAbl 6e3 nmapameTpa string NpUBETCTBUE MOXKET
mmeTtb AnanHy go 1023 cumeonos. BBog npuBeTcTBUA npepbliBaeTca
C Nnomollbio cumsona "@".

Ypanutb npusetcTeme AnA HEaBTOPU30BaAHHbIX nosib3osaTeneu.

banner login [ string ]

no banner login

-/BbIK/IIOYEHO

HactpouTb npuseTcTBue 414 Nonb3oBaTenei nocie aBTopm3aLmu.

string — TEKCT NPUBETCTBMA AUHOMN A0 256 CUMBONOB.

Mpw BBOA4E KOMaHAbl 6e3 napameTpa string NpUBETCTBUE MOXKET
mmeTb AnnHy ao 1023 cumsonos. BBog npuBeTCTBUA NpepbiBaeTca
C Nnomollbio cumsona "@".

Ypanutb npuseTcTeme AN1A aBTOPU30BAHHbIX nosb3osaTenen.

logging events reload

no logging events reload

-/BKNIOYEHO

Bk/tounTb OTNpaBKY snmp Tpanos u syslog coobLyeHnin npu nepe-
3arpysKe ycTpoictsa no KomaHge «reload» nnm yepes SNMP.

BbIK/NIOYUMTL OTNPABKY SnMp TPanos U syslog coobLeHunin npu nepe-
3arpysKe ycTponcTea no KomaHge «reload» nnm yepes SNMP.

Tabnnua 34 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aeiicmeue

clear cpu rate limit counters

Ou4UCTUTL cYeTUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHune cyeTymKos rate limit Ha CPU.

set cli pagination on

BKIOUUTbL NOCTPAHUYHbIN BbIBOA KOHOUIypaLmu.

set cli prompt off

—— -fon "
set cli pagination off OTKNOYNTb NOCTPAHUYHbIN BbIBOA, KOHPUTYpaLmMK.
. BK/IIOYMTL MOATBEPXKAEHME Nepes BbIMOSHEHMEM HEKOTOPbIX KO-
set cli prompt on
MaHz.
-/on

OTKNOUNUTD NOATBEPNKAEHME MNepes, BbINOJHEHUEM HEKOTOPbIX KO-
MaHz.
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4.5 KomaHapl Ana HAaCTPOMKMU NapamMeTpoB A1A 3a4aHUA Naponen

[aHHbI pa3gen npeAHa3HayeH A5 HaCTPOMKM 3aJaHMA Napoaen ana nosibsoBaTtesien.

KomaHObI pexcuma 2n06aabHoU KoOHgu2ypayuu

3anpoc KOMaHAHOW CTPOKM B PEXKUME 1106aNbHOM KOHPUTYPaLMM MMEET CeayoWwmnin BUA,:

console (config) #

Tabaunua 35 — KomaHgbl ynpaBieHUs cMCTEMON B pexxnme rnobanbHoi KoHourypaumum

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
10 yMoAYaHUIo

password validate char
{lowercase | numbers |
symbols | uppercase}

BK/OUYNUTL MEXaHM3M NPOBEPKM NAPONeN.

- lowercase —naponb AONKEH COAEPHKATb CUMBO/IbI HUXKHETO perun-
cTpa;

- numbers — Naponb JOIKEH COAepKaTb XOTA bbl 0AHY LUndpY;

- symbols — Naponb LOMKEH COXKepKaTb XO0TA Obl 04AUH CUMBOA;

- uppercase — Napo/ib JOMKEH COAEPKATb CUMBOJIbI BEPXHETO pe-
rmcrpa.

-/BbIK/IOYEHO

no password validate

OTKAOUYUTL MEXaHM3M NPOBEPKM Naponei.

password validate length
length

3a4aTb MUHUMAJIbHYIO A/IMHY NApPOAs.
length: (0..20)/0

no password validate

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneayowmim BuA;:

console#

Tabnuua 36 — KomaHabl ana pabotsl ¢ parinamm B pexknme Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show password validate rules - MpocMoTp TeKyLel HacTPOMKM MexaHM3Ma NPOBEPKN Naponen.

4.6 Pabota c pannamu

4.6.1 OnucaHue ap2ymeHmMoe8 KOMAaHO

Mpu ocywecTBeHNn onepaunii Hag, ¢alinamu, B KauecTBe apryMeHTOB KOMaHZ, BbICTYMatoT agpeca
URL — onpegenutenn MecTOHaxoxageHus pecypca. OnucaHuve K/YeBbIX C/10B, MCMOJb3yeMbiX B
onepaumsx, npuseaeHo B Tabamue 37.

Tabnanua 37 — CNKUCOK KNtoYeBbIX C/I0B 1 MX ONMUCaHne

Knrouesoe cnoeo

OnucaHue

flash://

McxoaHbl agpec au agpec Mecta HasHavyeHuaA A1a SHEProHe3aBUCUMMON NamATU. DHeproHesasu-
CMMan NamATb UCMO/b3yeTca No ymondaHuio, ecam agpec URL onpeaeneH 6e3 npedukca (npedmk-
camu ssnstoTes: flash:, tftp:, scp:...).

running-config

daiin TekyLLet KoHoUrypaumm.

startup-config

®daiin nepsoHayvanbHO KOHbUIypaLmu.

active-image

®aiin c akTMBHbLIM 06pasom.

inactive-image

®daliin c HeaKTMBHbIM 0bpasom.

UcxopHbIV agpec nnv agpec mecta HasHadyeHusa ana TFTP-cepsepa.
CuHtakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec naun cetesoe MMA YCTPOMCTBA;
- directory — kaTanor;
- filename — uma daiina.

logging ®aiin c uctopumen KomaHa,
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4.6.2 KomaHOvblI 0na pabomesi ¢ palinamu

3anpoc KomaHAHoM cTpoKu B pexxkume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabnnua 38 — KomaHabl ans pabotbl ¢ painamm B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBOJI0B;
destination_url: (1..160)
CMMBO/I0B

KonuposaHue daina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
NOXKeHWe HazHayeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa dpaiin byaer cko-
nMpoBaH.

CoxpaHeHue nepBoHa4YanbHOW KOHOUIypaLum Ha cepeepe.

KonuposaHue cbal‘fma Ha4a/IbHOro 3arpy34ymka n3 mectononoxeHua
UCTOYHUKa B CUCTEMY.

dir [flash:path | dir_name]

OT06pa3nTb CNMCOK dalinos B yKazaHHOM KaTasiore.

more [flash:path | file_name]

OT06pa3unTb cogepkumoe dainna.

pwd

OT06pasnTb NyTb A0 TEKYLLEWN AUPEKTOPUN.

cd [flash:path | dir_name]

M3MEHUTb ANPEKTOPUIO Ha YKa3aHHYH.

mkdir [flash:path | dir_name]

Co34aTb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHMEM.

rmdir [flash:path | dir_name]

Yaanutb ANPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

erase url

Ypanuts dpaiin

erase startup-config

Yaanutb dain nepsoHayvanbHoOM KoH$Urypaumu.

erase nvram:

C6pocuTb A0 AedDONTHON SIHEProHEe3aBUCUMYIO MAMATD.

erase flash:/LogDir/filename

Ypanute dain 3anmcu aBapunHbIX M 0TIa404HbIX COOBLLEHNNA.

boot system inactive

3arpysutbca ¢ HeakTMBHOro obpasa MO.

boot system active

3arpy3unTbca ¢ akTMBHOro obpasa MNO.

delete startup-config

Ypanute dpaiin nepBoHa4abHON KOHOUIYpPaLMM BMECTE C O4MCTKOM
rnob6anbHbIX HACTPOEK NVram U yaaneHWem Nnosib3oBaTesei.

show running-config
[interface { fastethernet
fa_port | gigabitethernet
gi_port |tengigabitethernet
te_port | port-channel group
| vlan vian_id J[module]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24);
vlan: (2..4094);
module: (igs, la, stp..)

OTobpasnTb coaeprkumoe TeKkyLen
(running-config).

- interface — KoHUrypauma nHTepdericoB KoMmyTaTopa - dpusnye-
CKux MHTepdeicos, rpynn uHtepoericos (port-channel), VLAN-uH-
Tepoelicos, MHTepdeica 3amblKaHUA Ha cebs;

- igs — IGMP snooping;

- la — link-aggregation;

- stp — spanning-tree.

daina KOHOUrypaumm

show startup-config

OT06pa3nTb copep:knmoe ¢aina nepBoHaYasbHOM KOHUrypa-
[T17R

show bootvar

MoKa3aTb aKTMBHbIA daitn cuctemHoro MO, KOTOpPbIMA YCTPOMCTBO
3arpyKaet npu 3anycke.

write {startup-config | url}

CoxpaHWUTb TEKYLLYI KoHOUrypauuio B Gaiin nepBoHayasbHOMN KOH-
durypauum.

Cepsep TFTP He moxeT 6bITb aAPECOM UCTOUHUKOM U aAPECOM Ha3HAUYEHUA ANA OLHOIA
e KOMaHAbl KONUPOBaHUA.

MpOCMOTpP aKTMBHOTO M HeaKTMBHOro obpasa AocyTneH u3s u-boot. s aTOro B KOMaHAHOM CTPOKE U-

boot Heobxoamumo BBecTH:

MES2428+# bootimg print

KomaHga ans cmeHbl akTMBHOro obpasa 13 u-boot:

MES24284# bootimg inactive

’ KomaHpga «bootimg inactive» npumeHseTtca 6e3 oxxngaHua noaTBepXKAeHUs.
-
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’ | Mpu 3arpyske daiina KoHpUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
et daitna Heobxogumo f06aBUTb CTPOKY C CUMBOIOM « 1%,
®aitn KoHpUrypauum gonxKeH umeTtb paclumpeHue «.conf».

4.6.3 KomaHObI 008 pe3epsuposaHua KOHgu2ypayuu

B AaHHOM pa3gene onucaHbl KOMaHAbl, NO3BONAIOLLME Pe3epBUPOBaTb KOHOUIypaLMio Ha cepBep.
[na pe3epBnpoBaHMNA KOHGUTYpaLMM HEOBXOAMMO YKas3aTb agpec cepsepa.

KomaHObI pexcuma 2a06ana6HoU KOHu2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXume rnobanbHon KoHOUrypaumm:

console (config) #

Tabanua 39 — KomaHzabl perknma rnobanbHo KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

backup server dest_url

no backup server

YKasaTb agpec cepsepa, Ha KOTOpblit ByaeT NponsBoanTbLCA pe-
3epBUpoBaHune KOHPUrypaumu. Crpoka B dopmate
«tftp:/ /XXX XXX XXX XXX ».

Ypanutb agpec cepsepa.

backup path path

no backup path

YKasaTb nyTb pacnonoxkeHua dalina Ha cepsepe C npeduKkcom
nmeHu daiina. Npu coxpaHeHUU K npedukcy byaet nobasneHa Te-
Kylias gata v Bpemsa B popmare rmrrrMmaLHYMMCC.

Y4anute NyTb ANA Pe3epBUPOBAHUA.

backup auto

no backup auto

BK/I10YMTb aBTOMATMYECKOE pe3epBMpoBaHMe KOHOUIypaLmu.

BbIK/IIOYMTb aBTOMATMUYECKOE Pe3epBrPOBaHNE KOHUTypaLmm.

backup history enable

no backup history enable

BKtOUYNTL COXPaHEHWE NCTOPUM Pe3epPBHbIX KOMWUNA.

BbIKNOYNTL COXpaHEeHME NCTopumn pe3epBHbIX KOMWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKaszaTb NPOMENKYTOK BPEeMEeHW, No UCTeYeHUn KoToporo byaert
OCYLLEeCTBAATLCA aBTOMATUYECKOE pe3epBMpoBaHMe KoHdurypa-
Umn.

HYT

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/loYeHWe pe3epBMPOBaHMA KOHOUIypaumMuM MpU COXPaHEHUU
nosb3oBaTenem KoHpurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHMUIO.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAaHoM cTpokK B pexkmme Privileged EXEC numeeT cneaytowmin sua;:

console#

Tabnunua 40 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

backup running-config

Co3paTb pe3epBHYIO KONUIO KOHOUIypaLmio Ha cepaepe.
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4.7 HacTpoiika CUCTEeMHOro BpemeHu
/ Mo ymonuaHuio aBTOMaTUYECKUN Nepexoa Ha NieTHee Bpems OCyLLecTBAAETCA B COOTBET-
cTBUM co cTaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryt 6biTb 3agaHbl Ntobble pgaTta

M Bpemsa AN nepexoaa Ha ieTHee Bpems U o6paTHo.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KomaHaHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabanuya 41 — KomaHAabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuio
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CMCTEMHOro BpemMeHM (KOMaHAa [ocCTynHa
year mm: (0..59); TONbKO ANA MPUBMIETMPOBAHHOIO NOb30BaTENS).
ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau; year — ropa,
month: (Jan..Dec);
year: (2000..2037)
KomaHOb! pexcuma EXEC
3anpoc KoMaHAHOM CTpoKK B pexxkume EXEC umeeT cnegyowmii Bua;
console>
Tabnnua 42 — KomaHgbl pexkmma privileged EXEC
KomaHoa 3HayeHue/3HayeHue Aelicmeue
no ymon4aHuio
show clock - MokasaTb cMcTeMHOe BpemMA 1 AaTy.
show clock properties - OTob6pa3unTb CBOWCTBA.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMeET CeayoLWnin Bua,;
console (config) #

Tabnnua 43 — CNMCOK KOMaHA A/1A HAaCTPOWKM CUCTEMHOIO BPEMEHM B peXMMe rnobanbHOM KoHOUrypa-
umnm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
clock time source ntp YCTaHOBUTL SNtp-cepBep MCTOYHMKOM CUMHXPOHU3ALMWU BPEMEHMU
- [OJ15 yCTPOMCTBA.
no clock time source YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
clock utc-offset utc YCTaHOBWTb YacoBOe CMelleHe OTHOCUTENIbHO HY1€BOr0 MepuAam-
utc: (+00:00..+14:00) aHa.
no clock utc-offset YCTaHOBWUTb 3HAYEHME N0 YMONYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu SNTP

Ons nepexona B pexknm KoHdurypaummn SNTP HeobxoanMMO MCNONb30BaTb KOMAHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKU B pexkmme KoOHPUrypaumm nHtepdelica umeet caeayowmn sma;

console (config-sntp) #

Tabnnua 44 — CNMCOK KOMaHA AN HAaCTPOMKM CUCTEMHOTO BPEMEHM B PEXKMME KOHUrypaLmmu sntp

3HayeHue/3Ha4yeHue
o yMmon4YaHuo

KomaHoa

Aelicmeue

set sntp unicast-server auto-
discovery enabled
set sntp unicast-server auto-
discovery disabled

-/disabled

BKNHOUMTL aBTOMATMYECKUI NOUCK sSntp-cepBepa B pexume
unicast.

BbIK/NIHOYNTb aBTOMATUYECKMIA NOUCK SNtp-cepBepa B pexxume
unicast.

set sntp unicast-server {ipv4 |
ipv6} ip_addr [priority priority]
[version version] [port

MoKeT 6bITb 3343aHO A0
4 cepBepoB
priority: (1..15); port:

YKasaTb ip-agpec SNTP-cepsepa.

mode unicast

udp_port] .
- - (1025..36564); version: -
no sntp unicast-server {ipv4 | (3..4) Ypanutb ip-agpec SNTP-cepsepa.
ipv6} ip_addr -
set sntp client enable ) Bkntountb paboTy SNTP-knmeHTa.
- - -/disabled
set sntp client disable BbikntounTb paboty SNTP-knneHTa.
set sntp client addressing- /unicast YKa3aTb pexkum pabotbl SNTP-KamneHTa.

set sntp client authentication-

key key md5 parametrs key: (0..65535)

YcTaHOBUTb KAtoy ayTeHTUdMKaummn ans SNTP-knuneHTa.

set sntp client clock-format

{ampm | hours} -/hours

YcTaHOoBUTL popmat yacos gast SNTP.

set sntp client port port_num port_num: (123, 1025-

65535)

YcraHosuTb udp-nopT 4a sntp-KaneHTa.

set sntp client time-zone zone zone: (+00:00 to

+14:00)

3a4aTb 3HAYEHWe YacoBOro nonca.

set sntp client version version version: (v1,,v4)

3agatb Bepcuio NpOTOKONa ANA pa60TbI sntp-KnauneHTa.

Tabnunua 45 — KomaHabl pexkmuma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

show sntp statistics -

MoKa3aTb cTaTucTUKy npotokona SNTP.

show sntp status -

MoKa3satb cTaTyc npoTokona SNTP.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM B perkume Privileged EXEC:

console#

lpumep HacmpolKku SNTP-knueHma 04 cepsepa 192.168.1.1:

console
console
console
console
console
console

config) # sntp
config-sntp) #
config-sntp) #
config-sntp) #
config-sntp) #
config) #clock

exit
time source ntp

~ o~ o~~~ —~

set sntp client enabled
set sntp client addressing-mode unicast
set sntp unicast-server ipv4 192.168.1.1
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4.8 KoHdurypaumsa nntepoeiicos n VLAN

4.8.1 [Mapamempeol Ethernet-unmepdelicos, Port-Channel u Loopback- uumepgpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |

loopback Ioopback id }
console (config-if)#

[aHHbIN pexnm JOCTYNeH U3 pexkMuma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KOHOUrypaumMm wuHTepdelica (nopta KommyTaTopa WAW Tpynnbl MOPTOB, paboTaloWwMx B pexume
pasgeneHuns Harpyskm), inbo amnanasoHa MHTepdelcos.

Bblbop nHTepdeica ocyLLecTBAAETCA NPM NOMOLLM KOMAHA, NPUBeAEHHbIX B Tabanue 46:

Tabnunua 46 — KomaHab! Bbibopa nHTepdelica ana MES1424, MES2428

KomaHoa

Ha3HauyeHue

interface fastethernet fa_port

[na HacTpoikn nHtepodericos Fast Ethernet

interface gigabitethernet gi_port

[na HacTponkun 1G-uHTepdericos

Interface tengigabitethernet te_port

[na Hactponikn 10G-uHTepderico

interface port-channel group

[na HaCTPOWKM rpynn KaHanos

interface loopback /oopback_id

[Nna HacTPOIKM BUPTYanbHbIX MHTEpdeicos

roe:

— fa_port — nopaaxosbiit Homep 100MB-uHTepdeiica, 3agaetca B suae: 0/1;

— gi_port — nopaakosbin Homep 1G-uHtepdeiica, sagaetca 8 suae: 0/1;

— te_port — nopaaxosblii Homep 10G-nHTepdeiica, 3agaertca s suae 0/1;

— group — nopsAKoBbIA HOMEP rpynnbl, 0bLee KOMYECTBO cornacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopagKkoBblii HOMep BUPTYanbHOro MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (cTpoka «Konnyectso BUpTyanbHbix Loopback-nHtepdelicos»).

KomaHabl, BBeAeHHble B peMMe KOHdUrypauunm uHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 47 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet u Port-Channel

no shutdown

3HayeHue/3Ha4YeHue ”
KomaHda / Aeilicmeue
no ymon4aHuio
shutdown BbIKNtounTb  KOoHOUrypupyembli  nHtepdeiic (Ethernet, port-
-/BKAtOYEHO channel).

BKAtOUUTL KOHOUTYpUpPYeMbIii MHTepdeiic.

description description description: (1..64)

[o6aBuTb onncaHme uHTepoeiica (Ethernet, port-channel).

Ypanutb onucaHue uHTepodeiica.

— CMMBONOB/HET
no description
onuncaHua
speed mode
P mode: (10, 100, 1000)
no speed

3afaTb CKOPOCTb Nepesaun aaHHbIx (Ethernet).

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

duplex mode
mode: (full, half)/full

no duplex

3afaTb pexum aynnekca uHTepdelica (NnosHoAynaeKcHoe coeu-
HeHwue, noayayniekcHoe coeaunHeHue, Ethernet).

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.
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negotiation [capl
[cap2...cap5]]

cap: (10f, 10h, 100f,
100h, 1000f)

no negotiation

Y/

BKntoyaeT aBTOCOr/1acoBaHUe OJ/1a CKOPOCTU M AyniaeKkca Ha HacT-
panBaemom nHTepdeice. MOXHO yKa3aTb onpeaesieHHble COB-Me-
CTMUMOCTM NapameTpa aBTOCOr/1acoBaHua. Ecan napameTtpol He 3a-
OaHbl, TO NOALEPKUBAKOTCA BCE COBMECTUMOCTH.
ABTOCOrnacoBaHue HaCTPaMBaeTCA TONIbKO Ha MHTepdeit-
cax Ethernet.

Bbik/loYaeT aBTOCOr/NacoBaHWe [ANA CKOPOCTM W Aynaekca Ha
HacTpanBaemom MHTepoeiice.

flowcontrol mode

mode: (on, off,

3agaTb pexum ynpasneHus notokom flowcontrol (BKAounTb, OT-
K/IIOYUTb MM aBTOCOr/1acoBaHme). AsTocornacoBaHume flowcontrol
paboTaeT TO/NLKO B C/yyae, €CAM PEXMM aBTOCOr/NacoBaHMA

auto)/off negotiation BK/AlOYeH Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel).
no flowcontrol OTKNIIOYNUTb PEXMM yrpaBaeHMA NOTOKOM.
media-type { force-fiber | Bbi6op TMNa KOMB0O-NOpPTa B Ka4ecTBe OCHOBHOIO HOCUTENA.
force-copper | prefer-fiber } - force-fiber — paspeweHa akKTMBHOCTb TONILKO ONTMYECKOM YacTu
-/prefer-fiber Kombo-nopra;

- force-cooper — paspelieHa aKTMBHOCTb TOJIbKO MEeAHOW 4YacTu
Komb0-nopTa;
- prefer-fiber — npenmyLecTBO ONTUYECKOrO NINHKA.

mtu size

size: (128..12288)/
12288 6aiiT

no mtu

YCTaHOBWUTb 3HaYeHMe maximum transmission unit (MTU) gna uH-
Tepdelica
- size — pasmep nakema (Kosnuvyecmeo 6alim e nakeme)

[} KomaHAa AocTynHa TONbKO AN YCTPOMUCTB

. MES2424,MES2424B.

' Ecnam Ethernet-untepdeliic Bxogut B coctas Port-Channel,
H TO Ha HeM HeNb3A U3SMEHATb 3HayeHune MTU.

’ HAedontHoe 3HaueHne MTU pna Ethernet u Port-Channel
H UHTepdeiicoB paBHO 3HAYEHUIO 33/aHHOMY KOMaH-
AoW system mtu B pexkume rno6anbHoi KoHGUrypauum.

YCTaHOBUTb 3HaYeHMe N0 YMOIHaHUIO

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXxume rnobasbHon KoHOUrypaumm:
console (config) #

Tabnvua 48 — KomaHabl pexxnma rnobanbHoN KoHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

errdisable recovery interval
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOM MHTEpBan AN aBTOMaTUYeCKoro
NOBTOPHOrO BKAKOYeHWUs MHTepdeiica. Mpu cmeHe UHTep-
Bana Talimep obHoBAsETCA AaA BCex 3abNOKMPOBaHHbIX
NMOPTOB, Ha KOTOPbIX BKAHOUYEHO aBTOCOr/1acoBaHue.

{storm-control|loopback-
detection | udid}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld}

-/3anpeweHo

no errdisable recovery YCTaHOBWUTb 3HAYEHME MO YMOMYAHMIO.
interval
errdisable recovery cause BKNOUMTb aBTOMATUYECKYIO aKTUBaLMIO MHTepdeiica nocne

€ro OTK/IOYEHUSA B CIeAYIOLLMX CyYanX:
- loopback-detection — o6Hapy:keHue neTens;

- udld — akTnBauus 3awmtsl UDLD;

- storm-control — W1poKoBeLaTenbHbIN LUTOPM.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6ait
size: (128..12288)/12288 6aitt
(Tonbko ana MES2424,
MES2424B)

YCTaHOBUTb 3HAa4YeHWEe CUCTEMHOro maximum transmission
unit (MTU)
- size — pa3mep nakeTa (Konnuyectso 6aliT B nakeTe).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | tengi-

fa_port: (0/1..24); gi_port:
(0/1..28); te_port: (0/1..6);

Cbpoc HacTpoek uHTepdelica nam rpynnsl MHTEPPENCoB Ha
3HaYeHun, YCTaHOB/IEHHbIE MO YMONYAHMIO.
, Bo Bpems BbiNO/HEHUA KOMaHAbI HTepdeiic by-

1o ymonyaHuro

gabitethernet te port | group: (1..24); vian_ id: (1..4094); - AeT OTKNIOYEH.
port-channel group | vlan loopback_id: (1..10)
vlan_id | loopback loop- P -
back_id }
KomaHObI pexcuma EXEC
BuAa 3anpoca KomaHAHON CTPOKM B pexume EXEC:
console#
Tabnnuya 49 — KomaHabl pexkmma EXEC
3HavyeHue/3HavyeHue ”
KomaHoa / Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM ANA BCex NHTepdelcos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

Cbpoc cTaTUCTMKKN ANnA nHTepdeica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

MoKasaTb CBOAHYH MHPOPMALLMIO O COCTOAHMNM, HAaCTPOMKe U CTaTu-
CTUKe nopTa.

show interfaces status

MoKasaTb COCTOAHWNE BCEX MHTEPdENCOoB.

show interfaces description

MoKasaTb onucaHuA Bcex MHTepdencos.

show interfaces counters

MoKasaTb CTaTUCTUKY 414 BCeX UHTepdeicoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group [ vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24);
vlan: (1..4094)

MoKa3aTb CTAaTUCTUKY ANA UHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

MoKasaTb NPUYMHY OTKAOYEHMA MOPTa, FPYNnbl NOPTOB, 3a6/0KK-
poBaHHbIe NOPTbI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOMN aKTUBaLMK
nopTa.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

AKTMBMpOBaTb MHTEpdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY NO HarpysKke a8 uHTepdelica.
- Interval — nHTepBan B cekyHAax.
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4.8.2 Hacmpoiika VLAN u pex}xcumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma 2n10bas1bHOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rNobanbHOM KOHPUIypaLmm:

console (config) #

Tabnunuya 50 — KomaHabl perkuma rnobanbHo KoHpUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymon4yaHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexxnm KoHOUIrypmupoBaHua yKkasaHHoro VLAN

map protocol { ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol { ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HactpouTb rpynny npoTokosioB, MO KOTOpbIM 6yaeT npou3so-
AnTbeA KnaccnduKauma Kagpos. B ogHy rpynny MoxHo obbean-
HUTb HECKOJ/IbKO MPOTOKOJIOB, YKa3biBasA ANA HUX OAWH U TOT XKe
Group ID. Homep npoToKona MOXKHO BblbpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHWUW WK 3a4aTb BPYYHYIO Yepe3 napamerp
other B popmate XX:XX. PacnonokeHve nons ¢ HOMEpPOM NPOTO-
KONa 3aBUCUT OT TMNa L2-3aronoBKa U UHKaNcynaumm:

- enet-v2 — Kaap c 3aronoeskom Ethernet I, npoTokon onpegensn-
etca no nonto EtherType. Mpu Hannumm VLAN-Teros Bbibupaetca
cambit nocnegHui EtherType, ¢ Hanbonblwmm odpdceTom.

- licOther — kagp dopmarta RFC1042 (IEEE 802). AByx6aiTHbI HO-
mep npoTokona cootsetctByeT nonAam DSAP:SSAP B LLC-3aro-
NOBKe.

- snap — Kaap ¢ LLC/SNAP-uHkancynaumeir. Homep npoTtokona co-
oTseTcTByeT nosto Protocol ID 8 SNAP-3aronoBke.

Ypansert protocol-group ¢ KommyTaTtopa.

map mac { host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpowuTb granaszoH MAC-agpecos, No KOTopbim byaeT nponsso-
ANTbCA Knaccuoukauma. Ona pasHbix MAC-afpecoB MOXHO Bbl-
6paTb OAHY 1 Ty XKe rpynny.

no map mac { host | mac-ad-
dress }

Ypanutb yKkasaHHbIi MAC-agpec 13 macs-group.

shutdown garp

no shutdown garp

-/BbIK/IIOYEHO

OTKNtouUTL paboTy moayna GARP Ha ycTpoicTse.
' [aHHaa KomaHpa oTKatouvaeT paboty mogyna GARP c
H 6e3B03BpaTHbIM yAaneHUem BCeX HacTpoeK 6n0ka
GARP.

BkatounTtb moaynb npoTtokona GARP.
Ana pa6otbl moayns GARP pesepsupyerca 15 M6aiit
. ornepaTUBHOM NamATy.

gvrp enable

gvrp disable

BKkatounTb npotokon GVRP rnobansHo.

-/BbIK/IOYEHO

BbikntounTb NpoTokon GVRP rnobanbHo.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN os)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunuya 51 — KomaHabl perkuma KoHourypaummVLAN

KomaHoa

3HayeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

vlan active

AKTMBMpOBaTb vlan uam rpynny vlan’os.

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BKAOUNTB/BbIKAOYUTL M3ydeHne MAC-aapecos gna VLAN.

YCTaHOBUTbL 3HaYeHMe no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnel nopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

[aHHbIN pexnm JOCTYyNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KoHdUrypaummn nHtepodeica.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — MHTepdelnc AoCTyna — HeTerMpoBaHHbIM MHTepdelic ana ogHoro VLAN;

— trunk — nHTepdeinc, NPUHUMaIOWMIA TONbKO TErMPOBaHHbIM TPadUK, 338 UCKAOYEHMEM O4-
Horo VLAN, KoTopblit MoXeT 6bITb f06aBAEH C MOMOLLbIO KOMaHAbl switchport trunk
native vlan,

— general — uHTepodeiic c nosHoM noaaepKkoi 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIN TpapUK;

Tabnunua 52 — KomaHgpl pexxunma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3agaTtb pexkmum paboTtbl nopta B VLAN.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa uHtepderica goctyna.
- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport dotlq tunnel

Mepesectn NopT pexxkmnm paboTol ¢ BHewHMMm VLAN-Terom. KomaHaa
MUCNONb3YeTCA ANA HACTPOMKK dyHKUMKM Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oob6asutb Homep VLAN B KauvectBe Default VLAN gns gaHHOro uH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNatoWMn Ha AaH-
HbI NOPT, onpeaenseTca B AaHHbIN VLAN.

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOUYAHWUIO.

switchport dot1q tunnel

MepeBecTy NOPT perkum paboTbl ¢ BHewHUm VLAN-Terom. KomaHaa
ncnoab3yeTca ANnA HacTPoMKku GpyHkumm Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnmcok VLAN gna nHtepdeiica.

- vlan_list — cnucok VLAN ID. Aunana3soH VLAN mMOKHO 334aTb nepe-
4yucneHMem yepes 3anATyO MM YKasaTb Haya/lbHOE U KOHeYHoe
3HayYeHuna ananasoHa yepes geduc "-".

Yaanute cnucok VLAN ans nHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
no YMOYaHUIO

[obasutb naeHtudpuratop VLAN nopta (PVID) gnsa OCHOBHOrO MH-
Tepodelica.
-vlan_id —vaeHTndukaumoHHbii Homep VLAN noprTa.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

switchport ingress-filter

no switchport ingress-filter

-/dunbTpaumn
BK/IlOYEHA

BKkAOUUTE GUABTPALMIO BXOAALLMX NAKETOB Ha OCHOBE MPUCBOEH-
Horo um 3HauyeHua VLAN ID. Echm dunbTpaumsa BKAOYEHA, M NAKeT
He BxoauT B rpynny VLAN ¢ npucBoeHHbIM NakeTy 3HavyeHnem VLAN
ID, To naKkeT oTbpacbiBaeTcs.

BbIKMOUNTb PUABTPALLMIO BXOAALLMX NAKETOB Ha OCHOBE NPUCBOEH-
HOro um 3Ha4veHua VLAN ID.
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switchport acceptable-frame-
type
{untaggedAndPrioritytagged |
tagged | all}

-/all

-untaggedAndPrioritytagged — Ha nopTy paspeliaerca npuem
TONbKO HETErMPOBaHHbIX GPemoB;

-tagged — TONIbKO TErMPOBAHHbIX;

-all — nobbix ppetmos.

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpetutb gobaBneHune ykasaHHbix VLAN nopty.

- vlan_list — cnucok VLAN ID. Anana3soH VLAN MOXKHO 3a4aTb nepe-
yucneHMem yepes 3anATy WK YKasaTb HayasbHOE U KOHeYHoe
3HaYeHuMA AnanasoHa yepes geduc "-".

PaspewnTtb aobaBneHune ykasaHHbix VLAN-nopTy.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuo
4YNEeHCTBO B AedONTHOM
VLAN pa3speluieHo

3anpetutb gobasneHune gedontHomy VLAN-nopTy.

YCTaHOBUTb 3HaYeHMe N0 YMOJHaHUIO.

switchport protected

no switchport protected

MepeBecTy NOPT B PEXKMUM U30AALLMU BHYTPU FPyNnbl NOPTOB.

BoccTtaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

Co3paTtb nan nepesanuncaTb CyLLECTBYIOLWMI CMMCOK MOPTOB HA YKa-
3aHHbIN HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);

[06aBWTb CMMCOK YKa3aHHbIX MOPTOB K Y¥KE CyLiecTeyloulemy
CrUCKY.

group group-id vlan vian-id

no port protocol-vlian

(1..2147483647);
vlan_id: (1..4094)/no
ymonyanuto PBV
BKJIFOYEH Ha BCex
noprax

port-channel group} group: (1..24)

switchport default-vlan tagged YCcTaHOBWTb NOPT Kak Ternpytowuii B gepontHomy VLAN.

no switchport default-vian - YCTaHOBWTb 3HaYEHMeE NO YMOHAHUIO.

tagged

switchport map protocols- group_id: HasHauutb VLAN ID naketam, nonagatowumm B yKasaHHyto Group ID

Ha 3TOM NopTy. PasHble MOPTbI OAHOW U TOW e rPynnbl MOTYT COOT-
BETCTBOBATb pa3Hbim VLAN.

Bbikntountb PBV Ha nopry.

port mac-vlan

no port mac-vlan

-/OTKNIOYEHO

MepeBecTn NopT B pexknum paboTsl MBV.

OTKAOUUTL pexkum MBVHa nHtepdeiice.

switchport map macs-group
group-id vlan vian-id

no switchport

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcywectButbHa3HaveHue vlan-id gna macs-group.

OTMeHUTb Ha3HauyeHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIKNIOYEHO

BkntounTtb npoTtokon GVRP Ha nHTepdeiice.

Bbintountb npotokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IOYEHO

BK/tOUMTb 3anpeT Ha u3yyeHue vlan-aTpubyToB, NONYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

BbIK/MOYMTbL 3anpeT Ha usydeHune vlan-aTpubyTOB, NOAYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTb 3HaueHuA Tanmepos GVRP Ha nHTepdelice.

switchport unicast-mac
learning enable

BkntounTb nsyuyeHne MAC-aapecoB Ha UHTepdelice.

no switchport egress-filter

- - -/BKNIOYEHO
switchport unicast-mac .
. . BbikntounTb nsyyeHne MAC-agpecos Ha uHTepdelice.

learning disable

switchport egress-filter BKntoyaeT GpunbTpaumio ncxoaalmx Gpperimos Ha OCHOBE MPUCBO-
€HHOro um 3HayeHua VLAN ID. Ecnv dunbTpauma BKAOYEHa, M Na-
KeT He BXOAMWT B rpynny pa3pelleHHbIx Ha nHtepdetiice VLAN ID, To

-/BKAOYEHO nakeT oTbpacbiBaercs.

BbIKNOUNTb PUABTPALMIO UCXOAALWMX GPeriMoB Ha OCHOBE MpUC-
BOEHHOro um 3HavyeHua VLAN ID.
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Mpu coBmecTHOI1 paboTe port-isolation u port-protected gonxkHo cobaogatbeca npasuno:
ANA 3aWMLLEHHOrO ingress NopTa, B CNUCKe pa3peLéHHbIX, KOMaHAbl port-isolation,
He MoXKeT 6bITb APYroro 3aWmILEHHOro NopPTa. 3To NoApa3ymMmeBaeT BO3MOXKHOCTb AenaTh
3aLMLLEHHBIMM egress NoPTbl B U30AALMM UM ingress NOPT, HO He ingress u egress NOpPTbI
OAHOBPEMEHHO.

.-

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

console#configure terminal

console (config) # interface gi 0/1

console (config-if) # switchport mode access
console (config-if) # switchport access vlan 99
console (config-if) # switchport dotlg tunnel
console (config) # interface gi 0/2
console (config-if)# switchport mode trunk

’ KnueHTtckuia nopt gna pabotbl Q-in-Q o6a3arenbHO foAXKeH BbITb B pexxume access.
L)

KomaHObI pexcuma 2a0b6ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:
console (config) #

Tabnuua 53 — KomaHab! pexxkmma rnobanbHON KoHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
mac-address-table static [ob6asutb ucxogHolt MAC-agpec B Tabauuy.
unicast mac_add vlan vian in- -Permanent — gaHHbIn MAC-agapec ocTaeTca B Tabanue agpeca-

LMK NnocJie NepekItoYeHuns cratyca uHtepdelica;
-Deleteonreset — faHHbIN agpec yaanuTca nocne nepesarpysku
YCTPOICTBA;

-Deleteontimeout — gaHHbIM agpec yaanutcs no Tanm-ayTy.

terface [fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

no mac-address-table static Ypanute MAC-agpec 13 Tabauupi.
unicast mac_add vlan vian

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnunua 54 — KomaHabl pexkmuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show mac-address-table ) MpocmoTp Bcent Tabanuybl MAC-agpecos.
address mac_addr
show mac-address-table count - MokasaTtb KonuyecTso 3anucei B Tabamue MAC-agpecos .
show mac-address-table count MoKasaTb CyMMapHYHO CTaTUCTUKY no Tabauue MAC-agpecos.
summary )
show mac-address-table MokasaTb Tabaunuy ¢ aMHamuyeckumm MAC-agpecamm .
dynamic unicast i
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clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

Y4anuTb AMHaMUUYecKkue 3anucy us Tabamubl MAC-agpecos.

show mac-address-table
secure

MoKkasaTb Tabanuy ¢ 3awmiieHHbimm MAC-agpecamu.

show mac-address-table
secure recovery-file

MoKasaTb Tabanuy ¢ 3awmweHHbIMnM MAC-agpecamu, KOTopble Co-
XPaHATCA NpU Nepesarpyske.

show mac-address-table
interface [fastethernet fa_port
gigabitethernet gi_port
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

Mokasatb Tabamuy MAC-agpecoB 414 ykasaHHOro nHtepdeliica.

clear mac-address-table secure
interface

[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port ]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

Yaanuts 3awmueHHble MAC-agpeca us Tabaunupl Ha nHTepdeiice.

show mac-address-table static
unicast

Mokasatb Tabmuy co ctatmyeckummn MAC-agpecamu.

show mac-address-table vian
vlan

vlan_id: (1..4094);

MokasaTtb Tabanuy MAC-agpecos asa ykasaHHoro VLAN.

show garp timer [port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}]

-/-

OTo6pa3nTb 3HaueHuA TaimepoB GVRP Ha nHtepdericax.

show gvrp statistics [port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}]

OTo6pa3unTb CTaTUCTMKY NpoTokona GVRP.

clear garp counters{all | port
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}}

-/-

O4nCTUTb CTAaTUCTUKY NpoToKona GARP.

show vlan

Moka3saTtb MHPopmauuto no scem VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MokasaTb nHdbopmaLmio No KoHKpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb VIHCbOpMaLI,MIO O HAaCTPOEHHbIX rpynnax 1 NPOTOKOANaX.

show protocol-vlan

Moka3saTb nHbopmaumio o VLAN, cOOTBETCTBYHOLLMX FPynnam npo-
TOKO/10B Ha pa3HbIX NOpTax.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 55 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

Moka3aTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB.

4.9 Selective Q-in-Q

JaHHaA ¢yHKUMA NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbIX NPaBua GUALTPALUM NO HOMEpPaM
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTtb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogameHaATb Customer VLAN.
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[ns ycTpoicTBa co3aaeTcs CNMCOK NPaBWA, HA OCHOBaHMM KOTOPbIX byaeT 06pabaTbiBaThCA TPADUK.

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHUrypaummn nHtepoeinca KoHpurypaumu:

console# configure terminal

console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # N

Tabnnua 56 — KomaHabl pexkmma KoHourypauum nHtepdelica (amanasoHa nHtepoencos) Ethernet

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymosn4aHuro

selective-qinq list ingress Co3aaTb NpaBuiIo, Ha OCHOBAHWUM KOTOPOFO BHELLHASR METKa
override-vlan vian_id vlan_id: (1..4094) ingress_vlan_id Bxopsawero nakeTta byaeT 3ameHaTbca Ha vlan_id.
[ingress_vlan ingress_vlan_id] ingress_vlan_id:
no selective-qing list ingress (1..4094) YpanuTb ykasaHHoe npasuao selective ging ana exogawmx nake-
ingress-vlan vian_id TOB.
selective-qinq list egress Co3paTtb NpaBW/I0, Ha OCHOBAHUM KOTOPOTO BHELUHAS METKa
override_vlan vian_id vlan_id(1..4094); ingress_vlan_id ncxopsauwero naketa byfer 3ameHATbeA Ha vian_id.
[ingress_vlan ingress_vian_id] ingress_vlan_id:
no selective-ginq list egress (1..4094) YaanuTb cnncok npasun selective qing 419 MCXOAALMX NaKeToB.

ingress_vlan vian_id

selective-ginq list ingress add-
vlan vian_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094); Co3aaTb NpaBMIO, HA OCHOBAHMU KOTOPOro AnA TpaduKka ¢ BHew-
HeW MeTKol ingress_vilan_id 6yaet nobaenatbca meTka ¢ vlan_id.

" —— ingress_vlan_id: - -
no selective-qinq list ingress (1..4094) YpanuTb ykasaHHoe npasuo selective ging ana sxogawmx nake-

ingress-vlan vian_id TOB.

KomaHOowbl pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnunua 57 — KomaHabl pexkuma EXEC

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4arHuro

show selective-qing OTo6pa3nTb CNUCOK NpaBuA sqing.
[fastethernet fa_port |
gigabitethernet gi_port | -
tengigabitethernet te_port |
port-channel group]

4.10 Storm Control gna pasnanyHoro Tpaduka (broadcast, multicast, unknown
unicast)

«lLTopm» BO3HWKaeT BC/AeACTBME Ype3MepHOro Kosaudectsa broadcast-, multicast-, unknown
unicast-coobleHunit, 0AHOBPEMEHHO NepeaaBaeMbixX N0 CETU Yepes OAMH MOPT, YTO NPUBOAUT K Neperpyske
pPEecypcoB CeTM M NOABAEHUIO 3a4epKeK. «LLUITopMm» MOXKET BO3HUKHYTb MPU HAIMUYMUWN «3aKONbLOBAHHbLIXY
cermeHToB B ceTu Ethernet.

KOMMYTaTop namepAaeT CKOPOCTb MNPUHMMaAeMOoro wnpokKosBewaTebHOro, MHOroagpecHoro wu
HEen3BeCTHOro oaHoaapecHoro Tpad)MKa Ana nopTtoB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELLATENIBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIIAET 3a4aHHOE MAaKCUMa/IbHOE 3HA4YEHUE.
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KomaHObI pexcuma 2106aabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (confiqg) #

Tabaunuya 58 — KomaHzabl perknma rnobanbHoM KoOHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

storm-control mode {kbps |
pps}

-/pps

YcTaHoBUTb rN06anbHO Kakne eaAnHNULLbI U3MepeHns HeobXo4MMo
MCNoNb30BaTb.

- pps — 06bem TpaduKa NaKeTOB B CEKYHAY;

- kbps — 06bem TpadumKa K6UT B CEKYHAY.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHoburypauum uHtepdelica Ethernet, nnrepoeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 59 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

storm-control multicast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOUMTb KOHTPOIb MHOTOaApPeCHOro TpaduKa:

- pps — 06bem TpadrKa NAaKETOB B CEKYHAY;

- kbps — 06bem TpaduKa KOUT B CEKYHAY.

Mpw 06HapyKeHUn mHoroaapecHoro Tpaduka nHTepdeinc moxer
6bITb OTKNtOYEH (shutdown) nnu gobasneHa 3anuch B XKypHan co-
obuieHwui (trap).

no storm-control multicast
level {pps | kbps}

BbIKNOYNTbL KOHTPONb MHOroagpecHoro Tpad)m(a.

storm-control dif level {pps |
kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOUMTb KOHTPO/Ib HEU3BECTHOTO OAHOAAPECHOTO TpaduKa.

- pps — 06bem TpaduKa NaKETOB B CEKYHAY;

- kbps — 06bem TpaduKka KOUT B CEKYHAY.

Mpu 06HapyKeHWU HEM3BECTHOTO OAHOAAPECHOTO TPadUKa UHTEP-
deiic moxkeT 6bITb OTKAoYeH (shutdown) uan gobasneHa 3anuch B
JKYpHan coobLieHni (trap).

no storm-control dif level
{pps | kbps}

BbIKNOYUTL KOHTPO/Ib OAHOAAPECHOIO TPaduKa.

storm-control broadcast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/I104MTb KOHTPOIb LUMPOKOBELLaTeNIbHOrO TpaduKa.

- pps — 06bem TpadrKa NaKETOB B CEKYHAY;

- kbps — 06bem TpadurKa KOUT B CEKYHAY.

Mpun 06HapyXeHnU WKpoKoBeLatesibHoro TpaduKka nHTepdeiic mo-
KeT 6bITb oTKNtoYeH (shutdown) nnn gobasneHa 3anuch B XKypHan
coobuieHuit (trap).

no storm-control broadcast
level {pps | kbps}

BbikntounTb KOHTPO/b WUMPOKOBELWaTe/IbHOro Tpad)MKa.

storm-control {multicast | dif |
broadcast} action shutdown

OTKNOYNUTL MHTEPdeEC Npyn 0BHAPYKEHUN MHOTOAAPECHOTO, HEN3-
BECTHOMO 04HOAAPECHOro UM LIMPOKOBELLATEIbHOro TpadmKa.

no storm-control {multicast |
dif | broadcast} action
shutdown

OTMeHUTb OTK/OYeHWe MHTepdelica Npy 0bHapyKeHnn MHoroas-
PecHOro, HeM3BeCcTHOro OAHOAAPECHOTO MW LIMPOKOBELLATEIbHOMO
TpadukKa.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#
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Tabnmua 60 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue .
KomaHda / Aelicmeue
Mo ymon4aHuro

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

MoKasaTb KOHOUrypaunio GYHKLMM KOHTPOASA LUMPOKOBELLATE b-

fa_port: (0/1..24);
HOTO «LITOPMa» ANA yKazaHHOro nopta, M60 BCex NOpToB.

gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24)

show storm-control - OTOb6parKaeT TEKYLLYIO HAaCTPONKY eANHUL, USMEPEHUS.

4.11 Tpynnbl arperaumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 0b6ecneymBatoT NOALERNKKY rpynn arperaumm KaHanos LAG B KOnMYecTBeE COrNacHo
Tabnumue 9 (cTpoka «Arperauma KaHanos (LAG)»). Kaxkgana rpynna nopTos A0NKHA COCTOATb U3 MHTepdelicos
Ethernet c oanHakoBoOW CKOPOCTbIO, paboTaloWwmx B AynieKCHOM perkume. O6begnHeHMe NOPTOB B rpynny
YyBENNUYMBAET MNPOMYCKHYI0 CMNOCOBHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMCTBAMM W
MOBbILLAET OTKA30yCTOMYMBOCTb. [pynna NopToB ABAAETCA A4/19 KOMMYTaTOPa OAHUM IOrMUYECKMM NOPTOM.

YCTpoIiCTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynmnbl NOPTOB — CTAaTUYECKasA Fpynna u rpynna,
paboTtatowasn no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYIOLWLEM pasaese
KOHUrypauum.

/ Ecnam ana nHtepdeiica nponsseaeHbl HaCTPOMKKU, TO ANA A06aBNeHUA ero B rpynny ciegyet
BEPHYTb HAaCTPOMUKM NO YMONUYAHMIO.

[JobasneHne nHTepdelicos B rpynny arperalmm KaHano0B AOCTYNHO TO/IbKO B peXUMe KOHPUrypaumm
uHTepdelica Ethernet.

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunua 61 — KomaHapl pexxnma KoHdurypaumm nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Nleiicmeue
no ymoa4YaHuro
channel-group group mode {on [o6asuntb Ethernet-uHtepdeiic B rpynny nopTos.
| active | passive} group: (1..24); | Ecnu 3HaueHne MTU pnsa Ethernet u Port-Channel un-
mode: (on, active, - TepdeiicoB oTIMYAIOTCA, TO A06aBUTb AaHHbIN
passive) Ethernet-uHtepdeiic B rpynny nopToB Henb3A.
no channel-group Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOopToB.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma rnobanbHoM KOHGUrypaumm:

console# configure terminal
console (config) #

Tabnnuya 62 — KomaHabl pexkmma rnobanbHol KoHpUrypaumnm

3HayeHue/3Ha4yeHue "
KomaHda / Aeiicmeue
1o ymon4aHuio

shutdown port-channel o
OTknounte  paboty mogyna port-channel Ha ycTpolicTse.

’ [aHHas KomaHga oTKAoYaeT paboty moayna port-chan-
- nel c 6e3B03BpaTHbIM yAaneHMeM BCeX HacTpoeK 610Ka

-/BKIOYEHO LAG.

no shutdown port-channel BkntounTb paboTy moayns port-channel Ha ycTpoitcTee.
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port-channel load-balance 3afaTb MexaHn3m 6anaHCMpPOBKM Harpysku ana ctpaternn ECMP
{src-dest-mac-ip | src-dest-mac W ANA rPYNnbl arpernpoBaHHbIX MOPTOB.

| src-dest-ip | - src-dest-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece n IP-agpece NCTOYHWUKA M NoAyYaTens;

dest-mac | dest-ip | src-mac - src-dest-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} MAC-agpece UCTOYHUKA M NoNyYaTens;

- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha IP-aa-
pece UCTOYHUKA M NosyYaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMPOBKM OCHOBbIBA-
-/src-dest-mac etca Ha MAC-agpece, IP-agpece UCTOYHUKA M NonyyaTens, a
Takxke TCP-nopTe Ha3HayeHus;

- dest-mac — mexaHM3m 6anaHCUMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dest-ip — mexaHU3m 6anaHCUMPOBKKM OCHOBbIBAETCA Ha IP-aa-
pece nony4yartens;

- Src-mac — mexaHu3m 6anaHcMpPoBKM ocHOBbIBaeTcA Ha MAC-
agpece UCTOYHUKA;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBaeTcA Ha IP-agpece

MUCTOYHMKA.

set port-channel enable BKkntounTb paboTty LAG rnobanbHO Ha KOMMyTaTope.
set port-channel disable Bbikntountb paboTy LAG rnobanbHO Ha KommyTaTope.
set port-channel independent- -/OTKNIOYEHO BKNHOUMTb aBTOHOMHbIN pexknm paboTbl LAG.

mode enable

set port-channel independent- BbIK/IIOUNTb aBTOHOMHbIN pexknum paboTsbl LAG.

mode disable

’ Ha ycrpoitctBax MES2424 u MES2448 Bbi6paHHbIA anroputm 6a71aHCUPOBKU

H 6yaet paboTtatb ToNbKO ana TpaduKa c obyueHHbIM agpecom B MAC-Tabauue.
Ecaum MAC-agpec HasHaueHuA TpaduKa oTcyTcTByeT B Tabauue, 6anaHcnpoBKa
6yaer NnpousBoAUTLCA NO METOAAM:
— L2-Tpaduk - src-dest-mac;
— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamu4eckue 2pynnel azpe2ayuu KaHan0e

dyHKuMen cTaTnyeckunx rpynn LAG ansaetca o6beanHeHUe HECKOIbKMX GU3NYECKUX KAHAIOB B OAMH,
YTO NO3BO/AET YBEANUYUTb MPOMNYCKHYIO CNOCOBHOCTb KaHafa U MOBbICUTb €ro 0TKa3oyCcTOMYMBOCTb. [nA
CTAaTUYECKUX FPynn NPUOPUTET UCNO/Ib30BAHUA KaHAN0B B 06BbeAMHEHHOM NyYKe He 3aJaeTca.

[na BknoueHna paboTbl MHTepdelica B cocTaBe CTaTUYECKOM rpynnbl UCNONb3YITE KOMaHAY
channel-group {group} mode on B pexxume KoH$Urypauum cooTseTcTBylOLLEro MHTepdeiica.

4.11.2 pomokon azpezaayuu KaHanoe LACP

dyHKumelt npoToKkona Link Aggregation Control Protocol (LACP) sBnsieTca 06beAHEHNE HECKONbKNX
dM3nYEeCKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHa/loB WMCMOAb3YyeTcA ANS YBE/NUYEHUS MPOMNYCKHOM
CNocobHOCTM KaHana M MoBbIWEHMA ero oTKasoycTonumsocTu. LACP nossonsieT nepeaaBatb Tpaduk no
06begMHEHHbBIM KaHanam B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMM.

Ona BKAloueHus pabotbl UHTepdeiica no nportokony LACP wucnonbsyitte KomaHay
channel-group {group} mode active/passive B pexunme KoHUrypaumum COOTBETCTBYIOLLETO
uHTepdeiica.

KomaHObI pexcuma 2106aabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnuua 63 — KomaHabl pexkmma rnobanbHon KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBWTb NMPUOPUTET CUCTEMBI.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YctaHoBuUTb id yyacTHuMKa lacp.

Yaanutb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nHtepderica Ethernet:

console (config-if)#

Tabnvua 64 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBUTb aA4MUHUCTPATUBHbIM TalimayT npoTokona LACP:

- long — pnMTenbHoe Bpems TanmayTa;

- short — manoe Bpemsa TaiimayTa.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHoBUTb NpuopuTeT nHTepdelica Ethernet.

YCTaHOBMUTb 3HAYEHMe Nno YMO4aHUIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 65 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show lacp [neighbor |
counters]

MokaszaTtb MHPopmauuio o npoTtokone LACP.

show etherchannel summary

MpocmoTp nHpopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHol nudopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcuposku LAG.

show etherchannel protocol

MpocmoTp npoTtokona LAG.

show etherchannel port

MpocmoTp MHPopmauum o nopTtax B coctase LAG.

show etherchannel port-
channel

MpocmoTp Hpopmauum o LAG.

Mprumep HaCTPOMKMU:

console (config)# set port-channel enable
console (config)# interface port-channel I
console (config-if)# no shutdown

console (config) # interface range fa 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if)# exit
(
(
(

console (config-if-range) # channel-group 1 mode active
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4.12 Hacrpoiika IPv4-agpecauyum

B gaHHOM pa3gene onnCaHbl KOMaHAbl ON1A HaCTpOD’IKM CTaTU4eCKMX napametTpos IP—a,u,pecau,MM,
TAaKUX KaK IP—a,u,pec, MacCKa noaceTu, Wan3 no YMON4aHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bua 3anpoca KoMaHAHOW CTPOKM B pexknme KoHdurypaummn nHtepoeiica VLAN:

console (config-if) #

Tabnunua 66 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip address ip_address ip_mask
[secondary]

no ip address [/P_address]

HasHaueHune 3agaHHOMY UHTepdelicy IP-agpeca n Macku noaceTy.
- secondary — no3Bo/IAET HACTPOUTL AOMNONAHUTENbHbIE IPV4-
agpeca Ha Tekywwmi interface vlan. Ansa HacTpoliku TpebyeTca
Ha/iMume ocHosHoro IPv4-agpeca Ha uHTepdelice.

YpaneHue IP-agpeca uHtepdelica.

ip management outer-vlan
vlan-id

no ip management outer-vlan

vlan-id: (1...4094)

BkntouaeT 06paboTky QinQ-Tpadurka ynpasneHuns Ha CPU. Napa-
meTp vlan-id HasHauyaeT BHewHM Ter 802.1Q.

l Dns KoppeKTHo paboTbl GyHKLUKN Heo6XoAMMO Hanu-

- yue aKTuBHoro vlian-id Ha KommyTaTope. Mpu aTom one-
paTuBHoe coctoaHue interface vlan, Ha KoTopom HacTpaunBaeTca
YHKUUA, LONKHO 6bITb Up.

' JlaHHble HACTPOWKKU BbLINOJHAIOTCA HAa UHTepdeice C-

H VLAN.

ip address dhcp

no ip address dhcp

MNonyyeHwne IP-agpeca ot DHCP-cepsepa.

3anpeT ncnosib3oBaHuA npotokosna DHCP gna nonyyeHns IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string:(1..256)/moaens
KommyTaTopa

YcTaHOBWUTb 3HaYeHme onumn 60.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

Mo-ymonuaHuto, untepoeiicol Vlan HaxoaAarca B coctosHuu Admin down. MpusecTtu B co-
. crosHue Admin Up ux moxXHo komaHgoih no shutdown.

Mpumep HacTpolikn 06paboTkuM TpaduKa ¢ S-vlan 10, C-vlan 20 Ha CPU:

console# !

console (config) # interface vlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHObI pexcuma EXEC

Buz 3anpoca KomaHAHOW CTPOKM B pexxknme EXEC:

console>

Tabnnuya 67 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeilicmeue

show ip interface vlan vian_id

vlan_id: (1..4094)

MoKasaTb KoH$Urypaumio IP-agapecaunn 4ns yKasaHHOIO MHTEp-
delica.
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4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTaTopbl noaaepKMBatoT paboTy no npoTokony IPv6, 4to ABnfeTcAa 601bLNM NPEUMYLLLECTBOM,
T.K. NpoToKoA IPv6 pa3paboTaH gns Toro, 4Tobbl B 6yAyLLem NOAHOCTbIO 3aMEHUTb agpecaLmio NPoTOKoAa
IPv4. Mo cpaBHeHuto ¢ IPv4 npoTokon IPV6 nmeeT pacluMpeHHoe agpecHoe NpocTpaHCcTBo — 128 6ut BmecTo
32. Appec IPv6 npeactaBnaet coboint 8 6N0KOB, pasaesieHHbIX ABOETOYMEM, B KaxKaom 610Kke 16 6urT,
3aMNMCaHHbIX B BUAE YeTbipex WecTHaAUATEPUYHbIX YMCesn.

Momnmo ysenunyeHmMAa agpecHoro NPoOCTPaHCTBa NPOTOKOA [IPV6 umeeT umepapxmyecKkyto cxemy
agpecauum, obecneymBaeT arperauvio MaplpyTos, ynpouwaeTt Tabavuy maplipyTMsauuu, npu 3Tom
3 PeKTMBHOCTb PaboTbl MapLLPYTM3aTOPa NOBLILIAETCA 33 CYET MEXaHM3MA OOHAPYKEeHMA COCeaHMX Y3/10B.

V Ecnn 3HaueHuMe rpynnbl AN HECKONbKUX rPynn noapapg B agpece npotokona IPv6 pasHO
Hynto — 0000, TO paHHble rpynnbl MOryT ObiTb onyuweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 mokeT b6biTb cokpaweH ao FE40::AD21:FE43.
CoKpalleHuUIo He MoryT 6bITb NOABepPrHyTbl 2 pasaeneHHble HyeBble rpynnbl U3-3a BO3HUK-
HOBEHUA HEOAHO3HAYHOCTMU.

V’ EUI-64 — 310 uaeHTMdUKaTop, co3gaHHbIN Ha 6a3ze MAC-aapeca nHtepdeiica, asaatowmiica
64 maagwmmn 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha gBe 4actu no 24 6ura,
meXay Kotopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpolika ¢pyHKkyuu IPv6 RA Guard

®dyHKumsA IPv6 RA Guard npegocTaBaseT 3alMTy OT aTaK, OCHOBaHHbIX Ha pPaccbl/IKe No4AeNbHbIX Na-
KeToB Router Advertisement, paspeLuas OTCbIIKY COOOLLEHNI TONIbKO C JOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnnua 68 — KomaHabl perkmma rnobanbHOro KoHGUryprupoBaHNUA

3HayeHue/3Ha4yeHue no »
KomaHoa / Aeiicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAtounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.
l [aHHas KomaHAa oTKAoYaeT paboty moayns IPve
H RA Guard c 6e3B03BpaTHbIM yAaneHMem Bcex
-/BKnio4eHO HacTpoek 6n10Ka IPv6 RA Guard.
no shutdown ipv6 snooping BkntounTb paboTy moayns IPv6 RA Guard Ha ycTpoicTse.
ipv6 nd ra-guard enable Pa3pewntb KOMMYTAaTOpPy KOHTPO/IMPOBaHME MOCPEeAcTBOM
-/BbIKNOYEHO byHKUMK IPv6 RA Guard.
no ipv6 nd ra-guard enable BbikntoyeHue ¢yHKuum IPv6 RA Guard.
ipv6 nd ra-guard policy pol- Co3aaTtb U cKoHPUrypuposaTb policy IPv6 RA Guard.
icy_id
yf - policy_id: (1..65535) -
no ipv6 nd ra-guard policy Yaanutb policy IPv6 RA Guard.
policy_id
ipv6 rag-acl-list ac- Co3pgatb 3anuck B cnucke goctyna RA Guard Ha ocHose link
cess_list_num seq se- . layer agpeca
access_list_num:
gmac_addr
- - (1..65535);
no ipv6 rag-acl-list ac- seq: (1..100) YaanuTb 3anucb B cnmucke goctyna RA Guard.
cess_list_num seq se- e
gmac_addr
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ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq prefix

prefix: (2000::1/64)

Co3gatb 3anmchk B cnucke goctyna RA Guard Ha ocHoBe IPv6
npeduKca.

YpanuTe 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [ seq seq ]
src_ipv6_link-local_address

access_list_num:

no ipv6 rag-src-ipvé-list ac-
cess_list_num [ seq seq ]
src_ipv6_link-local_address

(1..65535);
seq: (1..100)

Co3pgaTb 3anuch B cnucke goctyna RA Guard Ha ocHose link-
local ipv6-agpeca.

YpanuTb 3anucb B cnuncke goctyna RA Guard.

KomaHObI pexcuma 2106as16H020 KoOHpu2ypuposaHus policy IPv6 RA Guard

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma KoHpurypuposaHusa policy IPv6 RA Guard:

console (config-rag) #

Tabnnua 69 — KomaHapl pexkuma KoHourypuposaHusa policy IPv6 RA Guard

3HayeHue/3HayeHue no

dium | high | none}

KomaHoa Aelicmeue
yMoA4YaHuro
device-role {host | router} Bbibop pexvma paboTbl nopTa.
/host - host — 610KMpoBKa Bcex Bxoaawmx RA-coobueHni;

- router — punbTpauns RA-coobeHni B COOTBETCTBUM C

HaACTPOEHHbIMU NPaBUAAMM.
other-config flag { on | off | Ynpasnsate O-6utom B RA-coobuieHusnx.
none} -/none
managed-config flag{ on | off _/none Ynpasnsate M-6utom B RA-coobuieHumnx.
| none}
router-preference {low | me- _/none Ynpasnate nonem router-preference 8 RA-coobuueHumsax.

match rag-acl-list ac/_num

acl_num: (1..100)

no match rag-acl-list ac/_num

OcyuiectsuTb NpuBA3Ky acl K policy IPv6 RA Guard.

Ypanute npueasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

OcyuiectBuTb dunbTpaunio coobuwieHmii IPv6 RA Guard no-
npedukcy.

Yaanutb dunbtpaumio no npedukcy IPvé RA Guard.

match rag-src-ipv6-list
ipv6_prefix_id

no match rag-src-ipv6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

OcyuwectuTb ¢unbTpauuto coobuweHunit IPv6 RA Guard no
IPv6-npedukcy.

Yaanute ounbtpaumio coobuenunii IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHGUrypupoBaHua nHTepdeliica:

console

(config-if) #

Tabnunua 70 — KomaHabl pexknma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ipv6 nd ra-guard

no ipvé6 nd ra-guard

-/BbIKNIOYEHO

Paspewntb KommyTaTopy KOHTpoAnpoBaHue GpyHKuumM IPv6 RA
Guard Ha uHTepodelice.

Bbikntountb dyHKUM0 IPv6 RA Guard Ha nHTepodeiice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonyaHuio Bce NopThbI
aBAatoTca untrusted

[06aBWTb NOPT B CMUCOK [OBEPEHHBIX.

Yaanutb nopt us trusted-list.

ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535)

MpuBA3aTb cKOHOUIypMpoBaHHbIi policy IPv6 RA Guard K uH-
Tepdelicy.

76
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no ipv6 nd ra-guard attach-
policy policy_id

Yaanuts policy IPv6 RA Guard Ha uHTepodeiice.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 71 — KomaHgbl pexkmma privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa Aelicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet
te_port | port-channel group ]

MokasaTtb HacTpolikK IPv6 RA Guard Ha uHTpedelicax.

show ipv6 nd ra-guard policy
[policy_id]

policy_id: (1..65535) MokasaTb HacTpoMKM noanTuk IPve RA Guard.

show ipv6 nd ra-guard global - MokasaTtb rnobanbHble HacTpoliku IPv6 RA Guard.

4.13.3 Hacmpolika ¢pyHkyuu IPv6 ND Inspection
®yHKUMA IPv6 ND Inspection npefocTasniseT 3almTy OT aTaK, OCHOBAHHbIX HA PACCbIJIKE NOALENbHbIX
Neighbor Advertisement, paspeLuas oTCbI/IKy COOBLEHMI TONIbKO C A0BEPEHHbIX MOPTOB UAN NPU COOTBET-

CTBUU NAKETa HaCTpOEHHOVI NONNTUKE.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma ri1ob6anbHOro KOHPUrypmpoBaHumsa:

console (confiqg) #

Tabanua 72 — KomaHapl pexxunma rnobanbHoro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTkNtounTL paboty moayna IPv6 ND inspection Ha ycTpoit-
cTBe.
[aHHas KomaHAa oOTKAlouaeT pabotry moayna IPve RA
-/BKAOYEHO ’ Guard m IPv6 ND Inspection c 6e3B03BpaTHbIM yaa-

H NleHneMm Bcex HacTpoeK 6noKa IPv6 RA Guard u IPv6
ND Inspection.

no shutdown ipv6 snooping

BKkntounTb paboty moayns IPv6 ND Guard Ha ycTpoiicTee.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/OYEHO

Bkntountb pyHKUMio IPv6 ND Inspection.

BbikntoueHne pyHkumto IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

policy_id

no ipv6 nd inspection policy

policy_id: (1..65535)

Co3aaTb U ckoHdUrypuposaTb policy IPv6 ND Inspection.

Yaanutb policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
list src-addr-list_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-list src-addr-list_num

[seq seq] prefix/prefix-len

src-addr-list_num:
(1..65535);
seq: (1..100)

Cos3paTb 3anuch B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B8 3aronoske IPv6.

Ypanntb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B8 3aronoske IPv6.
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ipv6 nd inspection tgt-addr-
list tgt-addr-list_num [seq
seq] prefix/prefix-len

tgt-addr-list_num:

no ipv6 nd inspection tgt-
addr-list tgt-addr-list_num
[seq seq] prefix/prefix-len

(1..65535);
seq: (1..100)

Cospgatb 3anuchk B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPV6.

ipv6 nd inspection tgt-mac-
list tgt-mac-list_num [seq
seq] prefix/prefix-len

tgt-mac-list_num:

no ipv6 nd inspection tgt-
mac-list tgt-mac-list_num
[seq seq] prefix/prefix-len

(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.

Ypanutb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.

KomaHObI pexcuma KoHguaypuposaHus policy IPv6 ND Inspection

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHdUrypuposaHua policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 73 — KomaHabl perknuma KoHourypmuposaHus policy IPv6 ND Inspection

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
override-flag { on | off | ~/none Onpegenntb 3HauyeHue dnara override 8 NA-coobLieHuAX.
none}
router-flag{ on | off | none} -/none OnpeaennTs 3HayeHue dnara router 8 NA-coobLieHunx.
solicited-flag{ on | off | _/none OnpeaennTb 3HayeHue dnara solicited 8 NA-coobLieHunx.

none}

match src-addr-list src-addr-
list_num

src-addr-list_num:

no match src-addr-list src-
addr-list_num

(1..65535)

OcyuwectauTb npmesasKy src-addr-list k policy IPv6 ND Inspec-
tion.

Yaanute npusasky src-addr-list K policy IPv6 ND Inspection.

match tgt-addr-list tgt-addr-
list_num

tgt-addr-list_num:

no match tgt-addr-list tgt-
addr-list_num

(1..65535)

OcyuiectsuTb Npueasky tgt-addr-list K policy IPv6 ND Inspec-
tion.

Yaanutb npusasky tgt-addr-list k policy IPv6 ND Inspection .

match tgt-mac-list tgt-mac-
list_num

tgt-mac-list_num:

no match tgt-mac-list tgt-
mac-list_num

(1..65535)

OcyuwectsuTb NpuBAsKy tgt-mac-list Kk policy IPv6 ND Inspec-
tion.

Ypanute npueasky tgt-mac-list k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHGUrypupoBaHua nHTepdeiica:

console

(config-if) #

Tabnunua 74 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKNIOYEHO

Bkntountb dyHKuMio IPv6 ND Inspection Ha uHTepodelice.

Bbikntountb pyHKuMio IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopTbl

[l06aBWTb NOPT B CINUCOK AOBEPEHHbIX.

aBAatoTca untrusted

Y8anuTtb NOPT U3 CNUCKA S0BEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

policy_id: (1..65535)

MpuBAsaTb cKoHPUryprpoBaHHbIi policy IPv6 ND Inspection K
UHTepdeicy.
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no ipv6 nd inspection at-
tach-policy policy_id

! MonuTHKa He MoXKeT 6bITb NPUBA3aHa K MHTepdeiicy,
HaxoAaALWemMycs B CMUCKe AOBEPEHHbIX NOPTOB.

Yaanutb policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 75 — KomaHgbl pexkmma privileged EXEC

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group ]

Mokasatb HacTpolikK IPv6 ND Inspection Ha nHTpedelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

MokasaTb HacTpoliku noantuk IPvé ND Inspection.

show ipv6 nd inspection src-

src-addr-list_num:

MokasaTtb HacTpoliku IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-list_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-list_num: MoKkasaTb HacTpoliku IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-list_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-list_num: MokasaTtb HacTpoliku IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-list_num] (1..65535)

show ipv6 nd inspection global

MoKasaTtb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.14 HacTpoiiKa NPOTOKON0B

4.14.1 Hacmpolika npomokKona ARP

ARP (Address Resolution Protocol — npoToKon paspelueHua aapecoB) — MNPOTOKO/ KaHa/IbHOro

YPOBHA, BbINONHAKOWNIN PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAeprKaLLerocsa B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06asa6Hol KoHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #

Tabnunua 76 — KomaHabl pexkuma rnobanbHo KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
fa_port: (0/1-24);
gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24);
vlan_id: (1..4094)

[o6aBunTb cTaTMYecKyto 3anncb cooTsetcTeusA IP- 1 MAC-aapecos
B Tabanuy ARP a1 yKa3aHHOTo B KOMaHAe UHTepdelica.

- ip_address — IP-agpec;

- hw_address - MAC-aapec.

Ypanutb cTaTMYecKyto 3anucb cootseTcTeuA IP- n MAC-agpecos
13 Tabnunupl ARP ans ykasaHHOro B KoMaHae nHtepdeiica.
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arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cekyHa,

YCTaHOBUTbL MHTEPBAN MeXKAY OTNPaBKoM gratuitous arp coobuue-
HUN.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

arp timeout sec

no arp timeout

sec: (30..86400) cek

HacTpouTb Bpems KU3HU AMHAMUYECKUX 3anuceit B Tabanue ARP
(cek).

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

clear ip arp

YpanuTe Bce AMHamunyeckune 3anucu us ARP-Tabanubl (KomaHaa
[0CTYMHA TONIbKO A1A NPUBUIETMPOBAHHOIO NOb30BaTENA).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KOoMaHAHOWM CTPOKM B pexxnme KoHUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnunua 77 — KomaHabl perkmuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKIOYEHO

BK/IloUMTL OTNPaBKy gratuitous arp coobLieHui.

BbIkNtoUMTb OTNPaBKy gratuitous arp coobuieHnin.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 78 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

Moka3saTtb 3anucn ARP-Tabanubl: Bce 3anucu, dunbTp no IP-aapecy;
dunbTp no MAC-aapecy; dpuabTp no nHTepoeicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKa3aTb TEKYLLYIO CTAaTUCTMKY NPOTOKOAA arp.

4.14.2 MexaHu3m obHapymceHusa nemeno (loopback-detection)

[aHHbIN MmexaHW3M No3BOAAET YCTPOWMCTBY OTC/IEXKMBATb 3aKO/bLLOBaHHbIE MOPTLI. eTns Ha nopty
06HapyKMBaeTCA NYTEM OTCbIIKM KOMMYyTaTopom dpelima C a4pecom HasHaYeHUs, COBMaaatoLMmM C OA4HUM

13 MAC-afpecoB yCcTPOMCTBa.

KomaHObI pexcuma 2106as1bHol KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peKMME rnobanbHOM KOHPUIypaLmm:

console (config) #
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Tabnmua 79 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAOYEHO

OTkAtounTh paboty moayna loopback-detection Ha ycTpolicTse.

' JaHHaA KomaHAa oTKAtovaeT paboty moayns loopback-

L detection c 6e3B03BpaTHbIM yAa/leHUEM BCEX HAaCTPOEK
6n0ka LBD.

BKkatounTb paboty moayns loopback-detection Ha ycTpoiicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/IIOYEHO

BK/IOUMTb MeXaHM3M 06HapyKeHUs neTenb A1 KOMMyTaTopa.

BoccTaHOBUTb 3HAYEHWE NO YMONYAHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTbL UHTepBan mexay loopback-pperimamu.
- seconds — UHTepBan BpemeHn mexay LBD dpeirimamu.

mac_address

CEeKYH
no loopback-detection interval yHA BoccTaHOBWTb 3HaYEHWE MO YMOHAHMIO.
loopback-detection Onpeaenntb MAC-agpec HazHauyeHun, ykasaHHbIN B LDB-dpelime.
destination-address iRiHIRiRiH Mo ymonuanuio MAC-agpec HasHaueHUA LWMPOKOBELLA-

Y

TeNbHbIN.

KomaHObI pexcuma KoHguaypauuu uHmepdgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdeliica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

console (config-if) #

tengigabitethernet te port | port-channel group}

Tabanua 80 — KomaHapl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

loopback-detection enable

loopback-detection disable

-/BbIK/IIOYEHO

BKAOUUTL MEXaHU3M o6Hapy>Keva neTenb Ha NOPTy.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 81 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show loopback-detection
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
statistics]

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

OTob6pa3mnTb cocTossHne mexaHm3Ma loopback-detection.

debug loopback-detection [all
| buffer-alloc | control |
critical | pkt-dump | pkt-flow ]

-/oTKNO4YEHO

BK/touMTbL OTNpaBKy coobuieHmni no cobbitnam loopback-detec-
tion.

4.14.3 Cemelicmeo npomokonos STP (STP, RSTP, MSTP)

OcHoBHOW 3agayei npotokosa STP (Spanning Tree Protocol) aBnsetca npuseaeHue cetn Ethernet c
MHOECTBEHHbIMM CBA3AMM K APEBOBUAHOM TOMOJIOMMM, UCKIOYAtOWEN LMKAbI NakeToB. KommyTaTopsl
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obmeHuBatoTCs KOHd)MI'ypaLI,MOHHbIMM COOﬁLLI,EHVIFIMVI, ncnoab3ya Kagpbl cneumanbHOro ¢opN\aTa, n
Bbl60p0‘-IHO BK/TIOYAOT U OTKNHOYAKOT nepeaadvyy Ha nopThl.

Rapid (6bicTpbiit) STP (RSTP) sBnsieTca ycoBeplUeHCTBOBaHMEM MpoToKosa STP, xapaktepusyetcs
MEHbWWM BpeMeHEM MPUBEAEHNA CETU K LPEBOBMAHOM TOMOMAOIMM U UMeeT 6osiee BbICOKYHO
YCTOMYMBOCTD.

Mpotokon Multiple STP (MSTP) sBnseTcA Haubonee coBpemeHHOW peanusaumein STP,
nopaepkmpatoweir mucnonb3osaHme VLAN. MSTP npegnonaraer KoHourypauuio Heobxoammoro
KOJIMYECTBA 3K3EeMMNNAPOB CBA3YIOLLEr0 AepeBsa (spanning tree) BHe 3aBUCMMOCTM OT uncna rpynn VLAN Ha
KommyTaTope. Kaxabin aK3eMnasp MOXKET codepaTtb HeckonbKo rpynn VLAN. HegoctaTkom npoTokona
MSTP sBnsieTca To, YTO Ha BCEX KOMMYTaTOpax, B3anmoaencreytowwmx no MSTP, ao/1>KHbl ObITb 0A4MHAKOBO
CKOHOUrypuposaHbl rpynnbl VLAN.

V MaKcMmanbHO AonycTumoe Konam4yectso aksemnasapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2a106anbHol KoHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma rinobanbHoM KoOHbUrypauum:
console (config) #

Tabaunua 82 — KomaHzabl perknma rnobanbHOM KoHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymosn4YaHuro
shutdown spanning-tree OTKNOYUTD paboty moayns STP Ha yCTpoWcTBe.
[aHHasa KomaHpa oTKnlovaeT paboty moayna STP ¢ 6e3-
. BO3BpPaTHbIM YyAaJieHUMEeM BCeX HacTpoeK 6saoka STP.
-/BKAKOYEHO - .
' Mogpaynb STP BKAtoYaeTca KOMaHAOM spanning-tree.
.
spanning-tree /BKtoMEHO Pa3spewnTb cnosb3oBaHMe KOMMYTAaTOPOM NpoTokonaa STP.
no spanning-tree 3anpeTnTb UCNOAb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode { rst | YCcTaHOBUTL peXkMm paboTbl npoTokona STP:
mst} _/MSTP -rst — IEEE 802.1W Rapid Spanning Tree Protocol;
- mst — IEEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
spanning-tree forward-time YCTaHOBUTb MHTEpPBan BpemMeHW, 3aTpaunMBaeMblit Ha NPOCAyLIMBa-
seconds HWE U U3yyeHWe COCTOAHMUI nepen NepekNtoYeHnem B COCTOAHUE
seconds: (4..30)/15 cek nepegauu.
no spanning-tree YCTaHOBUWTb 3HaYEHMNE N0 YMOIYAHUIO.
forward-time
spanning-tree hello-time YCTaHOBUTbL MHTEPBAN BPEMEHU MeXAy nepefadyamu LIMPOKOBeLLla-
seconds seconds: (1.2)/2 cex TeNbHbIX coobuweHunit «Hello» K B3aMmoaencTByOWMM KOMMYTaTO-
pam.
no spanning-tree hello-time YCTaHOBWTb 3HAYEHME MO YMOHYAHUIO.
spanning-tree max-age YCTaHOBUTb BPeMA }KMU3HM cBA3ytoLero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
sp'anning-tree priority prior_val: HactpouTb npuopuTet ceasytowero aepesa STP.
prlor_val_ __ (O..61440_)/32768 3HayeHne NpuopuTeTa A0MKHO BbITb KpaTHO 4096.
no spanning-tree priority YCTaHOBWTb 3HaYEHNE N0 YMONYAHUIO.
spanning-tree pathcost BKntounTb gUHammMyeckoe onpeaeneHue LeHHOCTU NyTy.
dynamic [lag-speed] /BbIKAOuEHO -lag-speed — onpeaeneHune LeHHOCTM NyTN ByAeT BbIMUCAATLCA NpU
M3meHeHnun ckopoctn LAG.
no spanning-tree pathcost YCTaHOBWTb 3HaYEHWUE MO YMONYAHUIO.
spanning-tree compatibility Bepcusa coBmectumocTu STP.
{mst | rst | stp} -/BKNIOYEHO
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no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

Moporosoe KOMYECTBO tCn, NPy KOTOPOM 3amnycKaeTcs Talmep, Ko-
TopbIi paBeH 3HauyeHuto flush-interval.

OTMeHUTb NOPOroBoe 3HaYeHme.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBWUTb 3HAYeHWe WHTepBasa, MOC/ie KOTOPOro NPOU3OMAET
flash MAC-Tabaunubl nocge nonyyeHus ten.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree transmit
hold-count count

3T0 3HaYeHue yKa3biBaeT MaKCMMasibHOE KOIMYECTBO MaKeToB, KO-
Topble MOTYT 6bITb OTNPaBAEHbl B 3a4aHHbIN MHTEPBAN BPEMEHMU

count: (1..10) hello-time.
no spanning-tree transmit OTMEHUTb HAaCTPOIKY OrpaHUYeHna NakeTos B nHTepsan hello-time.
hold-count
spanning-tree pathcost YCTaHOBUTb METOZ ONpeAENEHNA LLEHHOCTM NYTU.
method {long|short} - long— 3HayeHue ueHHocTH B granasoHe 1..200000000;
-/long - short — 3HaueHue ueHHocTH B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

Mpwu 3agaHum STP napameTtpos forward-time, hello-time, max-age Heo6xoanmo BbinosnHeHUe
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 83 — KomaHabl pexxmma KoHourypauum uHtepoelica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMoM4YaHuo

Aelicmeue

spanning-tree disable

3anpetutb paboTy npotokona STP Ha KOHOUTypupyemom MHTep-
deiice.

- " -/paspelueHo
no spanning-tree disable /pasp Paspetutb paboTty npoTtokona STP Ha KOHGUrypupyemom MHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBWTb LLEHHOCTb NYTU Yepes AaHHbIN UHTepdeiic.
i (1..200000000)/cm, | —COSL= UeHHOCTb NyTH.
no spanning-tree cost YCTaHOBWUTb 3HAYeHWE, ONpefeniemoe Ha OCHOBAaHUW CKOPOCTU
Tabanuy 78

nopTa M MeToAa onpeaeneHna LeHHOCTM NyTn, cm.Tabanuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTb NpUOPUTET MHTEPdETiCa B cBA3YIOLWeEM aepese STP.

V 3HauyeHue NpuopuTeTa AONXKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

spanning-tree portfast

no spanning-tree portfast

BK/IIOUMTbL PeXMM, B KOTOPOM MOPT NPU NOAHATUM Ha HEM IMHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepeaayu, He A0XKMAAACh ucTeye-
HUA Talimepa.

BbIKNOUNTD peXMM MOMEHTa/IbHOro nepexoa B COCTOAHME nepe-
Aa4n NO NOAHATUIO KJIUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeLyeHo

PaspelunTtb Ha nHTepdelice AONOAHUTENbHYIO 3aLWUTY OT neTens. B
c/yyae, ecnm uHTepdeinc HaxoauTca B COCTOAHMM, OTIMYHOM OT
Designated v npu aTom nepectaert noay4atb BPDU, nHtepdeiic 6510-
KupyeTcs.

3al'lpeTVITb AONOTHUTENIbHYIO 3aWLNTY OT BOSHUKHOBEHMA NeTe/b.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 83




HELTEX

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vicnonb3oBaHune
rnobanbHOM HACTPOMKK

BKAOUMTDL 3aLLUTY KKOPHA» ANA BCEX CBA3YOLWMX aepesbe STP Bbl-
6paHHOro nopra.

- root — 3anpetuaet MHTepdency H6bITb KOPHEBBIM NOPTOM KOMMY-
TaTopa;

- loop — BK/tovaeT Ha UHTepderice AONONHUTENbHYIO 3aLLUTY OT ne-
Tenb. B cnyyae, ecam nHtepdeinc HaxoguTcA B COCTOAHUN, OT/INY-
Hom oT Designated v npu aTom nepecrtaet nony4yatb BPDU, uHTep-
delic 6nokupyetcs;

- none — oTkAtoYaeT Bce Guard-pyHKuMM Ha nHTepdeiice.

Mcnonb3oBathb r106abHY0 HACTPOWKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIKNOYEHO

PaspelwunTb 3awWmTy, BbIKAOYaOLWY MHTEpdENC Npu Npuéme nake-
ToB BPDU.

3anpeTuTb 3aLWMTy, BbIK/NHOYAKOLWYIO MHTEpdEC Npy Npuéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/onsa gynnexkcHoro
nopTa «TOYKA-TOYKaY,
O1A NONYAYNAEKCHOro

— «Pa3BETB/NEHHbIN»

YcrtaHoBUTb NpoTokon RSTP B nepepatollee coctoaHMe n onpeae-
JIMTb TN CBA3M ANA BbIbpaHHOro nopTa:

- point-to-point — To4Ka-TouYKa;

- shared — pa3BeTB/NIEHHBbIN.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpetutb npuem BPDU ¢ ¢pnarom TCN.

PaspewwnTtb nprem BPDU c ¢narom TCN.

spanning-tree bpdufilter

Onpeaenutb pexkmum pabotbl BPDU filtering Ha nHTepodelice.

{disable | enable | | none} -/disabled
no spanning-tree bpdufilter YCTaHOBUTbL 3HaYeHUeE NO YMONYAHUIO.
spanning-tree auto-edge BK/OUNTL aBTOMATUYECKOE ONpeseneHne KAMEeHTCKMX NoPToB..
no spanning-tree auto-edge /Bnioqero BbIK/IIOYMTL aBTOMATUYECKOE ONpeaeaeHne KANEHTCKUX MOPTOB.
spanning-tree {bpdu-receive | BK/IOUMTL pesKMM NpUEMa 1/uamn nepesaun Ha uHTepodeiice.
bpdu-transmit} enable

-/BKAKOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKOUMTL PeXKUM NpUEMa M/uUan Nnepesaum Ha uHTepodeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/IIOYEHO

Ha3HaunTb NOPT KakK W03 2 YPOBHA.
/1 Spanning-tree Ha AaHHOM NOPTY A0/MKeH 6biTb B cOCTOA-

Hum disabled.
OTMEHWTb HaCTPOMKY.

spanning-tree pseudoRootld
priority priority

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpouTb npuoputeT ana pseudoRoot Ha nHTepdeiice.

OTMEHUTb HaCTPOIKY.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BkntounTb Ha MHTepdelice GyHKUMIO 3aLLMTbI OT aTakK.

OTKNOUNTL Ha UHTepderice GYHKLMIO 3aLLMTbI OT aTak.

Tabnvua 84 — CTOMMOCTb NyTU, YCTaHOBNEHHAA N0 YMONYaHUIO (spanning-tree cost)

Memoo onpeodeneHus

Unmepcpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObi pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma privileged EXEC:

console#

84
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Tabnuua 85 — KomaHabl pexkmma privileged EXEC

3HayeHue/3Ha4yeHue »
KomaHnoa / Aeticmsue
no yMmoa4YaHuro
.show spanning-tree fa_port: (0/1..24); MokasaTbcocTosAHMe NpoTokona STP Ha nHTepdelice.
interface[fastethernet fa_port .
I . gi_port: (0/1..28);
| gigabitethernet gi_port |
N te_port: (0/1..6);
tengigabitethernet te_port|
group: (1..24)
port-channel group]
show spanning-tree detail MoKasaTb NnoapobHyo nHbOPMALLMIO O HACTPOIKax NPOTOKoNa
STP.
show spanning-tree active MNMokasaTb MHPOPMaLMIO O COCTOAHMM O HAcTPOWMKax STP Ha akTus-
[detail] HbIX NOPTax.
show spanning-tree bridge OTob6pa3unTb HacTpoiku STP Ha bridge.
[address | detail | forward- i
time| hello-time | id | max-
age | priority | protocol]
show spanning-tree layer2- OTO6pa3nTb HAaCTPOMKM LWKO3a 2 YPOBHSA.
gateway-port
show spanning-tree pathcost OT106pasnTb MHPOPMaLMIO O MeToLe onpeaesieHna CTOMMOCTH
method nyTu.
show spanning-tree root - OT06pa3nTb MHPopmaLmio o root B Tonosorum STP.
show spanning-tree summary ) OTO6pa3nTb COCTOAHME NPOTOKONA STP OTHOCUTENIbHO MHTEpbEN-
COB.

4.14.3.2 Hacmpolika npomokoaa MSTP

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnuua 86 — KomaHab! pexxkmma rnobanbHoN KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
spanning-tree mst instance_id YcTaHOBUTbL NPUOPUTET ANA AAHHOrO KOMMYTaTopa nepeg, ocTanb-
priority priority HbIMU, UCMONb3YOLWMMM 06LWMiA 3K3emnaap MSTP.
instance_id: (1..63); - ins.tafn:e_id —3k3emnaap MST;
= - priority — npuopuTeT KOMMyTaTopa.
priority:
(0..61440)/32768 V 3HaueHuMe NpUopUTETa JONKHO 6bITb KPaTHO 4096.

no spanning-tree mst YCTaHOBUTb 3HaYEHMUE N0 YMONYAHUIO.
instance_id priority
spanning-tree mst max-hops YCTaHOBUTb MaKCMMa/IbHOE KOIMYECTBO TPAH3UTHbIX Y4aCcTKOB AN
hop_count naketa BPDU, Heobxoanmbix aaa GopMMpoBaHUA AepeBa U yaep-

KaHMA MHbOPMaALMKM O ero CTpoeHUKU. ECm NakeT yxKe npoLuen mak-

CMManbHOE KONNYECTBO TPAH3UTHbIX YH4aCTKOB, TO Ha cneayloLlLem

hop_count: (6..40)/20 | y4acTke oH oTbpacbiBaeTcs.

- hop_count — makCMManbHOE KONWYECTBO TPAH3UTHbIX Y4aCTKOB

ans naketa BPDU.
no spanning-tree mst YCTaHOBMWTb 3HAaYEHME MO YMOIYAHUIO.
max-hops
spanning-tree mst Bxopg, B pexkum KoHdurypaumm npotokona MSTP.
configuration )

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

BunA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPuUrypaumm npotokona MSTP:

console# configure terminal
console (config)# spanning-tree mst configuration
console (config-mst)#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 85



HELTEX

Tabnunua 87 — KomaHabl perknuma KoHourypaumm npotokona MSTP

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTtb COOTBETCTBME MeXAy IK3emniapom npoTtokona MSTP u
rpynnamu VLAN.

- instance-id — vaeHTUduKaTOp 3K3emnaspa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

YaanuTb COOTBETCTBME MeXAy dK3emnaapom npoTtokona MSTP u

vlan_range rpynnamm VLAN.

name string 3agaTb MMA KoHpUrypaumm MST.
string: (1..32) cumBona | - string —uma KoHpUrypaumm MST.

no name Yaanutb uma KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3afaTb HoMep peBu3um KoHburypaumm MST.
- value — Homep peBu3nK KoHOUrypaumm MST.

YCTaHOBUTL 3HayeHue no ymonyauutio (value).

exit

BbixoZ M3 peruMma KoHodurypaumm npotokona MSTP c coxpaHe-
HUEM KoHOUrypaumu.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetlica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexnume KoHourypauum uHtepdelica Ethernet, untepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 88 — KomaHgbl pexknma KoHpurypaumm nHtepoeiica Ethernet, rpynnel nopros

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3almMTa BbIK/IOYEHa

BK/IIOUNTD 3aLUUTY KKOPHA» AN1A BCEX CBA3YIOLLMX AepeBbeB STP Bbl-
6paHHOro nopra. [aHHaa 3awmTa 3anpewaer uHTepdency ObiTb
KOPHEBbIM NOPTOM KOMMYTaTOpa.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YCcTaHOBUTL NpUopUTET UHTEpdelica B 3k3emnaape MSTP.
- instance-id — vaeHTUduKaTop sK3emnaspa npotokona MSTP;
- priority — npuopuTeT nHTepdelica.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YCTaHOBWUTb LLEHHOCTb NYTW Yepe3 BblGpaHHbIM WHTepdenc ana
onpeaeneHHOro aksemnasapa npotokoaa MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApPa NpoTokona MSTP.

- coSst — LLleHHOCTb NyTW.

YCTaHOBUTbL 3HauyeHue, onpeaensiemoe Ha OCHOBAaHWWM CKOPOCTU
nopTa M MeToAa onpeaeneHns LeHHOCTM NyTH, CM. Tabauuy 78.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBWUTb NpUOPUTET UHTEpdeiica B KOPHEBOM CBA3YIOLLEM Ae-
pese MSTP.

V 3HaueHue NpuopuTeTa A,0MKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
pseudoroot priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHoBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

no spanning-tree mst
instance_id pseudoroot

instance_id: (1..63)

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

spanning-tree mst msti guard {
root /none }

msti: (1..63)

BKIOYUTB MM OTKAIOYUTB spanning-tree Root Guard B yKa3aHHOM
MSTI.

KomaHObi pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmma privileged EXEC:

console#
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Tabnmua 89 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

show spanning-tree
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

Mokas3aTb KoHbMrypaumo npoTokona STP.

show spanning-tree detail

instance_id: (1..4094)

Moka3aTb NoAPO6HY0 MHPOPMaLUMIO O HacTpoiike NpoTokona STP.

show spanning-tree mst
configuration

MNokasaTb MHOPMALMIO O CKOHOUIYPUPOBAHHbLIX 3K3EMNAAPAXx

MSTP.

clear spanning-tree detected
protocols {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port|
port-channel group}}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

MepesanycTuTb NPOLECC MUrpaLMM NPOTOKONA. 3aHOBO NPOMUCXO-

OMUT NPOCYET aepesa STP.

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuua Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CAyXebHble NakeTbl Pas/INUHbIX
L2-npoTokonos (PDU) yepes ceTb NnpoBaiiaepa, YTo NO3BONSET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI

cetn.

L2PT umHKancynvpyeT PDU Ha rpaHMYHOM KOMMyTaTope, nepedaeTr WX Ha AOPYrol rpaHM4HbIN
KOMMYTaTOp, KOTOPbIM OXMOAET CneumanbHble MHKANCyIMPOBaHHbIE Kagpbl, a 3aTem AeKancyaMpyeT ux,
4TO NO3BOAAET NONAbL30BATENAM NepeaaBaTb MHGOPMaLLMIO 2-F0 YPOBHA Yepes ceTb NpoBaligepa.

KomaHObI pexcuma 2a06anbHol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 90 — KomaHab! pexxkmma rnobanbHoN KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBWTb aApec HasHayeHwus Ann
MOB COOTBETCTBYIOLLEro NPOTOKOA.

MHKaNCy/IMpoBaHHbIX ¢ppen-

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YcTaHOBUTL afpec Ha3HayeHua Ana
MOB COOTBETCTBYHOLEro NpoToKOANa.

MHKancy/IMpoBaHHbIX dpen-

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YcTaHOBUTb agpec Ha3HavyeHuAa OnA
MOB COOTBETCTBYHOLLEro NpoToKoANa.

MHKaNcyMpoBaHHbIX Gpeit-

isis-11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YcTaHOBUTL afpec Ha3HayeHusa ana
MOB COOTBETCTBYHOLWEro NpoToKoANa.

MHKancy/IMpoBaHHbIX dpen-

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YcTaHOBUTL afpec Ha3HayeHua ana
MOB COOTBETCTBYHOLWEro NpoToKoANa.

MHKancy/IMpoBaHHbIX dpen-

pvst-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:df

YcTaHOBUTb agpec Ha3HavyeHuAa OnA
MOB COOTBETCTBYHOLLEro NpoToKOANa.

MHKaNcyMpoBaHHbIX Gpeit-

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YcTaHOBUTb agpec Ha3HavyeHuAa OnA
MOB COOTBETCTBYHOLEro NpoToKoANa.

MHKaNcyMpoBaHHbIX Gpeit-

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YcTaHOBUTL afpec Ha3HayeHusa ana
MOB COOTBETCTBYHOLWWEro NpoToKOANa.

MHKancy/IMpoBaHHbIX dpen-

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBWTb afpec HasHayeHus ans
MOB COOTBETCTBYHOLL,Ero NPOTOKOa.

MHKancy/IMpoBaHHbIX ¢pei-

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBUTb afpec HasHadeHus ans
MOB COOTBETCTBYHOLL,Ero NPOTOKOa.

MHKancy/IMpoBaHHbIX dpen-

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YcTaHOBUTb agpec Ha3HavyeHunAa OnAa
MOB COOTBETCTBYHOLEro NpoToKkona.

MHKanNCcy/IMpOBaHHbIX dpen-
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vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBWUTb agpec HasHauyeHus A8 MHKaNCyNMpoBaHHbIX dpeit-
MOB COOTBETCTBYIOLLEIO NPOTOKOA.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHodurypaumm nutepdencos Ethernet:

console (config-if) #

Tabnnuya 91 — KomaHabl perknuma KoHourypaumm nHtepdericos Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymMon4YaHuro

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | pvst | igmp |
vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-I11 | isis-12 |
fctl | ospf | rip | vtp | pvst |
igmp | vrrp}

-/BbIK/IIOYEHO

BKAOUMTbL pexxnum nHkancynaumm PDU.

BbIkMtOUNTb pexkmum nHkancynaumm PDU.

Mpu BKAOYEHUM MHKacnyasauuu ansa VTP uHKancyampoBatbeca 6yaer Bca rpynna npoToKo-
. nos ¢ MAC-agpecamu HasHauyeHusa 01:00:0C:CC:CC:CC.

KomaHObi pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma privileged EXEC:

console#

Tabnunua 92 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show I2protocol-tunnel
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group } |
summary ]

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24)

OT06pasnTb KoHdUrypaumio L2PT cymmapHO v Mo OTAENbHbIM UH-
Tepdelicam.

show I2protocol tunnel-mac-
address

OT06pasnTb agpeca HazHaYeHUA A41A UHKAMNCYAMPOBaHHbIX dpeii-
MOB.

4.14.5 Hacmpoiika npomokona LLDP

OcHoBHOM ¢yHKumMen npotoKosa Link Layer Discovery Protocol (LLDP) asnsetca obmeH mexay
CETEBLIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTMKax. MHbopmaumsa, cobpaHHas nocpeacTsom
npoTtokona LLDP, HakanamBaeTcs B yCTPOMCTBAX M MOKET ObITb 3aMpoLLeHa YNPaBAAOLWMM KOMMNbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHUM COBpaHHOM MHOPMALMM, HA YNPABAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOJIOMUA CETH.

KommyTaTopbl noAfepXMBatoT nepefadvy Kak CTaHOAPTHbIX MapameTpoB, TaK M OMUMOHA/bHbIX,

TaKUX KaK:

—  WMSA YCTPOWCTBA M €ro onuncaHue;
— MM NOpPTa U ero onucaHue;
—  unHpopmauma o MAC/PHY;

- urT.Aa.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnuya 93 — KomaHabl pexkmma rnobanbHo KoHpUrypaumm

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
shutdown lldp OTKNIOYUTD paboty moayna LLDP Ha ycTpoWcTae.
JaHHasA KomaHAZa oTKAOYaeT paboty mogyns LLDP c 6e3-
-/BKAOYEHO
. BO3BPAaTHbIM yAasieHnem Bcex HacTpoek 610ka LLDP.

no shutdown lidp

BkntounTtb paboTy moayns LLDP Ha ycTpoiicTee.

set lldp enable

set lildp disable

-/BbIK/IIOYEHO

Pa3pewntb KoMmyTaTopy MCNOb30BaHWE NpoToKoAa LLDP.

3anpeTnTb KOMMYTATOPY MCNOJIb30BaHWE NPOoTOKoa LLDP.

set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address Ykaszatb MAC-agpec, Ha KoTopblit byayT oTcblaatbes lldp-ppelimol.
- lldp-dbperimbl Tak ke byayT Ay6AmMpoBaTbCca Ha CTaHOAPTHbIA MAC-
agpec.
lidp lidpdu flooding /filtering YCTaHOBUTb pexum ¢unbTpaumm naketos LLDP BPDU.

lidp lidpdu filtering

YCTaHOBUTb 3HAYEHUeE Mo YMO/I4aHUIO.

lldp chassis-id-subtype type

lldp chassis-id-subtype mac-
addr

-/mac-address

3apaTb chassis-id-subtype ans lldp-ppeinma.

BepHyTb K 3Ha4YEHWMIO MO YMOAYAHUIO.

lldp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4ep)KKy MOBTOPHOM WMHULMANU3aumMu (Bpems 3a-
OEPXKU, BbiNosHAemoe LLDP ana noBTOPHOMN MHUUMANN3ALMM Ha
nobom nHTepoelice).

Y106bI OTMEHUTb HACTPOIKY HEo6XO0AMMO BbICTaBUTb
V 3Ha4yeHUe No yMO/IYaHMUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHoBUTb MHTepBan nepeaaun lidp -dpperimos.
/1 UtOo6bl OTMEHMTb HacTPOiiKy Heo6XoAMMO BbICTAaBUTL
3HayeHMe No YMOHAHUIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBWTb MaKCMMasIbHYH CKOpPOCTb Nepeaaun lldp-¢ppeinmos.
Seconds — neprog, BpeMeHn B TeYeHWWU KOTOPOro YCTPOMCTBO MO-
JKeT 0TNpaBuTb He bonee oaHoOro dpperima.
V Y1o6bl OTMEHUTb HACTPONKY HEeobXxoauMO BbICTaBUTb
3HaYeHUEe NO YMOTHAHUIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMA/IbHYIO AJIUTENbHOCTb 3a4EPXKKM, MeXay no-
cnepoBatesibHbIMKU Kagpamu LLDP.
n UYTO6bl OTMEHUTb HACTPOIIKY HEeob6X0AMMO BbICTAaBUTb

lldp txCreditmax value

3Ha4YeHue No YMONMYAHUIO.
YcTaHoBUTb 3HaYeHwue Credit Max (MaKCMMaanOG KOun4ecTso no-

value: (1..10) cneposatenbHbix LLDPDU, KoTopble moryT 6biTb nepesaHbl B Ato-
60e Bpems).
lldp txFastlnit value value: (1..8) YCTaHOBWTbL YMCNIO MaKeToB, KOTopoe ByayT OTNpaBAsTbCA B ne-

puog, fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumum nHtepdericos Ethernet:

console (config-if)#

Tabnnua 94 — KomaHabl pexxmma KoHourypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lidp dest-mac mac_address

lidp dest-mac mac_address

-/BbIKNOYEHO

3apgatb MAC-aapec, lldp-

dpenmbl.

Ha KoTopblit ByayT oOTCbiNaTheA

Ypanute MAC-agpec, Ha KoTopbid 6yayT otcbinateca lldp-
dpenmbl.

lidp transmit [mac-address
mac_addr]

-/BKAIOYEHO

Pa3spelwaer nepegayy naketoB no npotokony LLDP Ha wHTep-
deiice.
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no lidp transmit [mac-
address mac_addr]

3anpeTnTb nepegady MakeToB No npoTtokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan}

no lldp med-app-type type

HasHauutb npasuno network-policy faHHOMY MHTepdeicy.

YpanuTtb Nnpasuo.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location

-/BbIK/IIOYEHO

3apaTb MEeCTOMNoN0XKeHMe YyCTPOUCTBA Ans NpoTokoia LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

-coordinate — agpec B cucteme KoopAMHaT;

-civic_address_data — agMUHUCTPATUBHbIN agpec yCTPOICTBa;
-elin_data — agpec 8 popmare, onpeaeneHHom ANSI/TIA 1057.

Yaanutb MecTonosioXeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lildp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/OYEHO

CroHurypuposaTb TLV LLDP-MED Ha gaHHOM nHTepdeiice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BkAtounTb OTNpaBKy Tpanos no cobbiTnam LLDP.

OTKNOYUTL OTNPaBKY TPanos no cobbitusam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name,
local, mac-addr) / if-name

3apatb ID Port Subtype gns kagpa LLDP.

lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKNIOYEHO

PaspewnTb nHTEPdEliCY NPUHUMATL Kaapbl LLDP.

3anpeTntb HTepdericy NPUHMMaTb Kaapbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lidp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpeaenntb Kakne 6asosble onuuMoHanbHble TLV-nona 6yayt
BKNIOYEHbI YCTPOMCTBOM B Nepesasaemblii LLDP-naker.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tiv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpenenvTtb Kakue cnewumasnbHble onuuoHanbHble TLV-nons 6y-
AYT BK/IOYEHbI YCTPONCTBOM B NepegaBaembiit LLDP-naker.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

nopT rpynnbl.

KomaHObi pexcuma privileged EXEC

MakeTtbl LLDP, npuHATble Yyepes3 rpynny NopTos, 3anOMMUHAIOTCA UHAMBUAYA/NIBHO NOpPTaMU
rpynnbl, NPUHABLWIMMMU coobuieHusa. LLDP otnpaBasneT pasnuyHble COOBLLEHUA HA KaXKAbli

Pabota npotoKona LLDP He 3aBUCUT OT cOCTOAHUA NpoToKona STP Ha nopty, naketbl LLDP or-
NpPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKonom STP-nopTax.

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 95 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HavyeHue
no ymoa4aHuro

Aelicmeue

show lidp local

Mokasatb LLDP-nH$popmaLmio, KOTOPY aHOHCUPYIOT NOPTbI.

show lldp neighbors [detail]

MoKa3aTb MHbOPMALMIO O COCEAHMX YCTPOMCTBAX, HA KOTOPbIX pa-
6oTaeT npoTtokoa LLDP.

show lldp statistics

MokasaTtb cTaTUCTUKY LLDP.

90

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

Tabnnua 96 — OnucaHme pesynbTaTos

_|

Mone OnucaHue
Timer OnpepaenseT, Kak 4acTo yCTPOMCTBO wieT LLDP-o6HoBAEHMA.
Onpeaenset BeanunHy spemenu (TTL, Time-To-Live) ans npuHMMatoLero ycTpomcTea,
Hold Multiplier B TEYEHME KOTOPOTO HY}KHO YAEPKMBATb NPpMHMMaeEMble nakeTbl LLDP nepep, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela Onpepenser MMHUMa/IbHOE BPEMSA, B TEHEHME KOTOPOro NopT byaeT oxuaaTb nepeg,
¥ nocblnkol cneaytowero LLDP-coobuieHus.
Tx dela OnpeaenseT 3afepXKKy MexXay nocneayowmmm nepegadamm LLDP-¢ppeimos, MHUUU-
¥ MPOBaHHbIX U3MEHEHUAMM 3HaYeHU nbo cTaTyca.
Port Homep nopra.
State Pexunm paboTbl nopTa 4na npotokona LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3MmoXKHble 3HavyeHus:

PD — Onucanue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemsl;

SC — BO3MOHOCTH CUCTEMBbI.

Address

Apapec ycTpoliicTa, KoTopbiii nepegaetca B LLDP-coobuieHusx.

Notifications

YKa3blBaeT, paspeLleHbl nau 3anpeweHbl ysegomnenma LLDP.

abnnua 97 — OnuncaHue pesynbTaTos
Mone OnucaHue
Port Homep nopra.
Device ID Umsa nan MAC-agpec cocefHero ycTpomncrea.
Port ID NaeHTuduKaTop nopTta coceHero ycTpomncrea.

System name

CucTeMHOe MMA YCTPOWCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOCTBA:

B — MocrT (Bridge);

R — MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTeo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHune coceaHero ycTpoiicTea.

Port description

OnucaHWe NopTa cocesHero ycTponcTaa.

Management address

Appec ynpaBneHus yCTpoMCTBOM.

Auto-negotiation support

Onpegenset, NOALEPKUBAETCA /I aBTOMaTUUYECKOE OnpeaeneHme pexnma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA I NOAAEPKKA aBTOMATUUECKOTO onpesesieHns pexmnma
nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset pexunmsl, noaggepmsaemole GyHKLMEN aBTOMATUYECKOrO onpeaeneHus
nopra.

Operational MAU type

Pabounint MAU-TUN ycTpoicTaa.

Mpumep HacTponku TLV-onumin Ha nHTepdeiice Gigabitethernet 0/1:

console (config)# set 1ldp enable
console (config) # interface gigabitethernet 0/1
console (config-if) # 1lldp tlv-select basic-tlv port-descr
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console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select

4.15 Hacrtpoiika npotokona OAM

basic-tlv
basic-tlv
basic-tlv
basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

sys-name
sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1
port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMM YpPOBHSA
KaHana nepegayv AaHHbIX NPeAcTaBAAOT coboli NPOTOKONA MOHUTOPWHrA COCTOSHWA KaHana. B atom
NpoToKoNe Ana nepeaayn MHGOPMaLLMM O COCTOAHUM KaHana MeXAy HeNnocpeacTBEHHO MOAKNOYEHHbIMM
yctpoiicteamm Ethernet ucnonb3yiotcas 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoiictea

OONKHbI noaaep»Kunsatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgpu2ypayuu uHmepageticos Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaunmn nntepoeiicos Ethernet:

console (config-if) #

v

Hactpoiika Ethernet OAM Tpebyetca ana ornpasku snmp-trap no cobbituio Dying Gasp.

Tabanua 98 — KomaHgpl pexnma KoHdurypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHda

Aeiicmeue

shutdown ethernet-oam

OTkntounts paboty moayna Ethernet OAM Ha ycTpoWcTse.
[aHHaA KomaHAaa oTKAlouaeT paboty moayna Ethernet

no shutdown fault-
management

-/BKOYEHO OAM c 6e3B03BpaTHbIM yAaNeHUEM BCEX HACTPOeK
6n10ka OAM.
no shutdown ethernet-oam BkntoumTb paboty moayna Ethernet OAM Ha ycTpoiicTee.
shutdown fault-management OTkNtounTb paboTy moayns Fault-management Ha ycTpoWcTse.
[aHHaa KomaHAa oTKAlovaeT pabory moaynsa Fault-
/BKAOUeHO ! management c 6e3B03BpaTHbIM yAaneHUem Bcex

HacTpoek 6n10kKa Fault-management.

BkAtountb paboTy moayns Fault-management Ha ycTpoiicTse.

ethernet-oam enable
ethernet-oam disable

-/BbIKNIOYEHO

PaspewunTb paboty OAM

3anpetutb paboty OAM

ethernet oam link-monitor
frame threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame threshold

YCTaHOBWUTb NMOPOr KONMYECTBa OLIMBOK 33 YKa3aHHbIN nepuog,
(nepnog, ycraHaBanBaeTca KomaHgo ethernet oam link-monitor
frame window).

BocctaHOBUTL 3HaYeHMe no YMOANYaHULO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTb BPEMEHHOM NPOMEXKYTOK ANA NoAcYeTa KoamyecTsa
ownboK.

BoccTaHOBUTL 3HaYeHME NO YMOHAHWUIO.

ethernet-oam link-monitor
frame-period threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame-period threshold

YcTaHoBUTbL nopor gaa cobbitna «frame-period» (nepuog ycra-
HaBnuBaeTca KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

window:
(Oxffff../123456..)

ethernet-oam link-monitor
frame-period window window

YCTaHOBWUTb BPEMEHHOM NPOMENKYTOK Ans cobbitua «frame-
period».
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no ethernet-oam link-monitor
frame-period window

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBWUTL Nopor gns cobbitna «frame-period» (nepuog ycTa-
HaBnuBaetca KomaHgaow Ethernet-oam link-monitor frame-sec-
onds window), B cekyHgax.

BoccTaHOBUTL 3HaYeHWE NO YMOIYAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMEXKYTOK Ana cobbitna «frame-
period».

no ethernet-oam link-monitor me BoCCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb pemMm paboTbl npoTokona OAM:
{active|passive} Jactive - active — KommyTaTOp NocToAHHO oTnpasaseTr OAM PDU;

- passive — KoMmyTaTop HauymHaet otTnpasnAaTe OAM PDU Tonbko
npu Haanuum OAM PDU co BCTpeYHOW CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/OYEHO

KomaHga ana ynpasneHus nogaepkon GyHKLMM 3aBOpoTa Tpa-
duka.

- deny — urHopupyet KomaHgpl loopback;

- disable — 6nokupyet loopback;

- enable - BkntoyaeT KoHTpob Ana loopback;

- permit — BKkAtoyaeT 06paboTky loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IIOYEHO

BKAOUNTL GYHKLMIO OBHapYKeHWA O4HOHANPaB/AEHHbIX CBA3El
Ha 6ase npoToKkona Ethernet OAM.

BocctaHaBanBaeT 3Ha4YeHMe NO YMOYAHMIO.

ethernet-oam uni-directional
detection action
{log|errdisable}

no ethernet-oam
uni-directional detection
action

-/log

Onpefenntb peakuuio KoMMyTaTopa Ha OZHOHanpaB/ieHHYH
CBA3b:

- log — 3anuco B XKypHan;

- errdisable — nepesog, nopTa B cocTosaHue «error-disable», 3a-
NUCb B KypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIK/IIOYEHO

BKNOYMTD arpeccuBHbI pexxum onpeseneHns ogHOHanpaBAeH-
HOM cBA3K. Ecnv OT coceiHero ycTpoicTea nepecTtatoT NpuxoamuTb
Ethernet OAM-coobLeHnA — IMHK NOMeYaeTcs Kak 0HOHanpas-
NIEHHbIN.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBUTb BPEMEHHOW UHTEpBa ANa onpeaeseHns TUna ceasun
Ha nopry.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

KomaHObI pexcuma 2n06aab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (confiqg) #

Tabanuya 99 — KomaHabl pexkmma rnobanbHo KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkntounTb/BbikN0UNTE OAM B cucteme.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3agatb OUI gna OAM.
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KomaHObi pexcuma privileged EXEC

Bce KomaHAb! AOCTYMHbI ANA NPUBUIETMPOBAHHOIO NO/b30BaTeNA. BMA 3anpoca KOMaHAHOMN CTPOKM
pexuma privileged EXEC:

console#

Tabanuya 100 — KomaHgbl pexkmuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMmoA4YaHuro
show port ethernet-oam - 0T06pasnTb MHGOPMALMIO O TEKYLLLEM COCTOAHUM 0am.
show port ethernet- fa_port: (0/1..24); OT106pasnTb MHGOPMALMIO O TEKYLLEM COCTOAHUW 0am AR KOH-
oam{fastethernet fa_port | gi_port: (0/1..28); KpeTHoro nHTepdeica.
gigabitethernet gi_port te_port: (0/1..6).

| tengigabitethernet te_port}

show port ethernet- OT06pa3nTb COCTOAHME COCEACTBYIOWEN KOHOUTYpaUun.
oam[fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]

neighbor

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6).

Oto6pasuntb ctatuctuky OAM ana uHtepdeiicos/KOHKPETHOrO UH-
Tepdelica.

show port ethernet-
oam[fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
statistics

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6).

show port ethernet-oam{ OTobpasnute OAM HacTpoiKuM nopTa.
fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port }

event-notifications

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6).

show port ethernet-oam fa_port: (0/1..24); OT06pasunTb nor cobbiTuii coctosHua OAM.
[fastethernet fa_port | gi_port: (0/1..28);

gigabitethernet gi_port te_port: (0/1..6).

| tengigabitethernet te_port]

show ethernet-oam global OT06pasunTb rnobanbHbie HACTPOWKKN 610Ka OAM.
information i

Mpumep HacTponku Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 NpynnoBas agpecaumsa

4.16.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping Mcnosib3yeTcs B CETAX rPynnoBon paccbiiku. OCHOBHOM 3agadveit IGMP
Snooping ABAAeTCA NpefoCTaBAeHWE MHOFOaApecHoOro TpaduKa TOMbKO ANA Tex MOPTOB, KOTOpble
3anpocuam ero.

V Moapaep:kusatoTca sepcumn npotokona IGMP —IGMPv1, IGMPv2, IGMPv3.

’ dyHKUuMA rpynnoBoii punbTpaumm “bridge multicast filtering” BkatoueHa no ymonuaHuio.
el

PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOUYEHbI MHOTOaApecHble MapLPyTU3aTOPbl, OCHOBAHO Ha
cnefyowmx cobbITUAX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;
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— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtunsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NOpPTY;

— naketbl npotokona MRDISC npunHATbI Ha NopTy;

— nakKeTtbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NOpPTY.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 101 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmon4YaHuwo

Aeiicmeue

shutdown snooping

no shutdown snooping

-/BKNOYEHO

OTkAouUTL paboty moayns IGMP/MLD Snooping Ha ycTpoicTBe.

' [JaHHaA KomaHpa oTKA4YaeT paboty moaynA

b IGMP/MLD Snooping ¢ 6e3B03BpaTHbiM yAaneHnem
Bcex HacTpoek 6;10ka IGMP/MLD Snooping.

Bkatountb paboty moayns IGMP/MLD Snooping Ha ycTpoicTse.

ip igmp snooping

no ip igmp snooping

-/BbIK/IOYEHO

Paspewuntb ncnonb3osaHue dyHkumn IGMP Snooping KommyTa-
TOPOM.

3anpetutb ncnosb3osaHme PpyHKuMm IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/8bi-
K/IlO4EHO

Paspewntb ucnonbsosaHme ¢pyHKumm IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOro uHTepderica VLAN.
- vlan_id — vapeHTMdPMKaumoHHbIn Homep VLAN.

3anpetuTb Mcnosb3osaHme GpyHKLMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepderica VLAN.

snooping authentication

no snooping authentication

-/BbIK/OYEHO

BkntounTb aBTopusaumto IGMP join rnobanbHo.

BbikntounTb asTopmsaumtio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

-/600

HactpouTb TalimayT ans cache-tabanubl IGMP-agTopusaumu.

BepHyTb 3Ha4YyeHue No yYMO/IHaHUI0.

ip igmp snooping vlan vian_id
mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
group: (1..24);

Onpenenntb NoOpT, K KOTOPOMY MOAK/OYEH MapLlipyTusaTop
MHOroaZpecHoOM paccbikn ana 3agaHHoro VLAN.
- vlan_id — naeHTMdMKaumoHHbIn Homep VLAN.

YKasaTb, YTO K MOPTY He NOAKAOYEH MApLIPYTM3aToOp MHOroas-
PECHOW paccbIKK.

ip igmp snooping vlan vian_id
immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIK/IIOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HauaeT, 4To NopT J0/IKEH BbITb HeMeaIeHHO yaaneH u3
rpynnbl IGMP nocne nonyyeHusa coobuieHunsa IGMP leave.

OTkAtounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

vlan_id: (1..4094)/8bi-
K/IO4EHO

BKAtOUNTL NOAMEHY KOMMYTAaTOPOM aApeca UCTOYHMKA Ha 3aaH-
HbIV IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
-ip_addr — IP-agpec, KoTopblii ByaeT Ucnonb3osBaTbCcA ANA NoA-
MeHbl
MoameHa Ha 3aAaHHbIN agpec ANA TPAH3UTHOrO Tpa-
! ¢u1Ka nponcxoauT Npu BKAOYEHHOM ip igmp snooping.
MoameHa Ha 3agaHHbI agpec ana TpaduKa, ucxoas-
wero ¢ CPU kommyTaTopa, — Npu BKAOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.
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no ip igmp snooping vlian
vlan_id replace source-ip

BbIKNIOUNTL NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.

interval value

ip igmp snooping group-query-

interval

ip igmp snooping group-query-

value: (2..5)

YCTaHOBWUTb MHTEPBa/N BPEMEHM B CEeKyHZaX, Nnocie KOToporo
YCTPOWCTBO OTNPABAAET group-query Ha mrouter.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

interval value

ip igmp snooping port-purge-

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBWUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUU KOTO-
poro mrouter yganaetca, ecam He nony4vaet IGMP reports.

OTK/IOUUTb HAaCTPOIKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BKHOUNTB OTNPABKY query BO BCe MOPTbI.

BKNHOUMTb OTNPABKY query B non-router-nopTbl.

ip igmp snooping report-
suppression-interval value

3apaTb MHTepBan (B cekyHaax), ana kotoporo IGMPV2 report ans
OJHOW M TOM Ke rpynnbl He byayT nepeHanpas/ieHbl.

no ip igmp snooping retry-
count

— - value: (1..25) -
no ip igmp snooping report- OTKOUYNUTL HAaCTPOMKY.
suppression-interval
ip igmp snooping retry-count MaKcManbHOe KONMYECTBO query, OTHOCALLMXCA K rpynne, oT-
value npaBJ/ieHHbIX Ha mrouter.
value: (1..5)

OTKAOUYUTL HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspewnTb Nepegady query-nakeTos Ha yCTPOMCTBE.

3anpeTutb Nepesayy query-nakeTos Ha yCTPOKCTBE.

learning age-timer interval

ip igmp snooping source-only

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTb MHTEPBa (B CEKyHAAX), NOCAe KOTOPOro NopT yaana-
etca, ecnn IGMP reports He nony4yeHbl.

OTKAOUUTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNIOYEHO

PaspewunTb ncnonb3oBaHue GyHKUMIA PunbTpaumm IGMP Ha uH-
Tepdelicax.

3anpetTuTb ncnonb3oBaHue GpyHKUM dunbTpauun IGMP Ha mH-
Tepdelicax.

KomaHOwb! pexcuma koHpuaypauuu VLAN (duanasoH VLAN o8)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnunua 102 — KomaHabl pexxmma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip igmp snooping replace
source-ip ip_add

BKAOUMTb MOAMEHY KOMMYTaTOpoM agpeca MCTOYHMKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr - IP-agpec, KoTopblii byaeT MCnoab30BaTbCA NS NOA-
MeHbI
NoameHa Ha 3a4aHHbIA agpec ANA TPAH3UTHOrO Tpa-
! duKa npoucxoauUT npu  BKAKOYEHHOM ip igmp
snooping. MoameHa Ha 3agaHHbIA agpec AnA Tpa-
¢ukKa, ucxogsauwero c CPU kommyraTtopa, — Npu BK/IO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOUNTD NOAMEHY KOMMYTaTOPOM aZipeca MCTOYHUKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTL 3HadYeHue 802.1p ana IGMP-nakeTos, KoTopble 6y-
OyT UCNO0b30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice VLAN.

v2 | v3}

no ip igmp snooping cos cos: (0..7)/- Ynansaet 3HavyeHne meTkn 802.1p ans IGMP-nakeToB Ha UHTep-
delice VLAN.
ip igmp snooping version {v1 | 3 YcTaHOBUTL Bepcuio npoTtokona IGMP B VLAN.
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ip igmp snooping

YCTaHOBWTb 3HaY€HMe N0 YMOJIHAHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIKNOYEHO

BkntouaeT pyHKumto fast-leave gns VLAN.

BbikntovaeTpyHkumto fast-leave ans VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBUTb MaKCMMaNbHOE BPeMs OTBETA Ha 3anpoc, 3ajatoLe-
eca B Kofe, rae ofHa eaMHMLA KoAa paBHa OAHOW AecATol ce-
KYHAbI.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

no ip igmp snooping mrouter-
port{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

CTaTuyeckn HaCTpomuTb NOPTbl MmapwpyTnsatopa ana VLAN.

Ypaanutb yKasaHHble NpTbl mapwpyTtrsaTtopa gna VLAN.

ip igmp snooping mrouter-port
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
[time-out time]

no ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

time: (60..600)

HacTpouTb MHTEPBAN OXKMAAHWUA A0 OYMCTKM NOPTa MapLUpyTU3a-
Topa Ansa uHtepodeiica VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYaHUIO.

ip igmp snooping mrouter-port
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

HacTtpoutb Bepcuto IGMP ana nopta mapwpyTtmnsatopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YcTaHOBUTb BEPCUIO MO YMOTHAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpwueasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Ypanutb npmeAsKy K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IOYEHO

BKntounTb NnoaneprKKy Bblgauun 3anpocoBs igmp-query KommyTa-
TOpom BO VLAN.

BbIKNtOUMTL NOAAEPHKKY BbIAAYM 3aNPOCOB igMmp-query KommyTa-
Topom Bo VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKAIOYEHO

YcTaHOBUTb TaﬁmayT, NoO KOTOPOMY CUCTEMaA OTNPaABAAET OCHOB-
Hble 3anpocCbl BCEM YHaCTHUKaM rpynnbl MHOFOB,D,pecHOﬁ nepe-
a4 AnAa NnpoBepKU NX akTUBHOCTU.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IOYEHO

BK/OUMTL pexknm GUAbTPaLMKM He3aperncTpMpoBaHHOrO Tpa-
¢uKa B VLAN.

OTKNIOUYNUTD PeXRUM GUAbTPALMKN HEe3apPerncTpMpPoBaHHOMO Tpa-
¢uKa B VLAN.

ip igmp snooping static-group
ip_add [ports ports]

no ip igmp snooping static-
group ip_add

Co3aaTb CTaTUYECKYIO 3anuch B TabauLe rpynnosoii agpecauuu.

Yaanutb cTaTUUeckylo 3anucb M3 Tabauupl rpynnoBoii aapeca-
uum.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |

fa_port: (0/1..24);
gi_port: (0/1..28);

BKntounTb oTbpacbiBaHMe Query Ha MHTepodeiice.
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p

tengigabitethernet te_port

ort-channel group}

n

p

o ip igmp snooping blocked-

router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

ort-channel group}

te_port: (0/1..6);
group: (1..24);

BbIkNtounTb 0T6pacbiBaHne Query Ha nHTepdelice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM pexkMma KoHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunuya 103 — KomaHabl pexkmma KoHpurypauum nnitepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

Bkatountb nepeHanpasneHne IGMP-3anpocoB M3 KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B KAMEHTCKME
Vlan B HeTermpoBaHHOM BUAE.

-tagged — BKntounTb nepeHanpasieHune IGMP-3anpocos U3 Kau-
eHTcKux Vlan B Multicast Vlan n mynbTukactoBoro Tpadmka B Kau-
eHTcKue Vlan ana nHtepdeiica B TerMpoBaHHOM BUAE.

Bbikntountb nepeHanpasneHne IGMP-3anpocoB C K/IMEHTCKMX
Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B KIMEHTCKNE
Vlan gna nHtepdeliica B pexxmme «access».

ip igmp snooping limit groups

limit

no ip igmp snooping limit

-/BbIK/OYEHO

YCTaHOBUTbL OrpaHUYEHME NO KOAMYECTBY Fpynn Ha UHTepdelice.
Ana paboTtbl TpebyeTca KomaHpa ip igmp snooping
e filter.

CHATb OrpaHMYeHMe Ha KOJIMYECTBO rpynmn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IIOYEHO

Bkatountb dunbTpaumto no filter-id Ha nHtepdeiice.

OTkAtounTL dunbTpaumio no filter-id Ha nHTepdeiice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YCTaHOBUTb peXkuM leave Ha UHTepdelice.

- exp-hosttrack — c oTcnexxmBaeHue XoCToB;

- fastleave — yaaneHue cpasy nocne nony4yeHue leave;

- normalleave — peXxum no ymonyaHuio.

[Ona paboTbl TpebyeTca KomaHAa snooping leave-process config-
level port.

ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIK/OYEHO

BkatounTb pexxkum gosepusa IGMP Snooping Ha nHtepdelice.

Ha poBepeHHbI MHTepdenc He pacnpoCTPaHAETCS AeNCTBUE KO-
MaHz, ip igmp snooping proxy-reporting v ip igmp snooping
replace source-ip.

BbIK/IIOUNTL PEXMM [0BEPUA Ha MHTEpdeiice.

ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

-/BbIK/IIOYEHO

BkntounTb IGMP-aBTOpU3aLmio Ha MHTepdeiice.
required — 3anpeTnTb 06pPaboTKy IGMP join Nnpu HepoCTyNHO-
ctn RADIUS-cepBepa.

BepHyTb 3HaYeHWe N0 YyMONYAHUIO.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

-/BbIK/IIOYEHO

Bkntountb onumto forward-first, npu kotopoii IGMP join 6yayT 06-
pabaTbiBaTbCA Nepea Ux aBTopusaLmeit Ha cepsepe.

BepHyTb 3HaUeHWe No YMONYAHMIO.

ip igmp sn authentication
exception mcast profile profile

no ip igmp sn authentication
exception mcast profile

MpueAsaTb mcast-npodunb gns IGMP-aBTopMu3auumM Ha MHTep-
delic.

BepHyTb 3HaYeHWe N0 YyMONYaHMIO.
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Mprmep HacTPOMKM NOAMMCKM HA CTaTUYECKUE Tpynnbl:

console# configure terminal

console (config)# wvlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

Mpumep HacTpolikn MVR:

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KaneHTcknit nopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan)# exit

console (config) # ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile)# profile active

console (config-profile) # exit

console (config) # snooping multicast-forwarding-mode ip
console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 100

console (config)# ip igmp snooping multicast-vlan enable
console (config)# wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 0/I

console (config-if) # switchport mode trunk

console (config-if)# exit
console (config)# interface fastethernet 0/1
console (config-if)# switchport mode access
console (config-if) # switchport access vlan 10
console (config-if) # switchport multicast-tv vlan 100
console (config-if)# exit

KomaHOb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TONbKO ANA NPUBUAETMPOBAHHOIO NONL30BATENA.
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:
console#

Tabnnua 104 — KomaHgb! pexkuma EXEC

3HaveHue/3Ha4yeHue »
KomaHoa / Aeilicmeue
N0 yMOMYAHUIO

show ip igmp snooping mrouter MokasaTtb MHPopmaLmio 06 U3yyeH-
- HbIX MHOTOAAPECHbIX MApLLpPyTH3a-

Topax B yKasaHHow rpynne VLAN.
show ip igmp snooping interface vian_id vian, id: (1..4094) I'onaalarb MHbOopMaymto IGIYIP—
snooping ans AaHHoro uHTepderica.
show ip igmp snooping groups MoKa3aTb MHPOPMaLUIo 06 U3yYeH-

HbIX ~ MHOrOaZpecHbIX  rpynnax,
yyacTBYIOLWMX B rpynnosoi pac-
CblsKe.

Ounctutb Tabnuuy rpynn MOAHO-
CTbtO UK B yKa3zaHHOM VLAN.

clear ip igmp snooping groups [vlan vian-id] vian, id: (1..4094)

show ip igmp snooping authentication cache fa_port: (0/1..24); MpocmoTp cache-tabnanupl IGMP-
[interface {fastethernet_fa_port_| gigabitethernet gi_port | gi_port: (0/1..28); aBToOpU3aLMn
tengigabitethernet te_port | port-channel port-channel}] te_port: (0/1..6);

group: (1..24)
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4.16.2 lMpasuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHg, npefHasHayeH Ana 3afaHusa npasua rpynnoBoOl agpecauuu B CeTU Ha
KaHa/IbHOM U ceTeBOM YpOoBHAX moaenun OSI.

KomaHObI pexcuma 2a06ana6HoU KOHu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM peXxxnma riobanbHoM KoHbUrypauum:
console (config) #

Tabnnuya 105 — KomaHabl pexxmma rnobanbHol KoHUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no yMmoa4YaHuro
ip igmp snooping multicast- BKAOUUTL PYHKLMIO rpynnoBoin GuabTpaumu.
vlan enable
— - - -/BbIK/IIOYEHO —
ip igmp snooping multicast- BbIKNHOUMTL GYHKLMIO FPYNNoBoMN duabTpauuu.
vlan disable
snooping multicast- Hactpaunsaet pexxmm 06paboTkn multicast-tpaduka no IP-agpecy.
forwarding-mode ip B ApaHHOM pexkume yacTb multicast-tpaduka nepexsarbli-
-/mac H BaeTcA ycTpoiictBom Ha CPU.
snooping multicast- HacTpauBaeT pexum obpaboTkm multicast-tpadmka no MAC-ag-
forwarding-mode mac pecy.
snooping leave-process config- Onpepenset ypoBeHb KOHPUrypaLmm mexaHM3mMoB 06paboTKku oT-
level port | nycka (KoHourypaumm Ha ocHose VLAN niv Ha OCHOBe nopTa).
snooping leave-process config- -/vian YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
level vlan
snooping report-process YKa3blBaeT Ha Kakux noptax obpabaTbiBaloTCA MOJYYEHHble pe-
config-levelall-ports nopTbl OT XocTa. PenopTbl moryT 06pabaTbiBaTbCA Ha BCEX MOPTAX
-/non-router-ports M/IN Ha NopTax, KOTOpble He ABNAITCA mrouter-nopramu.
snooping report-process YCTaHOBWTb 3HaYEHME NO YMOHAHUIO.
config-level non-router-ports

4.16.3 MLD snooping — npomoKos KOHMpPOosa MHo20a0pecHo20 mpaguka 8 IPve

MLD snooping — MexaHM3M MHOroagpPecHOM PACCbIIKM  COOOLWEHU, MO3BOAAIOLLNIA
MWHMMMU3NPOBATb MHOTOAAPECHbI TpaduK B IPv6-ceTax.

« B TeKywieit Bepcuu MO He noapep:kmuBaeTca Ha mogenax MES2448B, MES2448E.

KomaHObI pexcuma 2106aa6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnnuya 106 — KomaHabl rnobanbHOro pexkmma KoHourypaumm

3HaveHue/3Ha4yeHue »
KomaHoa / Aeiicmeue

no ymoa4YaHuro

ipvé6 mid snooping Bkntoumtb MLD snooping.
X - -/BbIKAOYEHO -
no ipv6 mld snooping OTkntountb MLD snooping.
ipvé mld snooping group- YCTaHOBWTb TaliMayT, MO KOTOPOMY CMCTEMA OTNPABAAET OCHOBHbIE
uery-interval interval query-3anpocsl.
a - y - interval: (2..5)/2
no ipvé6 mld snooping group- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
query-interval
ipvé mld snooping mrouter- YCTaHOBWUTb BpPeMA OXMAAHUA OYMCTKM MOPTa OTCAEKMBAIOLLErO
time-out time time: (60..600) mapuwpyTtusatopa MLD, nocne KOToporo nopT yaansaeTca, ecan He
nonyyeHsbl controlpackets mapwpyTtmusatopom MLD.
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time-out

no ipvé mld snooping mrouter-

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.

ipvé mld snooping port-purge-
interval interval

no ipvé mid snooping port-
purge-interval

interval:
(130..1225)/260

3afaTb MHTEPBaN BPEMEHM OYUCTKM MOPTa OTCAEKMBaHUA MLD, no-
c/le KoToporo NopT yaansaetcs, ecan MLD-reports He nosyyeHbl.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

ipvé mld snooping proxy-
reporting

no ipv6 mid snooping proxy-
reporting

BKNOUUTL GYHKLMIO proxy-report Ha ycTponcTse.

BbIkNtoUNTb GYHKLMIO proxy-report Ha yCTpoiicTBe.

ipvé mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

YKasaTb HanpasneHue penopTtos: 8o Bce noptbl VLAN naum Tonbko
Ha NopTbl poyTepa.

YCTaHOBUTb 3HaYeHMe N0 YMOJHAHUIO.

ipvé mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBUTbL BPpEMEHHOW MHTepBas 3anpeTta nepegayn MLDvSnoop-
ing-reports, B Te4eHMne KoToporo coobuieHunsa otyetoB MLDv1 He b6y-
OyT NepeHanpaBaAaTbCA Ha MOPTbl MaplipyTU3aTopa A4/1A TOW Ke
rpynnol.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

ipvé mld snooping retry-
countinrerval interval

YCTaHOBUTb MaKCMMa/IbHOE KOIMYECTBO rPynnoBbiX 3aNpocos, OT-
npaBAseMbIX Ha MOPT NP Noay4yeHumn coobuweHna MLDv1.

ipvé mld snooping send-query
disable

. . interval: (1..5) YCTaHOBUTb 3HaYEHME NO YMOYAHMIO.
no ipvé mld snooping retry-
countinrerval
ipvé mld snooping send-query BkntounTb PpyHKUMIO Nepesayun 3anpocos MLD npu nsmeHeHun To-
enable . nosorunu.
-/disable

BbIkntounTb dyHKLUMIO nepesayn 3anpocos MLD npu nsmeHeHum
TONONOTUN.

KomaHOowbl pexcuma EXEC

Bce KOmaHAb! AOCTYMHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 107 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 mid snooping global

OT06pasunTb rnobanbHbie HacTponku MLD.

show ipv6 mld snooping vlan
vlan_id

OT06pasnTb UHGopMauUmio o KoHourypauum MSD-snooping anna
naHHol VLAN.

KomaHObI pexcuma KoHguaypayuu VLAN (duanasoH VLAN og)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range) #

Tabnnua 108 — KomaHab! pexmuma KoHpurypauum VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aeilicmeue

ipvé mld snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6)

MpuBA3aTbh NOPT OTCAEXKMBaAKOLWEero mapwpytusatopa MLD k VLAN.
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No ipv6 mld snooping mrouter Yaanutb NnopT oTcaexkmnsatowero mapwpyrtmsatopa MLD n3 VLAN.
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

Hactpoutb Bepcuto otcnexmsanuna MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

ipvé mld snooping version {v1
| v2} -/v2

ipv6 mld snooping version YCTaHOBUTb 3HAYeHMe N0 YMONHYAHUIO

4.16.4 ®yHkyuu o2paHuveHusa multicast-mpaguka

®PyHKUMM orpaHuveHma multicast-tpadmka mcnonbayotcs Ana yaobHOW HACTPOMKKU OrpaHUYeHus
NPOCMOTpPa oNpeseneHHbIX rpynn MHOrOaAPECHOW PACcCbINKM.

KomaHObI pexcuma 2a106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabaunua 109 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMon4YaHuro
ip mcast profile index Co3pgaTb multicast-npodunb n nepeinTn B pexmm ero KOHOU-
index: (1..4294967295) rypupoBaHua.
no ip mcast profile index Ypanute multicast-npoduns.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHdurypaumm multicast-npoduna:

console (config-profile) #

Tabnvua 110 —KomaHAabl pexxkmma koHoburypaumm multicast-npoduna

3HaueHne/3HaueHmne
KomaHga OnucaHune
no yMONYaHUIO
range first_group_ip 3apaTb AMAnNa3oH aApecoB-UCTOMHMKOB multicast-Tpaduka.
last_group_ip Ecnun 3apaTb TONbKO OAMH afipec, OH CTaHeT eAMHCTBEHHbIM UC-
- TOYHUKOM MY/IbTUKACTA.
range first_group_ip YaanuTb AManasoH aapecoB-McTodHMKoB multicast-Tpaduka.
last_group_ip
permit B cnyyae HecooTBeTCTBMA OA4HOMY M3 33aHHbIX AMANas’oHOB,
-/deny IGMP-report 6yayT nponycKaTbcs.
deny B cnyyae HecooTBeTCTBMA OA4HOMY M3 33aHHbIX AManasoHOB,
IGMP-report 6yayT oTbpacbliBaTbCA.
profile active - AKTUBMpPOBaTb paboTy npopuns.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm VLAN:

console (config-vlan) #

Tabnnua 111 — KomaHapl pexxmma KoHourypauum VLAN

3HayeHne/3HayeHune
KomaHga OnucaHue
Nno yMON4YaHu1Io

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpunBA3aTb yKa3aHHbIA Npodunb K VLAN.
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4.17 ®yHKUMM ynpaBneHUa

4.17.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI WUCMOAb3yeTca MexaHusm AAA (ayTeHTUdUKaLms,

aBTOpU3aLMA, yYeT).

— Authentication (ayTeHTUdUKaLMA) — conocTaBneHne 3anpoca CyLW,ecTBYoLWeN YYETHON 3a-
nucK B cucteme 6€30MacHOCTMU.

— Authorization (aBTopK3auma, NpoBepKa YPOBHA A0CTyNa) — CONocTaB/ieHne y4éTHOM 3anncu
B cucteme (npoweglueit ayteHTMdUKaLMo) 1 onpeaenEHHbIX NOAHOMOUYNIA.

— Accounting (y4ét) — cnexeHue 3a noTpebaeHMeM pecypcoB No/Ib30BaTENEM.

AN WwndppoBaHUA AaHHbIX UCNONb3YETCA MEXaHU3M SSH.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 112 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMoA4YaHuro
enable password password YCTaHOBUTbL Naposib A1 KOHTPOASA U3MEHEHUA MPUBUIETUIA [0-
[level level] CTyna nonb3oBaTenein.
- level — ypoBeHb npusunernii;
level: (1..15)/1; P P ’
- password — naposb.
password: (5..20) .
BKntoualowmii B ceb6a cnewcMmeobl naponb Tpebyetca
CMMBO/I0B

no enable password [level
level]

L YKa3blBaTb B KaBbl4KaX.

Y4anuTb Naponb ANa COOTBETCTBYIOLLErO YPOBHA NPUBUAETUIA.

username name password
password [privelige level]

name: (1..20) cumBo0B;
password: (5..20)

[06aBUTb N0/Ib30BaTENA B IOKA/IbHYHO 6a3y AAHHbIX.
- level — ypoBeHb npusunernii;
- password — naposnb;
BKkatouatowmii B ceba cnewcMmBosnbl napob Tpebyertca

CUMBO/I0B;
e YKa3biBaTb B KaBbl4KaXx.
level: (1..15)
- hame — MMA Nob3oBaTeNA.
no username name YaanuTtb N0NAb30BaTeNA U3 IOKANbHOW 6a3bl AaHHbIX.
aaa authentication login { -/local 3agatb MeTo ayTeHTUdUKaLMM NpU BXOAe ANA KOHCoAK, telnet,
radius | tacacs | local} list_name: (1..12) ssh.
no aaa authentication login CMMBO/I0B YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.
aaa authentication enable 3azaTb MeToa, ayTeHTUdMKaLMM NPY NOBbILEHUN YPOBHA NPU-
. -/local o
{ radius | tacacs | local} . Buiernin ana KoHconu, Telnet, SSH.
—— list_name: (1..12)

no aaa authentication YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

CUMBOJI0B

enable

aaa authorization
command /evel {tacacs |
local}

no aaa authorization
command level

level: (1..15) / BbikAOYEHO

Pa3pelunTb aBTOPM3aLMIO KOMaHZ NoNb3oBaTesNeN.
- level — ypoBeHb NpuBuaeruii nonb3osatenem.

V B TeKyuei Bepcum MO npm I0KaNbHOM aBTOpU3aLUU
paspeLueHbl Bce KOMaHAbI.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

103




HELTEX

Tabnnuya 113 — ATpubyTbl coobuieHUIt BeaeHMA yyeTa npotokona RADIUS ana ceccuit ynpasneHus

Hanauyue Haau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTndukauma nonbsosartens.
IP-agpec KOMMyTaTopa, KOTOPbIM MCNO/b3yeTcs
NAS-IP-Address (4) EcTb EcTb AP . y. P P Y
ana ceccuit ¢ Radius-cepsepom.
Mpon3BoNbHOE 3HAaYeHUe, BKIOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obuleHmA yyeTa ceccum.
. IP-agpec KommyTaTopa, UCNO/b3YEMbIN ANA cec-
Called-Station-ID (30) EcTb EcTb vﬂ'p v P ¥ A
CUI ynpasneHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nosnb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN NaeHTUOUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT [O/IKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3sblBaeT, KaK 40Aro nosib3oBaTteNb bbin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuYKMHa 3aKPbITUA CECCUMN.

Tabnunua 114 — ATpubyThbl

coobuleHnt BeaeHmA yyeta npotokona RADIUS ans ceccmin 802.1x

Hanauyue Haau4ue
ampubyma e | ampubyma e
Ampubym pucy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTnduKkaums nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIA MCMOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP . y. P P Y
ana ceccuin ¢ Radius-cepsepom.
NAS-Port (5) Ectb Ects MopT KOMMyTaTOpa, Ha KOTOPOM MNOAKAYMUACA
nosib3oBaTesb.
MNMpounsBonbHOE 3HAaYEHWE, BKIHOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
0bLEeHMA yyeTa ceccui.
Called-Station-ID (30) Ectb Ectb IP-agpec kKommyTaTopa.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOp yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY K/AUEHT AONKEH
Acct-Authentic (45) EcTb EcTb T MeToA, N TOPOMY KAMERT AOA
6bITb ayTEHTUDMLIMPOBAH.
. . Moka3blBaeT, KaK A0Aro Nosb3oBaTeNb bbin Noa-
Acct-Session-Time (46) Het Ectb A A
KNHOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuunHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMokasbiBaeT TMN NopTa KAMEeHTa.

KomaHObI pexcuma 2n0b6as1bHoU KoOHgu2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM B peXnume rnobasbHon KoHbUrypaumm:

console (config) #
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Tabnuua 115 — KomaHabl pexuma KoHpurypaumm tTepmumHana

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
no ymoa4YaHuro
aaa authentication login 3afaTb MeToA, ayTeHTUdUKaLMM NPU BXOLE A1 KOHCOMK,
{radius | tacacs | local} Jlocal Telnet, SSH.
-/loca
no login authentication YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
aaa authentication enable 3apaTb meTog, ayTeHTUPMKaLUM NPU NOBbILLEHUM YPOBHA NPU-
{radius | tacacs | local} BUAernin ana koHconu, Telnet, SSH.
- -/local
no aaa authentication enable YCTaHOBUTb 3Ha4YE€HNE N0 YMONYAHUIO.
aaa authorization command PaspelwunTb aBTOpPU3aLMIO KOMaHA, ana KoHconu, Telnet, SSH.

{tacacs | local}

—— -/BbIK/OYEHO
no aaa authorization YCTaHOBUTb 3HaYE€HNE N0 YMOAYAHUIO.

command

4.17.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ans ayreHTuduKaumm, astopmsaumm m ydyeta. Cepsep RADIUS
ncnonbayetr 6asy AaHHbIX NONb30BaTENEN, KOTOpas COAEPKWUT AaHHble NPOBEPKU MNOANMHHOCTU ANA
Kakgoro nonb3oBatens. TakMum o6pasom, ucnonb3oBaHuMe npoTtokona RADIUS obecneunBaet
LOMNONHUTENbHYIO 3aLUTY NPM AOCTYMNE K pecypcam CeTH, a TaKKe Npu 4OCTyne K Camomy KOMmyTaTopy.

KomaHObI pexcuma 2a06ana6HolU KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHON KOHPUrypaumm:

console (config) #

Tabnunua 116 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4aHuio

[06aBUTb yKasaHHbIN cepBep B CNUCOK Ucnosb3yembix RADIUS-
cepBepoB.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe nma RADIUS-cepsepa;

. hostname: (1..158) - timeout — nHTepBan oxxnMAaHNA OTBETA OT CepBepa;
radius-server host .
. . CMMBOJI0B; - retries — KonM4yecTBO NonbITOK novcka RADIUS-cepsepa;

{ipv4-address | ipv6-address | ’

. . (0..65535)/1813; - secret_key — Kntou gna ayteHTMPUKauumn n wndposaHUA Bcero
hostname} [timeout timeout] .

. : timeout: (1..30) cex; | obmeHa aaHHbIMK RADIUS;
[retransmit retries] [key ) ..
- - retries: (1..15); - priority — npuopuTeT ucnonbzosaHusa RADIUS-cepBepa (Yyem Huke
secret_key] [priority priority]
secret_key: (0..128) 3HaueHUne, TeM NPUOPUTETHEE CcepBep);
CMMBO/IOB; - type — T1n ncnonb3zosaHua RADIUS-cepBepa;

priority: (0..65535)/0 B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, retries, se-
cret_key pns paHHoro RADIUS-cepBepa MCMNO/b3yOTCA 3HAYEHUA
HACTPOEHHbIE C NOMOLLbIO KOMAHZ, YKa3aHHbIX HUXKe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

Y[anuTe yKasaHHbIN cepBep U3 CNUcKa ucnosiblyembix RADIUS-
cepBepoB.

KomaHObI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#
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Tabnnua 117 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

show radius-servers

OTob6pa3nTb NapameTpbl HacTpolikn RADIUS-cepBepoB (KomaHza
AOCTYMHA TONbKO 414 NPUBUIETMPOBAHHDBIX NONb30BaTeNeN).

show radius statistics

OT06pasunTb CTaTUCTUKY NpoToKona Radius, nHbopmaumio o nNonb-
30BaTensx, KoHourypaunto RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTokon TACACS+ obecneunBaeT LEHTPAAM30BaHHYD cucTeMy 6e30MacHOCTM AN MPOBEPKU

Nno/ib30BaTeNeN, NONYYaOLWMX AOCTYN K YCTPOMCTBY,

npu aTom noagepkneaa coemectmumoctb ¢ RADIUS m

APYrMMK NpoLLeccamm NpoBepKu noainmHHocTu. TACACS+ npeaocTaBaseT ciegytowme cayobi:

MMeHaM Nnob3oBaTesiein n onpeaeneH

3aBepuweHnAa ceaHCa MNpoBepPKU

Authentication (nposepka nodauHHocmu). ObecneunBaeTcs BO BpeMs BXoZa B CUCTEMY MO

HbIM MNOZ1Ib30BaTENAMMU NAPONIAM.

Authorization (aemopu3ayus). ObecneumBaetcs BO Bpema Bxoda B cuctemy. [ocne
NoA/IMHHOCTHU

3anyCkaeTca CeaHC aBTopu3auunm C

MCNOZIb30BaHMEM MPOBEPEHHOINO MMEHU NO/Ib30BATENA, TAKXXe CepBEPOM NPOBEPAIOTCA

npusunernn nonb3osarena.

KomaHObI pexcuma 210banbHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHoM KoHUrypaumm:

console (config) #

Tabnnua 118 — KomaHabl pexkuma rnobanbHomn KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key

secret_ke
_key] hostname: (1..63)

CUMBOJIOB;

port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

[J06aBUTb yKasaHHbIA cepBep B CMMUCOK ucnosab3dyembix TACACS
cepBsepos.

- ip_address — IP-apgpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepBepa;

- single-connection — B KaXgblil MOMEHT BpPEMEHW UMETb He
6onblue ogHOro coeanHeHusa ans obmeHa gaHHbimu ¢ TACACS-cep-
BEpOM;

- port — Homep nopTa Ana obmeHa gaHHbIMu ¢ TACACS-cepBepom;
- timeout — NHTepBaN OXXUAAHWA OTBETA OT CEPBEPa;

- secret_key — Kntod gns ayTeHTMdUKaLMm U WndpoBaHma Bcero ob-

{ascii | pap }

cumeonos MeHa gaHHbimu TACACS;

Mpu HacTpolike cepsepa: «tacacs-serverhost ip_address key se-

cret_key» aBTOMaTU4YeCKM BKAtOYaeTcsa accounting.
no tacacs-server host YAanuTb yKasaHHbIA cepBep M3 chnucka ucnonbdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKaszaTb KoanyecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
number 2 AeT noouyepeAHO MOAKNIOUMTLCA KAMEHT, B C/ydyae HeyAavyHoWM

ayTeHTUDUKALMN.
no tacacs-server retransmit YAanuTb HaCTPOMKy.
tacacs use-server address BblbpaTb cepsep 13 TabauLbl cepBepoB Ana Tacacs-KAMeHTa
{ip_address | hostname} - '
no tacacs use-server OTMEHWTb MCNo/Ib30BaHME 3alaHHOTO cepaepa.
tacacs authentication type

-/pap Onpeaenntb meToa ayTeHTMdUKaL MM ¢ NoMoLLbio tacacs.

tacacs attributes port {console
| ssh | telnet} identifer identifer (1..255)
cmB0108B / WabnoHbI

%n %%

YcTaHOBUTL aTpubyTa port B popmate cBO6OAHOM CTPOKM onpese-
JIEHHOM nosb3oBaTenem. Bo3MOXKHO Mcnonb3oBaHMe WabMoHOB.
- %N — HOMep /IMHMW, COOTBETCTBYIOLLMI BbIBOAY KOMaHAbI show
users;

-%% — cumeon %.
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no tacacs attributes port YCTaHOBUTb 3HAYEHWA MO YMONYAHUIO.
{console | ssh | telnet}

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 119 — KomaHgb! pexkuma Privileged EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
110 yMon4aHuio

show tacacs OT106pasnTb napameTpbl HacTpoiku TACACS-cepBepoB, MeTOn
- ayTeHTUdMKaALMM M CTaTUCTUKY NPOTOKONA (KOmaHaa AoCTynHa
TONBKO ANA NPUBUIETMPOBaAHHbIX NO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom
B ISS nogaep:kusaetca punbTpauma ynpasnsatowero TpadmKka ¢ MOMOLLbIO CIUCKA aBTOPM30BaHHbIX
IP-meHegkepos (IP Authorized Managers). B ¢unbTpe MOXKHO 3a4aTb agpec UAM NoACETb UCTOUYHUKA,

VLAN, nHtepdeic n cnyKby, c KoTopbix 6yAeT paspeLlleHo ynpaBaeHne YyCTPOMCTBOM.

KomaHObI pexcuma 2a06anab6HolU KOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnvua 120 — KomaHapbl pexkmuma rnobanbHom KoHdUrypaumum

3HayeHue/3HavyeHue "
KomaHoa / Aelicmeue
Mo ymon4aHuio
authorized-manager ip- OrpaHnM4nTb ynpasaeHne yCTPOMCcTBOM NO 3agaHHOMY GUALTPY
source {ipv4_addr [mask | / gocryna.

ipv4_prefix] | ipvé_addr
[ipve_prefix]} [interface
interface_list] [vlan vian_list] [
service [snmp] [telnet] [http]
[https] [ssh]]

no authorized-manager ip- OTMEHUTb OrpaHUYEHMe Ha ypaB/ieHne yCTPOMCTBOM.
source {ipv4_addr [mask]| /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

ipva_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiicTBe MOXXHO CKOHUrypupoBaTb He 6onblue 10 npasuA. Mo ymonuaHuio, ecnm He
3aaHO HU OA4HO NPaBUAO, yNpaB/ieHMe YCTPOICTBOM A0CTYNHO C N11060ro UCTOUHMKA.

' | Mocne ykasaHua xota 6bl ogHOro npasmnaa authorized-manager gnsa Bcex ycTpoiicrs,
L KOTopble UCK/OUYeHbl npaBuaom, byaert aeiictBoBaTtb npasuno deny any any.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma Privileged EXEC:

console#
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Tabnnua 121 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

show authorized-managers [ip-
source ip_add]

MoKasaTb CNUCKM fOCTYyNa ANA YNpaBAeHUs.

4.17.5 Hacmpolika docmyna

4.17.5.1 Telnet, SSH

JaHHble KOMaHAbl npegHa3HayeHbl A8 HACTPOMKM CepBepoB AOCTyna [AAa  ynpasaeHUs
KommyTaTtopom. Moaaeprxka cepsepos TELNET n SSH kommyTtaTopom no3sonsaeTt yaganeHHO NOAKAI0YATbCA
K HEMY A1 MOHUTOPUHIA U KoHoUrypaumn. KoHdurypmposaHme ycTpoictea Yepes Telnet Ha ycTponcTee
paspeLeHo No yMONYaHMUIO.

KomaHObI pexcuma 2106anabHol KoHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexxnma rinobanbHOM KoOHGUrypaumm:

console (config) #

Tabnnua 122 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymoa4aHuro
ssh enable PaspewunTtb yaaneHHoe KOHPUrypnpoBaHMe yCTPOMCTBa Yepes
SSH.
- -/BK/IIOYEHO —
ssh disable 3anpetTuTb yganeHHoe KOHQUIrypupoBaHWe ycTpoicTBa yepes

SSH.

ssh server-address ip_addr port
port

port: (1..65535)

3apatb IP-agpec SSH-cepsepa n TCP-nopT, Mcnonbayemblin SSH-
cepsepom.

ip ssh auth [hmac-md5 | hmac-

Bbi6bpaTh TMN ayTeHTUdUKaLMM NO NpoToKony SSH.

no feature telnet

shai] -/hmac-shal

ip ssh cipher [3des-cdc | aes128- BbibpaThb WwWudp ayTeHTUdUKaLMM MO NpoToKoy SSH.
-/3des-cdc

cdc | aes256-cdc | des-cdc]

crypto key generate rsa ) CreHepupoBaTb Napy Katoven RSA —YacTHbIN M Ny6ANYHBIN ans

SSH-cepsuca.

feature telnet PaspewunTb KOHOUTYpUpoBaHMe ycTpoiicTea Yepes Telnet.

-/BKAOYEHO

3anpeTuTb KOHOUrypUpoBaHue ycTpoiicTea yepes Telnet.

KomaHObI pexcuma EXEC

KomaHabl JaHHOrO pasgena AOCTYNHbl TONbKO 414 NPUBUIETMPOBAHHbIX nonb3oBaTesien.

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunuya 123 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show ip ssh

MokasaTb KoHOUrypaumio SSH-cepBepa, a TaKKe aKTUBHbIE BXO-
pAawme SSH-ceccuu.

show telnet server

OTo6pasuTb cTaTyc cepBepa Telnet.
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4.17.5.2 KomaHObI KOHhu2ypayuu mepmuHana

KomaHZbl KOHOUrypaumm TepMUHaNa CAYKaT AN HAaCTPOMKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabnnua 124 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
line console - Bxopg, B peXXnm COOTBETCTBYHOLLErO TEPMUHANA.
line telnet - Bxopg, B peKnMm COOTBETCTBYIOLLENO TEPMUHANA.

line ssh

BXoZ, B pesKMm COOTBETCTBYIOLLEro TepMUHANa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMUHana:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet |

ssh}

Tabnnuya 125 — KomaHgbl pexkuma KoHPUrypauum TepMmnHana

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3afaTb MHTEPBAJ, B TEYEHME KOTOPOTrO CUCTEMA OXKUAAET BBOAA
oT nosib3oBatens. Ecam B TeueHne JaHHOTO MHTEPBaNa NoJb3o-
BaTe/lb HAYEro He BBOAMT, TO KOHCO/b OTK/OYAETCA.

YCTaHOBUTb 3HAYEHME N0 YMOHAHWUIO .

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/

YCTaHOBUTbL CKOPOCTb Nepefayu Ans NocnefoBaTeNbHOro UH-
Tepodelica.

no login authentication

115200 6uTt/c
enable authentication {radius 3afaTb MeTog, ayTeHTUOUKaLMM NO/Ib30BaTENA NPU NOBbIWEHUN
| tacacs | local} -/local YPOBHA NPUBUAETUIA ANSA KOHCON.
no enable authentication YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
login authentication {radius | 3afaTb MeTo ayTeHTUGMKALMM NPU BXOAE A5 KOHCON
tacacs | local} -/local ’

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 126 — KomaHgb! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show line exec-timeout

lNoKa3aTb 3HaYeHWA napameTpa exec-timeout ANAa BCEX TEPMU-
HanoB..

show line exec-timeout
current

Moka3saTb 3HaYeHUA NapameTpa exec-timeout ana TekyLLei cec-
cum.
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4.18 YXypHan aBapwmii, npotokon SYSLOG

CucremHble KYpPHa/ibl NO3BONIAKOT BECTU UCTOPUIO CO6bITMl>'1, npounsoweawnx Ha yCTpOﬁCTBe, a TaKXe
KOHTpPO/MpOBaTb npounsoweailine cobbiTvA B peanbHOM BpeEMEHMN. B KYpPHan 3aHOCATCA cobbITMA BOCbMMU
TUNOB: l-I|f)e3BbI‘-Ial7IHbIe, CUrHanbl TpeEBOIrN, KPUTU4YECKNE U HE KpUTUYECKNE 0LLIM6KM, npeaynpexgeHua,
yBegoMNeHunA, MH(I)OpMaLI,VIOHHbIe M OTNagoO4HbIE.

KomaHObI pexcuma 2a06ana6HolU KOHu2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxume rnobanbHon KoHdUrypaumm:

console (config) #

Tabnunua 127 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

logging on

no logging on

-/perncTpaums BraYEHA

BKNOUMTL perncTpaumo oTAaf04HbIX COOBLEHNIT U COOBLLEHNI
06 ownbKax.

BbIKNOUNTb perncTpaLmo oTNaA04HbIX coobweHnn U coobule-
HUI 06 owmnbKax.
Mpu BbIKNOYEHHOW perncrpauumn oTaagouHble coob-
weHna u coobweHuna o6 owwubKax 6yayt nepepa-
BaTbCA HA KOHCOb.

logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity [ipv4
| ipv6] ip_address

BKAtounTb Nepesady aBapuiHbIX U OTNALO0UHbIX COODLLEHUI Ha
yaaneHHbit SYSLOG cepsep.
- ip_address — IPv4 unu IPv6-agpec SYSLOG-cepsepa;
- priority — npyuopuTET NepesaBaembIX COODLLEHW.
V 3HauyeHue priority popmupyetca us cymmbl severity un

facility.
YaanuTb BbIbpaHHbIN cepBep M3 CnMcKa ucnosibdyembix SYSLOG-
cepBepos.

logging console

no logging console

level: (cm. Tabaunuy
123)/informational

BKAtounTb Nepegady aBapuUHbIX UKW OTNIAA04YHbIX COODLLEHNI
Ha KOHCO/b.

BbIKNOUMTbL Nepesady aBapuinHbIX UM OTAaA0UHbIX COOBLLEHMI
Ha KOHCOJIb.

logging buffered size

no logging buffered

size: (1..200)50

M3MeHWUTb KoanyecTBo COoOobLLEeHMI, 3aNOMMHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HauyeHue pasmepa bydepa npume-
HUTCA Noc/ie nepe3arpy3Ku yCcTpomncTaa.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

syslog {filename-one |
filename-two | filename-
three} filename

Co3patb ¢aiin 3anncy aBapuiiHbIX M OTNAL0YHbIX COOBLEHUN.

logging-file [level] filename

no logging file

level: (128..191) /-
filename: (1..32)

BK/tOUMTL Nepenaydy aBapuiiHbIX UAW OTNALOYHbLIX COOBLLEHNN
BbIOPaHHOIO YPOBHS Ba*KHOCTM B YKa3aHHbIM Galin *KypHana.
Level - facility+severity.

Hanpumep, cobbitne gna facility0(128) c yposHem informational
(6) byaet umerts level = 134.

BbIKNIOUUTL Nepeaady aBapunHbIX UM OTAAA0UHbIX COOBLLEHMI
B pain KypHana.

logging severity
[severity_level]

no logging severity

level: (cm. Tabnnuy 123)/6

3afaTb YPOBEHb IOTMPOBAHMA.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

logging facility local{0..7}

3apaTb KaTeropuio 10rmposaHuA.

no logging hostname-format

-/local0
no logging facility YCTaHOBWTb 3HaYEHME MO YMOJIYAHUIO.
syslog localstorage /BKMIOYEHO AKTMBMPOBATb OTMNPABKY aBapUMHbIX NN COODLLEHNI Ha CKOH-
durypmpoBaHHble dalinbl 3anucu.
logging hostname-format [ 3a4aTb NapameTp, KOTopbl ByaeT NCNoNb30BaTbCA B KaYecTse
hostname | ip | ipv6 | string ] JHet naeHtTnduKatopa xocrta B SYSLOG-coobLeHuaAX.

Mcnonb3oBaTtb 3HaveHue no YMOYaHUIO.
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Kaxpaoe cooblieHne nmeeTt CBOM YpPOBEHb BaXKHOCTU. B Tabaunue 128 npuseaeHbl TUMbl COOOLLEHWNM

B nopAaake y6bIBaHVIFI nX BaXXHOCTW.

Tabnunua 128 — Tunbl BaXXHOCTU COOBLLEHUA

Tun eaxcHocmu coobuwjeruli

OnucaHue

YpesBblualiHble (emergencies)

B cucteme npousowna Kputuyeckaa owmnbka, cuctema moxket pabotatb
HenpaBwbHO.

CurHanbl TpeBoru (alerts)

HEO6X0,CI,MMO HemegneHHoe BMellaTeNIbCTBO B CUCTeEMY.

Kputnueckue (critical)

B cucteme npownsoluna KputMyeckas owmnbka.

OwwnboyHble (errors)

B cucteme npounsowna owunbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YeBegomnenus (notifications)

YBeaomaeHue cuctembl, HeaBapuinHoe cooblieHne

NHpopmauymoHHble (informational)

NHbOpMaLMOHHbIE COOBLLEHNA CUCTEMDI.

OTthagouHble (debugging)

OTnago4Hble COO6LLI,€HVIF|, npeaocTtasaA0T Nosb30BaTENHO VIHd)OpMaLI,VIlO
Aana KOppeKTHOVI HaCTpOVIKM CnCTemMbl.

Mpumep HacTpoliku logging-file:

Mycme facility = localO.

Co3paanm NoKanbHbl dain ¢ umeHem sll, Kyga OyayT 3anucbiBaTbCs cOObITMA C TMNOM OT
ypesBblYalHbIX 40 UHOOPMALMNOHHbIX.

console (config)# syslog filename-one slI

( )
console (config)
console (config)
console (config)
console (config)
console (config)
console (config)
console (config)
console (config)

KomaHOwbI pexcuma Privileged EXEC

# logging severity 6

# logging-file 128 sl1
# logging-file 129 sl1
# logging-file 130 sl1I
# logging-file 131 sl1I
# logging-file 132 sl1I
# logging-file 133 sl1I
# logging-file 134 sl1I

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 129 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMoYaHUIo

Aelicmeue

clear logs

- Yaanutb Bce cooblieHuns U3 BHyTpeHHero 6ydepa.

show logging-file {filename-
one | filename-two |
filename-three}

OT06pasnTb COCTOAHME }KypPHaNa, aBapuitHble U 0TNaf04Hble CO0b-
- LLEeHKA, 3anmcaHHble B daiine KypHana.

show logging

OT06pasnTb COCTOAHME }KypPHaNa, aBapuitHble U 0TNaf04Hble CO0b-
LLeHUA, 3anMcaHHble BO BHYTpeHHeMm bydepe.

show syslog-servers

- OTO06pasnTb HACTPOWKM ANA yAaNEHHbIX syslog-cepsepos.

4.19 3epKanupoBaHue (MOHUMTOPUHT) NOPTOB

®YHKUMA 3epKANMPOBaHMS MOPTOB NpeAHasHayYeHa A/19 KOHTPOAs ceTeBoro TpaduKa nytem
NepecblIKM KONWiA BXOAALMX U/UAN UCXOSALLMX MAKETOB C OLHOMO WMAM HECKObKUX KOHTPOAUPYEMbIX
NOPTOB HA OAMH KOHTPOJIMPYIOLWMIA NOpPT.
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BO3MOXKHO 3epKanupoBaHue n06oro KoauuyectBa WHTepdeiicoB. OTCyTcTBME noOTeEpb

’ rapaHTUpyeTca, ec/iv NPONycKHaA cnocobHOCTb HTepdeiica Ha3sHauyeHUA He npeBbiweHa. Mpu
MCNO/Ib30BaHUMU GUMYECKUX NeTe/Ib Ha KOMMYTaTope 3epPKanpoBaTbca 6yaeT TONbKO ogHa
Konua ¢ppeiima, ecnm 3amKHyTbie MHTepdelicbl NnpuHagnexKar ogHomy VLAN.

K KOHTpoIMpyloLwemy NoPTy MPUMEHSIOTCA CAeayloLmne orpaHuYeHuns:

— TopT He MOXKET 6bITb KOHTPOIMPYIOWMM M KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic LoNKeH OTCYTCTBOBATL 4J1A 3TOTO NOpTa;

K KOHTpOIMpyemMbIM NOpTam NPUMEHAIOTCA CAeAyoWMe OrpaHUYeHNA:

—  TopT He MOKeT 6bITb KOHTPONNPYIOWMUM U KOHTPOIMPYEMbIM NOPTOM OZLHOBPEMEHHO.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnme rnobasbHo KoHbUrypaumm:

console (config) #

Tabaunua 130 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
Mo ymon4aHuio
monitor session session_id YKaszaTb 3epKaaupylowmii nopT p[as BblbpaHHOW ceccun Mo-
destination interface HUTOPWMHrA.

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);

[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

®YHKLMA MOHUTOPUHIA MOXeT 6biTb HaCTPOEHa Ha YeTbl-
péx nopTax o AHOBPEMEHHO.

session_id: (1..4)

no monitor session session_id BbIKNtOUMTb PYHKUMIO MOHUTOPWMHIA Ha HACTPaMBAEMOM WHTep-
destination deiice.

monitor session session_id YKazaTtb cnykebHbit vlan gna 3epkannposaHua TpaduKa € 3aaaH-
destination remote vlan Horo pednekTop-nopTa ANA BbI6paHHOW ceccuu.

vlan_id: (1..4094);

vlan_id on id (1.4 remote vlan — cny»ebHblii vlan gns 3epkanmvposBaHua Tpaduka;

no monitor session session_id session_id: (1..4) BbIKNOUNTD GYHKUMIO MOHUTOPUHIA Ha HacTpaMBaeMOM WHTep-
destination deiice.

monitor session session_id [006aB1Tb yKa3aHHbIN 3epKanvpyemblii NOpT 410 BbIOBpaHHOM ceccum
source interface [fastethernet MOHUTOPUHTA.
fa_port | gigabitethernet -rX — KONUPOBATb NaKeTbl MPUHATbIE KOHTPOIMPYEMbIM MOPTOM;
gi_port | tengigabitethernet fa_port: (0/1..24); -tX — KONMPOBaTb NaKeTbl, NepegaHHble KOHTPOANPYEMbIM NOPTOM;
te_port] [rx | tx | both] gi_port: (0/1..28); -both — KonnpoBaTb Bce NakeTbl C KOHTPOAMPYEMOTO NOPTA.
monitor session session_id te_port: (0/1..6); BbIKNOUNTL QYHKUMIO MOHUTOPUHIA Ha HACTpPavBaeMOM WHTep-
source interface [ fastethernet session_id: (1..4) delvice.

fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

KomaHObI pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin BuA:

console>

Tabnnua 131 — KomaHapl, AocTynHble B pexknume EXEC

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmsue
o ymoa4aHuro
show monitor session session_id: (1..4) BbiBecTn MHPOpMaLMIO NO CKOHOUIYPUPOBAHHOM CECCUU MOHUTO-
session_id - puHra.
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[pumepbl 8b1M0AHEHUS KOMAHO

console# configure terminal
console (config)# monitor session 2 destination interface gigabitethernet

0/1

BbIBECTU MHPOPMALMIO MO KOHTPOAMPYIOLWMM Y KOHTROIMPYEMbIM NOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session I

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 ®yHKUUU AUArHOCTUKU GU3NYECKOro YPOBHA

CeTeBble KOMMYTaToOpbl COAEP»aT annapaTtHble M NporpammHble CPeacTBa ANSA AMAarHOCTMKM
dU3NYECKMX MHTePPENCOB M IMHUI CBA3M. B NepeyeHb TECTMPYEMBIX NapaMeTPOB BXOAAT Cleaytowme:

OnAa anekTpnyecknx nHtepdencos:
— A/vHa Kabens;
— paccTosiHMe A0 MecCTa HEMCMNPABHOCTM — 0OPbIBA UM 3aMbIKaHWMA.

Ona ontnyeckmx nHtepdencos 1G:
—  napameTpbl NUTaHWA — HaNpAXKEHUE U TOK;
—  BbIXOAHasA oNTUYeCcKaa MOLWHOCTb;
—  ONTUYecKas MOLHOCTb Ha NpUeMe.

4.20.1 fljuazHocmuka medHoz0 Kabensa

KomaHOb! pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmn sua;
console>

Tabnuua 132 — KomaHAabl ANarHOCTUKM meaHoro Kabens

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoan4YaHuto
test cable-diagnostics fa_port: (0/1..24); BbINO/NHUTL BUPTYya/ibHOE TECTUPOBaHUE Kabens A/ yKa3aHHOTO UH-
fastethernet fa_port | gi_port: (0/1..28); Tepdeiica.
gigabitethernet gi_port | te_port: (0/1..6)
tengigabitethernet te_port]

/ Mpu nonyueHun coobwenunsa 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTca npoBeputb media-type uHTepdeiica u cocTtosHue UHTepdeiica Ha
YAaNeHHOo CTOpOoHe.
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4.20.2 3nekmponumaHue no nuHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nopaep-
’KMBAIOT 3N1EKTPONUTaHNE YCTPOICTB No AMHMK Ethernet B cooTBeTcTBUM € pekomeHgaumnamm IEEE 802.3af

(PoE) n IEEE 802.3at (PoE+). Tun pacnnHoBKK A.

KommyTtatopbl MES2408PL xapakTepusytoTca MeHbLIMM B104KEeTOM MOLLHOCTU, OTHOCUTENbHO ApY-

rmx.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rn1obanbHOM KOHPUrypaLmm:

console (config) #

Tabanua 133 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/ 3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

set poe enable
set poe disable

BkntounTb anekTponutaHme no anHuam Ethernet.

BbIKNOUNTL 31€KTPONUTAHNE NO INHMUAM Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM peXXnma KoHourypaumm nHtepdenca:

console (config-if) #

Tabnnua 134 —KomaHabl pexknuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

power inline auto

PaspewunTb paboTy npoTtokona PoE-ycTpoiicTs Ha nHTepdeiice u
BKJ/IOYAET NOAavy 3/1EeKTPONUTaHMA Ha UHTepdelic.

power inline never /auto 3anpetutb paboTy nNpoToKona obHapyKeHua POE-ycTpoiCTB Ha
nHTepdeiice n OTKAOYAET NOAAYY SNEKTPONUTAHUA.
power inline priority { critical | 3apatb npuopuTteT nHTepdelica PoE npu ynpasneHum anektponu-
high | low } TaHMeMm.
- critical — ycTaHaBaMBaeT HauBbICWMIA NPUOPUTET SNEKTPONUTa-
Jlow HUA. INeKTpPOoNUTaHWe NOPTOB C TaKMM NpuopuTeTom byaeT npe-

KpallaTbCA B MOCNEAHION ouvepedb NpU Neperpyske cCUCTEMbI
PoOE;

- high — ycTaHaBnMBaeT BbICOKMI MPUOPUTET N1EKTPONUTAHUS;

- low — ycTaHaBAMBaeT HU3KUI NPUOPUTET INEKTPONUTAHMUA.

power inline limit-mode {class

| user-definded wattage}

wattage: (200..31200)
munnmsatt/ class

no power inline limit-mode

Bbl6paTh pexmnm orpaHMYeHUA MOLLHOCTHU.

- class — NMMUT MaKcMmanbHOM NOTpebasemon MOLWHOCTM onpe-
OEeNAeTcA KNaccoM NoAKA04YaeMoro yCTponcTea;

- user-definded — AMMUT maKkcMmanbHoOM NoTpebasemolt MoLHO-
CTW BbICTABNIAETCA BPYYHYHO, € warom 200 mBrT.

BbI6paTh pexunm no ymonyaHuto.

KomaHOowbi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin BuA:

console#
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Tabnunua 135 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OT06pa3nTb COCTOAHNE INEKTPONUTAHUA UHTEPDENCOB, NOAAEPHKMU-
BaOLWMX NUTaHME No AnHun PoE.

show power detail

OT06pasnTb 06wy MHPOPMaLMIO NO COCTOAHMIO POE M coCToAHMIO
MNCTOYHMKA.

show power inline
consumption

OT06pasnTb XapaKTEPUCTUKM NOTPebAeHUA MOLLHOCTM, TOKa WU
HanpsXXeHus.

4.20.3 lMpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro YPOBHA CO34aHHbIN ANA aBTOMaTUYe-
CKOro 06HapyXeHUs NOTEPU ABYXCTOPOHHEN KOMMYHMKALMMN Ha ONTUYECKUX NIMHUAX CBA3M.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BunA 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHburypaumm nHtepdeica:

console (config-if) #

Tabnunuya 136 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIKNIOYEHO

BKAOUMTbL AMArHOCTUKY COCTOAHMUA ONTUYECKUI IUHUIA.

BbIKNOUNTb AMATHOCTUKY COCTOAHUA ONTUYECKUI IUHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIKNIOYEHO

BKNtOUNTL arpeccuBHbIv pexkmm, npu kotopom TLV oTnpasnseTca
B 06OM cyyae, Jaxke eciv OHa He 6bl1a NoAyYeHa OT yaaneH-
HOro ycTpoicTsa.

BbIKNOUMTb arpeccuBHbIN pexxum, npu Kotopom TLV otnpasns-
eTca B 1t06OM c/lyyae, Aaxke ecan oHa He Bblia NoayeHa oT yaa-
NeHHOTO YCTPOWCTBA.

ethernet-oam uni-directional

detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbicTaBUTL TaliMep, MO KOTOpoMy ByAeT NPoMCcXoAnTb onpeaene-
HMe TeKYLLLero COCTOAHMA NINHKa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

detection action

noethernet-oamuni-directional

-/log

BbibpaTtb perkmum paboTbl npoTokona UDLD.

-errdisable — nepegava Tpaduka 6AOKMpYyeTCA NpU OTCYTCTBUM
npvema BOAHOM M3 HanpaB/ieHWU B KaHane;

-log — coobuwieHne 0 610KMPOBKE NOABNSETCA B }KypHase.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHOwbi pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

115




HELTEX

Tabnunua 137 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue

Aelicmeue
1o ymon4yaHuio

show port ethernet-oam uni-
directional detection

OTO6pa3l4Tb COCTOAHME ONTUYECKOTO JINHKA.

4.20.4 [lJuaecHOCMUKa onmu4ecKko20 mpaHcusepa

(DYHKLI,MFI ANArHoOCTUKMN nNo3BOJSIAET OUEHUTb TeKyuwee COCToAHME ONTUYeCKOro TpaHCuBEpPa U

ONTUYECKOM JINHUM CBA3M.

Bo3morKeH aBTOMATUYECKUIM KOHTPO/Jb COCTOAHMA JIMHUIKA CBA3W. [lna 3TOro KommyTaTop
nepumoamMyeckn onpalivMBaeT MapameTpbl ONTUYECKUX MHTepdeicoB M CpaBHMBAET UX C MOPOTroBbIMU
3HaYeHMAMM, 3aJaHHbIMW NPOU3BOAUTENAMU TPaHcMBepoB. MNpu BbIXxoAe NapameTpoB 3a AOMNYyCTUMble
npeaenbl KOMMyTaTop GopMUPYET NpeaynperKaatolme U aBapuinHble coobLeHuA.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneaytowmin Bua:

console>

Tabnunuya 138 — KomaHAabl AMArHOCTUKM ONTUYECKOro TpaHCcuBepa

KomaHda

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuio

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

OTO6pa3MTb pPe3ynbTaTbl AMArHOCTUKMN ONTUYECKOTO TpaHCHUBeEpPa.

Tabaunuya 139 — MapameTpbl AMAFHOCTUKM ONTUYECKOTo TPpaHCUBEpPa

Mapamemp 3HavyeHue
Temp Temnepatypa TpaHcMBepa.
Voltage HanpskeHne nuTaHMA TpaHcuBepa.
Current OTKNOHEeHne TOKa Ha nepegave.
Output Power BbIxoZHasA MOLLHOCTb Ha nepegade (mBT).
Input Power BxogHan MoLHOCTb Ha Nnpueme (MBT).
LOS MNoTepsa curHana.

3Ha4yeHuA pe3ynbtatoB ANArHOCTUKU:

— N/A-HepocTynHo,

— N/S—He noaaepxusaertcs.

4.21 ®dyHKuuu obecneyeHun 6esonacHocTn

4.21.1 ®PyHKYyuu obecneyeHus 3auumel Nopmos

C uenblo nosbiweHMA 6e30NacHOCTM B KOMMYTaTOpe CyLLEeCTBYeT BO3MOMKHOCTb HacTPOUTb KaKoW-
AMbo nopT TakK, Yytobbl AOCTYN K KOMMYTAaTOpy Yepes 3TOT NOPT NPeAoCTaBAANCA TO/NbKO 3a4aHHbIM
ycTpoicteam. yHKLMA 3aWMUTbI MOPTOB OCHOBaHA Ha onpegeneHnm MAC-agpecos, KOTOPbIM paspeLlaeTca
poctyn. MAC-agpeca moryT 6biTb HaCTPOEHbI BPYYHYHO MAM M3ydeHbl KOMMyTaTopom. locae mnsyyeHua
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HeobxoaMMbIX afpecoB MOpPT cneayeT 3abNOKMPOBATb, 3aWMTUB €ro OT MNOCTYNaeHMA MNaKeToB C
HeunsyyeHHbIMM MAC-aapecamu. Takum obpasom, Koraa 3ab10KMPOBaHHbIN NOPT NosiyvyaeT naket, U MAC-
aZipec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBMU3MPYETCA MEXAaHM3M 3aLLUUTbI, B 3aBUCUMOCTHU OT
KOTOPOro MoryT 6bITb MNPUHATLI Caeaylowme Mepbl: HECAaHKLMOHMPOBAHHbIE NaKeTbl, MNOCTynatowme Ha
3a6/10KMpPOBaHHbIM NOPT, NepecbiiatoTca, oTbpackIBaloTCs, MO0 Ke NOPT, NPUHSABLUMI NAKET, OTKAOYAETCA.
®dyHKumMsa 6esonacHoctn Locked Port no3BonseT COXpPaHWUTb CMMCOK M3ydeHHbix MAC-agpecos B ¢daine
KOHdUrypaummn, Takmm o6pasom, aTOT CMMCOK MOXKHO BOCCTAaHOBUTbL NOC/Ie Nepe3arpysku ycTponcTaa.

/ CywecrsyeT orpaHuMyeHue Ha Konnyectso MAC-aapecoB, KOTOpoe MOKET U3yUnTb NOPT, UC-
NoNb3yoWUi GYHKLUMIO 3aLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet, uHmep-
gelica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumum uHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabanuya 140 — KomaHgb! pexkuma KoHpurypaumum nntepdeiica Ethernet, rpynnel uHTepdelicos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
switchport port-security ena- BkntounTb GyHKLMIO 3aWnTbI Ha MHTepdeiice. baokmpyeT yHK-
ble LMIO M3y4YeHUNs HOBbIX aapecoB ana nHtepdelica. MakeTbl ¢ He-
-/BbIK/IOYEHO M3yyeHHbIMU MAC-aapecamm UCTOYHMKA OTOpacbIBatOTCA.
no switchport port-security en- OTKNOUNTb GYHKLMIO 3aLUMUTbI HAa MHTepdeice.
able
switchport port-security mac- 3a4aTb MaKCMMaNbHOE KOJIMYECTBO afipPecoB, KOTOPOE MOXKET
limit MU3Y4YnTb NOPT.
limit: (0..8192)/1
no switchport port-security YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
mac-limit
switchport port-security mode 3a4aTb peXXnm orpaHnyeHns nsydeHns MAC-agpecos gas HacTpa-
{max-addresses | lock | se- nBaemoro nHTepdeiica.
cure-delete-on-reset | secure- - max-addresses — yganaer Tekywme AUHAMMUYECKM WU3YYeHHble
permanent} afpeca, cBA3aHHble C UHTepdelricom. PaspelleHo U3ydeHne mak-
CUMaNbHOTO KOIMYECTBA aAPecoB Ha NopTy. [NOBTOPHOE n3yyeHue
1 CTapeHune paspeLLeHbl.
- lock — coxpaHseT B daiin Tekywme AMHaMUYECKU U3yYeHHble aj-
peca, cBa3aHHble C MHTepdelrcom u 3anpeLLaer obyyeHme HOBbIM
afipecam U CcTapeHue yxKe U3y4YeHHbIX aLpecos.
- secure-delete-on-reset — yaanaer Tekylme AMHAMUYECKU U3Y-
-/lock YeHHble agpeca, cBA3aHHble ¢ nHTepdelicom. PaspelieHo nsyye-
HME MaKCMMasbHOro KOAMYecTBa afpecoB Ha nopTy. MosTopHoe
M3y4YeHMe 1 CTapeHue 3anpeLeHbl. Aapeca COXpaHATCA 40 nepe-
3arpysku.
- secure-permanent — yzganfet TekyliMe AUHAMUYECKU U3yYeH-
Hble agpeca, cBA3aHHble ¢ UHTepdelicom. PaspelleHo nsyyexHve
MaKCMMaNbHOrO KOANYEeCTBa afpecos Ha nopTy. MNosTopHoe U3y-
YeHWe W cTapeHue 3anpelleHbl. ALpeca COXPaHATCA Npu nepe-
3arpyske.
no switchport port-security YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
mode
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switchport port-security viola- 3apaTb peXnm pearmpoBaHua Npu HapyLweHun 6esonacHocTu.
tion [restrict | protect] -Restrict — B JaHHOM pexunme Npu HapylweHun 6e30nacHoCTN OT-
npasnsetca SNMP-Tpan Ha SYSLOG-cepsep.

-Protect — B AaHHOM peXMMe OMOBELLEHUA O HapylweHuu bes-
-/protect onacHocTM HeT. Bkntoyaetr nepexsaT MAC-agpecoB, KOTopble
OOKHbI 6bITb 0T6pOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MEeYatoTCcA Kak 3absoKMpoBaHHbIe U OTOPACHIBAOTCA B TeYEHUM

aging-time.
no switchport port-security vi- YCTaHOBUTb 3HAYE€HME N0 YMOJIYaHUIO.
olation
switchport port-security Cospartb ctatnyeckyto MAC-3anuce gnsa nopTa.

mac_address:
(aa:aa:aa:aa:aa:aa);
vlan_id: (1..4094)

unicast mac_address vlan
vlan_id

[aHHas KomaHaa He oTobpakaeTca B KOHPUrypaumm. Mpocmor-
peTb cTaTuyeckyto MAC-3anucb MOXHO 4Yepe3 KomaHay show
mac-address-table static unicast.

4.21.2 KoHnmponb npomokosaa DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBol MPOTOKOJ, MNO3BONAKOLWMNI KANEHTY NO
3anpocy nonyyaTb IP-agpec n apyrue Tpebyemble napameTpbl, Heobxoanmble ans paboTol B cetn TCP/IP.

Mpotokon DHCP mokeT ncnonb3oBaThCA 310yMbIWEHHUKAMW A1 COBEPLUEHNA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KaneHTa, 3acTaBnAaa DHCP-cepBep BblgaTb BCe AOCTYMHble aapeca, Tak U CO CTOPOHbI
cepsepa, nyTem ero noamensbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 06ECNeYnTb 3aLLnTy
YCTPOMCTBA OT aTak C Ucnosb3oBaHMem npoTokosa DHCP, anAa yero npumeHsaeTcA GyHKUUA KOHTPOSA
npotokona DHCP — DHCP snooping.

YcTpoiictBo cnocobHo oTcnexuBatb noseneHne DHCP-cepepoB B ceTu, paspelwasa  ux
MCNONb30BaHME TO/IbKO HA «A0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue COOTBETCTBUIA.

Onuwma 82 npoTokosia DHCP (option 82) ncnonbsyetca ans Toro, 4tobbl NnponHdopmmuposats DHCP-
cepBep 0 ToM, OoT Kakoro DHCP-peTpaHcnsTopa (Relay Agent) 1 yepes Kakow ero nopT 6bI/1 NOyYeH 3anpoc.
MNpumeHseTca gns ycTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA, @ TaKXe AN 3aLUnTbI
OT aTak C ucnonb3oBaHMem npoTokosa DHCP. Onuusa 82 npeactaBnseT coboilt AONOSAHUTENbHYIO
UHbOPMaumio (MMs yCTpoicTBa, HoMep nopTa), AobaBnsemyto KOMMYTaTOpPOM, KOTOpblii paboTaeT B
pexknme DHCP Relay areHTa, B Buge DHCP-3anpoca, npuHATOro oT KAaneHTa. Ha ocHoBaHUKM AaHHOM onuuuy,
DHCP-cepBep Bblgensier |IP-agpec (ananasoH IP-agpecoB) u apyrve napameTpbl NMopTy KOmMMyTaTopa.
Monyume Heobxogumble gaHHble oT cepsepa, DHCP Relay areHT BbigenseT IP-agpec KAMEHTY, a TaKXke
nepegaer emy gpyrme Heobxoanmble NapameTpsbl.

Tabnunua 141 — dopmart noseit onumm 82

Mone Mepedaeaemas uHgpopmayusa

Mmsa xocTa ycTpolicTBa.

CTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6aitT — HOMep NopPTa, K KOTOPOMY MOAK/OYEHO YCTPOMCTBO, OTNPaBAAloLLee
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

D
Remote agent | MAC-agpec ycTpoincTBa.

’ | Ana KoppekTHoi paboTtbl ¢pyHKuunM DHCP Snooping Bce ucnonbayembie DHCP-cepBepbl

N DONMHbI BbITb NOAKAIOYEHbI K «A40BEpPEeHHbIM» MopTam KommyTtatopa. Ona aobasneHus
nopTa B CNUCOK «A0BEPEHHbIX» UCNO/Ib3YIOTCA KOMaHAbl port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ana obecneuyeHna 6esonacHocTn Bce
OCTa/sibHble MOPTbI KOMMYTATOpPa A0MKHbI 6bITb KHeA0BEPEHHbIMUY.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 142 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIKOYEHO

Paspewmntb KOMMyTaTOPYy KOHTPOAMPOBaHUE NpoTokona DHCP.

3anpeTnTb KOMMYTATOPY KOHTPO/IMpOBaHUe npoTokoaa DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNtOYEHO

Paspewuntb KOHTpoAnpoBaHue npotokona DHCP B npegenax yka-
3aHHoro VLAN.

3anpeTuTb KOHTpPOAMpoBaHMe npoTtokona DHCP B npegenax yKa-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKAKOYEHO

BkntounTb Bepuoukaumo MAC-agpeca knneHTta u MAC-agpeca mc-
TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «Hef0BEepPEHHbIX» NOPTax.

Bbikntountb Bepupukaumio MAC-agpeca kameHTa u MAC-agpeca
MUCTOYHWKA, NnpuHAToro 8 DHCP-nakeTe Ha «Hea0BepeHHbIX» nop-
Tax.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 143 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OTobpasnTb cooTBeTcTBUA U3 daiina (6asbl) KOHTPOA NPOTOKONA
DHCP.

show ip dhcp snooping global

OTo6pasunTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MoKa3aTb Bce COOTBETCTBUA U3 paitna (ba3bl) KOHTPOIA MPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding

OuncTUTb cooTBeTCcTBUA U3 daitna (6a3bl) KOHTPOAA NPOTOKONA
DHCP.

KomaHObI pexcuma KoHgu2ypauuu

uHmepgelica (QuanazoHa uHmepagelicos) Ethernet, uHmep-

gelica epynnbl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nHtepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 144 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHtepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BkatounTb orpaHuyeHue koamyectsa DHCP-knneHTOB Ha nopTy.

BbIKNtOUMTL OrpaHnyeHme konmdectsa DHCP-kaneHToB Ha
nopTy.

YcTaHOBNEeHHOe orpaHuMyeHne no Koaudectsy DHCP-kaneHTOB 6GyaeT pacnpocTpaHATbeA
TONbKO Ha HOBble 3anucu. PeKomeHAyeTcA nepep, HACTPOMKOWN OrpaHUYEHUA OYUCTUTb
Tabauuy KameHtos DHCP snooping.
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4.21.3 DSLAM Controller Solution (DCS)

C nomouwplo AaHHOW GYHKLUMM HACTPaMBAOTCA 3HAYEHMA WAEHTUPUKATOPOB WHTepdelica u
peTpaHcaaTopa Nnpu KoHourypmuposaHun DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTMdMKaTop MHTepdeiica, C KOTOPOro npuwien 3anpoc, remote-id — naeHTUPUKaTop
peTpaHcaATOpa, C KOTOPOro npuLwen 3anpoc.

KomaHObI pexcuma 2a06ana6HolU KOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobasbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 145 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dcs information option [dhcp |
dhcpv6 | pppoe ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIK/IIOYEHO

BKkntounTb gobasneHue circuit id + remote id gns Bcex onumii (T.e.
dhcp | dhcpvé | pppoe-ia | dhcp-relay), nMbo 3a4aTb KOHKPETHbIN
NPOTOKON ANA BCTaBKM remote-id u circuit-id.

BbikntounTb AobaBneHune remote-id u circuit-id.

dcs agent-circuit-id user-
defined identifier

no dcs agent-circuit-id user-
defined

identifier (1..63)
cumBoioB/WwaboH
%h%i%v

YcTaHoBUTb circuit-id B popmaTte cBO6OAHOM CTPOKM onpeneneH-
HOM nosb3oBaTenem. BO3MOXKHO MCNO/b30BaHMeE WabioHOB.

YCTaHOBUTb 3HAYEHKMe No YMO/THaHUIO.

dcs agent-circuit-id format-
type [identifier-string]
identifier option format
[delimiter] delimiter

HacTpowuTs circuit-id cornacHo pekomeHgauusa TR-101.
NaoeHTndumkatop:

-identifier — nponsBonbHas cTpoka 6e3 wabnoHos..
dopmar:

-pv — Homep nopTta n VLAN;

-Sp — HOMep c/1I0Ta U NopTa;

-svV — Homep cnota u VLAN;

-SpVv — HOMep cnoTa, nopTa u VLAN.

identifier (1..48) Pasp,enmrefti:
-comma - "“";
cumBonoB/dopmar spv, -dot—“";
p.a3p,e}"llflTe}1b std, -hash - “H”;
identifier NULL . “n

-semi-colon — “;”;

-slash-“/”;

-space - “";

-std — “slot:port/vlan”.
dcs agent-circuit-id format- YCTaHOBWTb 3HaYEHME MO YMOIUYAHUIO.
type [identifier-
string identifier ]
[option format ]
[delimiter delimiter ]
dcs agent-circuit-id suboption- YcTaHoBUTbL Ppopmar circuit-id.
type {dhcpv4 | dhcpv6 | dopmatbl:
pppoe-ia | dhcpva-relay} {tr- - tr-101 — gobaBneHue circuit-id B popmaTe cornacHo pekomeHTa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — po6asneHue circuit-id B popmate cBobogHOM

CTPOKM C BO3MOKHOCTbIO MCMO/1b30BaHMA WabaoHOB..

_tr-101 [ononHuTtesibHble NapameTpsbi:

- binary — faHHbI napameTp yKasblBaeT, YTO YNCNOBblE LABAOHDI
byayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapamMeTp yKa3biBaeT, YTO B UAEHTUDU-
KaTop byaeT fnobasneH AONOAHUTENbHbIN NoaTUN (2x 6akTOBbIM
ana DHCPv4 wn PPPoE u 4x 6aitosbii ana DHCPv6), B KoTopom
onpepensetca popmat ctpoku (ASCII - 0x01, HEX-0x00) n ganHHa
naeHtndukartopa.
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no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-
relay}

YCTaHOBUTb 3HaYeHMe no YMON4YaHUIO.

dcs remote-agent-id user-
defined identifer

no dcs remote-agent-id user-
defined

identifer (1..63)
CMMBO/10B/1WabN0H %m

YcTaHOBUTbL remote-id B popmate cBO6OAHOM CTPOKMU onpesenéx-
HOW nonb3oBaTenem. Bo3amoKHO 1cnoab3oBaHue WwabaoHoB.

YCTaHOBWUTb 3HAYEHME NO YMO4YaHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpva-
relay}

-/user-defined

YcTaHOBUTL dopmat remote-id

dopmaTbl:

- user-defined — go6asneHne remote-id B popmate cBobogHOM
CTPOKM C BO3MOKHOCTbIO MCMO/Ib30BaHNA LWAbNOHOB.
[ononHuTenbHble NapameTpbl:

- binary — gaHHbI NapameTp yKasbiBaeT, YTO YNCIOBbIE LABIOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI NapameTp yKasbiBaeT, YTO B UAEHTUPU-
Katop 6ypeTt aobasneH AOMNOAHUTENbHbINM NoATUN (2x 6anToBbLIN
ona DHCPv4 n PPPoE u 4x 6aitToBbii gna DHCPv6), B KoTopom
onpegensaetca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 agnmnHHa
naeHTnduKatopa.

YCTaHOBUTb 3HaAYeHMe No YMOYaHULO.

Tabnuua 146 — WabnoHbl, 4ocTynHble AnA HacTpoikn user-defined naeHTndmkatopos

LWa6noH OnucaHue

%a IP-appec. laHHbIM WabnoH MoxKeT bbiTb NpeobpasosaH B dopmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep VLAN 2: %a2).

%h Mma ycTpoicTea.

%p KopoTkoe ums nopra, Hanpumep gil/0/1.

%P [nuHHOE Ma nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun noprta, Hanpumep gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbIV WwabnoH moxeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctemol B popmate H-H-H-H-H-H-H. JaHHbIl wabaoH moeT 6biTb NnpeobpasosaH B popmaT
HEX.

%u Homep toHuTa. [LaHHbIV WwabaoH moKeT bbiTb NpeobpasosaH B dopmat HEX.

%s Homep cnota. [laHHbIN WabnoH moxeT 6bITb NpeobpasosaH B dopmat HEX.

%i ifindex nopTa. [laHHbIN Waba0H MOXKeT b6bITb NpeobpazoBaH B popmat HEX.

%cC MAC-agpec aboHeHTcKoro yctpoiictea B popmate H-H-H-H-H-H-H. [laHHbIM wabnoH moxkeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NpeHTndmKaTop VLAN. [laHHbIl WwabnoH moxeT bbiTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm nntepdelrica Ethernet:

console (config-if) #

Tabnnua 147 — KomaHgbl pexxuma KoHdpurypaumm nutepdeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
0 yMoA4YaHuo

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
cumBon0B/1WabNoH
%h%i%v

YcTaHOBUTD circuit-id B popmaTe cBOBOAHON CTPOKM Onpenenéx-
HOW nonb3oBaTenem. Bo3amorKHO ncnoab3oBaHue WwabaoHoB..

YCTaHOBUTb 3HAYeHuAa No YMO4YaHUIO.

dcs remote-agent-identifier
remote_id

remote_id: (1..63)
cMmBo108B/WwabnoH %m

YcTaHoBUTbL remote-id B popmate cBO6OAHOM CTPOKM onpesenén-
HOW nosib3oBaTenem. Bo3amoXHO 1cnonb3oBaHue WwabaoHoB..
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| no dcs remote-agent-identifier | YCTaHOBWTb 3HAYeHMe MO YMOYAHUIO.

KomaHOb! pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:
console#

Tabanuya 148 — KomaHgb! pexknma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro
show dcs-port-config fa_port: (0/1..24); OT06pasunTb TEKYLLYIO KOHPUrypaumio naeHTupukaTtopos Remote
[interface fastethernet fa_port gi_port: (0/1..28); ID u Circuit ID ana uHTepoeiicos.
| gigabitethernet gi_port | te_port: (0/1..6)
tengigabitethernet te_port]
show dcs-global-config i OT06pa3unTb rnobanbHyto KoHPUrypauuto naeHTuedukatopa Circuit
ID.

Mpumep Hactpoikn DHCP Snooping Bo VLAN10 c HacTtporkon DCS-onumin Ha uHTepdelice
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

console (config-if
console (config-if
console (config-if

)
) # dcs remote-agent-identifier enable

) # des agent-circuit-identifier "$%v %p Sh"
) # dcs remote-agent-identifier "3M"

Mpumep HacTpoliku DHCP Snooping Bo VLAN1O c HacTpomkoi DCS-onuunii gna Bcex MHTepdencos B
¢dopmate HEX.

console (config)# !

console (config) # interface gigabitethernet 0/10

console (config-if)# port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config)# ip dhcp snooping

console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "$%idv"

console (config)# dcs remote-agent-id user-defined "3M"

console (config)# !

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 0/13

console (config-if)# switchport general allowed vlan add 10 untagged

console (config-if) # switchport general pvid 10
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4.21.4 3awuma IP-adpeca knueHma (IP Source Guard)

®yHKuMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHauveHa gns GunbTpauumn Tpaduka, NPUHATOrO
C uMHTepdeica, Ha OoCHoBaHMKU Tabamubl cooTBeTcTBUIM DHCP snooping u cTaTMyeckux cootseTcTBui IP
Source Guard. Takum obpasom, IP Source Guard nossonseT 6opoTbcs ¢ nogMmeHon IP-aapecoB B NakeTax.

v

HacTpouB u Bkatouns DHCP snooping.

MockonbKy GpyHKUMA KOHTpOAA 3awumTbl IP-agpeca ncnonbayet Tabanubl COOTBETCTBUMA
DHCP snooping, MmeeT CMbIC/1 UICNO/1b30BaTb AaHHYIO PYHKLMUIO, NpeaBapUTe/ibHO

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 149 — KomaHabl pexkuma KoHdurypaumm nntepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKNtOYEHO

Bkntountb  dyHKUMIO 3awmuTbl  IP-uHTepdelica ana
nopta. Nocne BKAOYEeHUA Ha MHTepdece Bce 3anucu B
Tabauue IP Binding yctaHaBnuBatotca B TCAM B Kave-
CTBE pa3spellatoLlero npasuna.

KomaHpga ypanaet 3anmcu m3 TCAM mn OoTKAOYaeT oT-
6pacbiBaHue IP-nakeToB Ha nNopTy.

KomaHObI pexcuma KoHguaypayuu uHmepaetica L2Vian

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-vlan) #

Tabnuua 150 — KomaHapl pexkuma KoHourypaumm nntepderica L2Vian

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKNOYEHO

Bratounte QyHKUMio 3awmtel |IP/IPv6-uHTepdeiica ans
VLAN. Mocne BKAOYEHUA Ha MHTepdece Bce 3anucu B Tab-
nuue IP Binding yctaHasaunsatotca B8 TCAM B KayecTse pas-
peluatolLero npasuna.

KomaHga yaanset 3anncu u3 TCAM u oTKAOYaeT oTopachl-
BaHwue IP/IPv6-naketos 8o VLAN.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 151 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show {ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

OT06pasunTb HacTpoliku IP/IPv6 source Guard Ha nHTepdeiicax.

Show running-config
ipsourceguard

0OT06pa3nTb KoOHPUrypaumo moayns IP source Guard.
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4.21.5 KoHmponb npomokona ARP (ARP Inspection)

dyHKUMA KoHTpons npoTtokona ARP (ARP Inspection) npegHasHayeHa Ansa 3alWmTbl OT aTak C
nucnonb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpadumKa). KoHTponb
npoTokona ARP ocyliecTBnseTca Ha OCHOBE CTaTMYeCKuUx cooTeeTcTBui IP- 1 MAC-agpecoB, 3aaHHbIX ANs
rpynnbl VLAN.

’ ' MopT, ckoHPUryprUpOBaHHbIN «HegoBepeHHbIM» anA ¢yHKumu ARP Inspection, gonkeH
< TaK}Ke 6bITb «HeaoBepeHHbIM» ana yHKuun DHCP snooping nam coorsercteue MAC-agpeca
1 IP-agpeca anA 3TOro NOpTa AONKHO 6bITb CKOHPUIYPMPOBAHO CTaTUUYECKU. MHaue AaHHbIA
nopT He 6yaeT oTBeyaTtb Ha 3anpocbl ARP.

V [Ana HeHapeXXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2n0bas1bHoU KoOHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 152 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
M0 yMOAYAHUIO
ip arp inspection enable BKAOUMTbL KOHTPOb NpoTokona ARP (dyHKumMio ARP Inspection).
-/BbIKIOYEHO
ip arp inspection disable BbIKNHOUYNTL KOHTPOAbL NpoToKoia ARP (pyHKumio ARP Inspection).
ip arp inspection vlan vian_id PaspewunTb NpoBepKy npoTtokona ARP, ocHoBaHHylo Ha 6ase cooT-
vlan_id: (1..4094)/ BeTcTBuii DHCP snooping, B BbiI6paHHoM rpynne VLAN.
no ip arp inspection vlan BbIK/IlO4EHO 3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha H6ase cooTBeT-
vlan_id ctBuii DHCP snooping, B BbibpaHHo rpynne VLAN.
ip arp inspection validate MpepocTaBuTb cneunduyHbie NPOBEPKN O/ KOHTPOAS NMPOTOKONA
{dstmac | dstmac-ipaddr | ARP.
ipaddr |srcmac | srcmac- -srcmac: Ona ARP-3anpocoB M OTBETOB MPOBEPSAETCA COOTBETCTBUE
dstmac | srcmac-dstmac- MAC-agpeca B 3aronoBke Ethernet MAC-agpecy MCTOYHMKA B CO-
ipaddr | srcmac-ipaddr} OepPXUMOM npoTokona ARP.
- -dstmac: Jns ARP-oTBeTOB npoBepseTcs cooTseTcTBMe MAC-agpeca
B 3aronoske Ethernet MAC-agpecy HasHayeHMs B COAEPHKMMOM
npoTtokona ARP.
-ipaddr: Mposepsetca coaepxkmmoe ARP-nakeTa Ha HaMumne HeKop-
peKTHbIX IP-agpecos.
no ip arp inspection validate 3anpetuTb cneunduyHble NPOBEPKM A1 KOHTPOA NpoToKkona ARP.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKM pexxunma EXEC:

console#

Tabnunuya 153 — KomaHabl pexkmma EXEC

KomaHda 3HayeHue/3Ha4yeHue Aeiicmeue
0 yMOAYAHUIO
show ip arp inspection globals i OTO6pPa3nUTb CUCTEMHYIO KOHPUrypauuto GyHKUMKM KoHTponsa ARP
NpoTOKONa.
;:/3‘: iiZ]arp inspection vlan vian_id: (1..4094) OTobpasunTb cnmucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.
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show ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTaTUCTMKY A1A CNeAyloWwmX TUMNOB MNaKeToB, KOoTopble
6111 06paboTaHbl Npu NomoLwm GyHKLMK ARP:

- nepefaHHble naketbl (forwarded);

- noTepAHHbIe NakeTbl (dropped);

- owmnbkKm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

O4YnCTUTb CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKuma MAC Address Notification no3sonseT otcnexmsaTb NOABNEHME U UCHE3HOBEHME aKTUBHOTO
obopygoBaHMA Ha CeTUM NyTemM COXpaHeHuAa uctopumn msydeHna MAC-agpecoB. pn obHapyXKeHUK
M3MEHEHMN B cOCTaBe M3y4vyeHHbIx MAC-afpecoB KOMMYyTaTOp COXpaHsaeT uHbopmauuto B Tabauue wm
n3sewaer o6 3ToM € NOomMoLpb coobuieHuin npotokona SNMP. ®yHKUMA MMeeT HacTpanmBaemble
napameTpbl — rybuHa UCTOPUM O COBLITUAX U MUHUMAJIbHBIN MHTEPBAA OTNPaBKM coobLueHui. Cepauc
MAC Address Notification oTKAHOYEH NO YMONYAHUIO M MOXKET BbITb HAaCTPOEH BbIBOPOYHO ANS OTAENbHbIX

NopTOB KOMMYTaTOPa.

KomaHObI pexcuma 2a06ana6HolU KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme r106anbHON KoHPUrypaumm:

console (config) #

Tabnunua 154 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/ 3Ha4yeHue
Mo yMmon4YaHuo

Aelicmeue

mac-address-table notification
change

no mac-address-table
notification change

-/BbIK/OYEHO

KomaHgza npegHasHayeHa 41 rnobanbHoOro ynpasneHus GyHK-
umnert MAC notification. KomaHga paspeluaeT perucrpaumio co-
6bITMI gobasneHus n yganenna MAC-agpecos 13 Tabauu, Kom-
MyTaTopa ¥ OTNPaBKy YBEAOMIEHUA O COBbITUAX.

Ona pabotbl GyHKLMM HEobXoAMMO AOMNONHUTENBHO paspe-
LaTb reHepaLmio yBeAOMAEHUIN HA UHTepdelicax (CMm. HUXKe).

BbikntounTb pyHKUMo MAC notification rnobanbHo M OTMEHUTL
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcHMManbHbI NPOMENKYTOK BPEMEHW MeKAy OTnpaBKamu
SNMP-yBegomneHunin. Ecan 3HauyeHWe MWHTepBasa BpPEMEHMU
paBHo 0, TO reHepaLma yBeAOMIEHUN N COXpaHeHUe cobbITuin
B MCTOPUIO ByAET OCyLLecTBAATLCA HEMeA/IEHHO MO Mepe BO3-
HUKHOBEHMA COBbLITUIA 06 WM3MEHEeHUM COCTOosHMA Tabauubl
MAC-agpecos. Ecniv 3HayeHuMe nHTepBana Bpemenn 6osbwe 0,
TO YCTPOMCTBO byAeT HaKanIMBaTb CObbITUA 06 MU3MEHEHUMN CO-
cTosiHMA Tabanubl MAC-afpecoB B TeYeHWe 3TOro BpemeHu, a
3aTem OTNpaBAATb yBegomaeHua npotokona SNMP u coxpa-
HATb COObITUA B UCTOPUMN.

BocctaHOBUTL 3HaYeHWe nNo YMON4YaHUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHaa 3afilaeT MaKCMMasibHOe KOIMYecTBo cobbiTuii 06 us-
MEeHEeHUM cocToaHuA Tabauubl MAC-agpecoB, KOTOpoe coxpa-
HseTcsA B UCTOPUK. ECn ycTaHOBAEH pa3mep UCTOPMM PaBHBbIN
0, To cobbITMA He coxpaHstoTcs. Mpu nepenonHeHun bydepa
UCTOPUM HOBOE COBbITME MOMELLAETC Ha MeCcTo CaMoro cTa-
poro.

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

logging events mac-address-
table change

-/BbIK/IIOYEHO

BKtOUNTL OTNPaBKy TPANoB B syslog 0 cobbITUAX U3y4eHUa nam
yoanenns MAC-agpecos.

mac-address-table notification
flapping

-/BKOYEHO

BkntounTb oTcnexunsanme MAC Flapping.
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no mac-address-table
notification flapping

BbIkntountb otcnexkmeaHme MAC Flapping.

logging events mac-address-
table flapping

no logging events mac-
address-table flapping

BkntoumTb normposaHue MAC Flapping.

-/BKAKOYEHO

Bbikntountb nornposarHune MAC Flapping.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabaunuya 155 — KomaHabl pexkmma KoHpurypauum nHtepdeiica Ethernet

3HayeHue/3HayeHue no

no snmp-server enable traps
errdisable { storm-

control | loopback-
detection|udid}

KomaHoa Aelicmeue
YMOMYAHUIO
snmp-server enable traps BKAOUMTL reHepauuio yBegomaeHuit npu 6aoKupoBke
errdisable { storm- nopTa no cobbITUAM:
control|loopback-detection| - loopback-detection — 06Hapy:xeHune netenn;
udid} - udld — akTBauus sawmTtsbl UDLD;
- storm-control — WYpoKoBeLlaTebHbIN WTOPM.
-/BKAOYEHO

OTKNOYUTL reHepaL Mo yBeA0MIEHUI HA MHTepdeice.

snmp trap mac-address-
notification change [learnt |
removed]

no snmp trap mac-notification
change [learnt | removed]

-/BbIK/IIOYEHO

BKNOUNTL reHepaLmio yBeAOMIEHUIN Ha KaKAOM MHTep-
deiice o0 cobbITUAX U3MeHeHUA cocTossHMA MAC-agpecos.

- learnt — yBegomneHnus o6 nsyyeHum MAC-agpecos;

- removed — yBegomneHus o6 yganeHun MAC-agpecos.

OTKNOYUTL reHepaLmio yBeAOM/IEHUI HA HTepdeiice.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 156 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

show mac-address-table
notification change history

OTob6parkeHne Bcex yBeAOMAEHWI 06 USMEHEHUW COCTOA-
H1A MAC-agpecoB, COXpaHEHHbIX B UICTOPUN.

show snmp-server traps

MpocmoTp cobbITUIA, NPY KOTOPBIX FeHepUpPYyTCA Tpanbl.

4.21.7 lMposepKa nodaAUHHOCMU KAueHmd Ha ocHose nopma (cmardapm 802.1x)

AyTeHTUdMKauma Ha

OCHOBe

CTaHAapTa

802.1x

obecnevunBaet npoBepKy NOA/IMHHOCTU

nosb3oBaTeNein KOMMYTaTOpPa Yepes BHELIHUI CepBep Ha OCHOBE NOPTa, K KOTOPOMY NOAKAOYEH KANEHT.
Tonbko ayTeHTUPUUMPOBAHHbIE M aBTOPM3OBaHHbIE MO/b30BATEIM CMOTYT Nepenasatb M MPUHUMATb
AaHHble. NMpoBepKa NOAAMHHOCTU NOAb30BaTeIe NOPTOB BbiNo/HAETCA cepBepom RADIUS nocpeacrsom
npoTokona EAP (Extensible Authentication Protocol).

126 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLumm:

console (config) #

Tabnnua 157 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

shutdown dotlx

Bkntounts moaynb dotlx.

-/BKAIOYEHO
no shutdown dotlx

BbikntounTb Mmoaynb dotlx.

dotlx system-auth-control

BK/IIOUNTL pexknm ayTeHTUudUKaumm 802.1x Ha KoMmyTaTope.

no dotlx system-auth- -/BbIKOYEHO

control

BbIKNOUNTL pexknm ayTeHTudUKaumm 802.1x Ha KommyTaTope.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnuua 158 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
dotlx host-mode {multi-host PaspewunTb HanMuMe HECKONIbKUX KIMEHTOB Ha aBTOPU3MPOBaH-
multi-session . Hom nopTy dotlx:
I } -/multi-host Ty

-multi-host — HeckonbKo KANEHTOB;
-multi-session — HeCKONbKO ceccuit.

dotlx max-req number

number: (1..10)/2

no dotlx max-req

YCTaHOBUTb MaKCMMasIbHOE YMC/I0 MOMbITOK Nepesaym 3anpo-
coB npoTokona EAP-KMeHTy nepes HOBbIM 3aMyCcKoM npouecca
NPoBEpPKM MOAANHHOCTK.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

-/force-authorized

no dotlx port-control

HactpouTb ayteHTMdUKaumio 802.1X Ha nHTepdeiice.
PaspewunTb py4yHOI KOHTPO/b 338 COCTOAHMEM aBTOPM3aALUMU
nopra.

- auto — ncnonb3osaTb 802.1X AN1A U3MEHEHWUA COCTOAHUA KAun-
€HTa MeXAy aBTOPU30BAHHbIM U HEABTOPM30BAHHbIM;

- force-authorized — BbikntouaTh ayTeHTUdUKaumio 802.1X Ha
uHTepodelice. Mepexos nopTta B aBTOPU30BaAHHOE COCTOAHME He3
ayTeHTUdUKaLMK;

- force-unauthorized — nepesopg nopTa B HeaBTOPM30BaHHOE
cocTosHUe. UrHOpMpYyHOTCA BCE NONbITKM ayTeHTUUKALMKN KAK-
€HTa, KOMMYTaTOp He NpeAoCTaBAAET CepBUC ayTeHTUdUKaLMK
ANA 3TOro nopra.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

dotlx reauth-max number
number: (1..10)/2

no dotlx reauth-max

3a4aTb MaKCMManbHOe KOIMYECTBO NOMbITOK aBTOPU3auunun ana
KNneHTa.

YCTaHOBUTbL 3HaYeHue no YMOANYaHULO.

dotlx reauthentication
-/BbIK/IOYEHO

no dotlx reauthentication

BKIOYNTL NEPUOSMYECKME NOBTOPHbIE MPOBEPKMU
NoA/IMHHOCTU (NepeayTeHTUdUKaALMIO) KANeHTa.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

dotlx timeout quiet-period
sec

sec: (0..65535)/60

no dotlx timeout quiet-
period

YCTaHOBWUTb NEpuoz, B TeUEHME KOTOPOro KOMMYTATOP OCTaeTcs
B COCTOSAHUM MONIYAHUA NOC/e HeyAauYHOW NPOBEPKU NOA/MNH-
HOCTW.

B TeyeHue Nepuoaa MONYAHUA KOMMYTATOP HE MPUHUMAET U
He MHULMMPYET HUKAKMX ayTEHTUGUKALMOHHBIX COOBLLEHWIA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3aTb MPOMEKYTOK BPEMEHM, MO UCTEYEHNN KOTOPOTO KOM-
MyTaTop NonpobyeT peayTeEHTUPULMPOBATL KANEHTA.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBUTb Neproa, B TeYEHME KOTOPOro KOMMYTATOP OXKMU-
[aeT oTBeTa OT cepBepa ayTeHTUdUKaLMK.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBUTbL NEpPUOA MeXAy NOBTOPHbIMUM NepeAadyamu 3anpo-
coB NpoTokona EAP-KnneHTy.

YCTaHOBWUTb 3HAYeHMUE NO YMOI4aHUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3aTb MPOMEXXYTOK BPEMEHMU, B TEYEHNE KOTOPOro KOMMyTa-
Top oxuaaet oreeta Ha EAP-3anpoc/Kaap naeHTMouKaumm ot
KANEHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabanuya 159— KomaHab! perkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
interface [fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

OcywecTBNATb BPYYHYKO MOBTOPHYIO MPOBEPKY MNOAAMHHOCTU
YKa3aHHOro nopTa B KOMaHAe.

show dot1x

Moka3saTb KoHdUrypaumio dotlx.

show dot1x all

Moka3saTb KoHdUrypauuio dotlx ans Bcex MHTepdencos.

show dotlx interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

Moka3aTb HacTpolikK npoTokona 802.1x Ha uHTepdelice.

show dot1x mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MoKasaTb napameTpbl ceccun dotlx No Bcem mac-agpecam uam
Nno KOHKpPeTHOMYy mac-agpecy.

show dot1x mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MoKasaTb NapameTpbl ceccum dotlx No NOPTam UAKN NO KOHKPeT-
HOMy mac-agpecy.

show dot1x statistics interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
te_port: (0/1..6)

Moka3aTb cTaTUCTUKY 06MeHa nakeTamu dotlx Ha uHTepdelice.

Mpumep BKAKOYEHUA PeXKMMA ayTeHTUPUKaumm 802.1x Ha KOMMYyTaTOpE:

Ncnonb3osaTte RADIUS-cepBep g8 NpoOBEPKMN NOAJNHHOCTU KANEHTOB Ha MHTepdeincax IEEE 802.1X. Ons 8
nHTepdelica Ethernet ncnonbsosatb pexum aytreHTUdMKaumm 802.1x.

console# configure terminal
console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto
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4.22 ®dyHKkumu DHCP Relay nocpeaHuka

KommyTatopbl nogaepxusatot ¢pyHkumm DHCP Relay areHTa. 3agaveit DHCP Relay areHTa saBnsetcs
nepeaava DHCP-nakeToB OT KAMEHTa K cepBepy U obpaTHo B cnyyae, ecnm DHCP-cepBep HaxoauTCs B 0AHOM
CetTn, a KAWeHT B apyroi. [pyron ¢yHKuMen asnserca gobasneHue A0NOAHUTENbHbIX onuuin B DHCP-
3anpocbl KANEeHTa (Hanpumep, onuun 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTOpe: KOMMYTAaTOpP NPUHMMAET OT KaneHTa DHCP-
3anpochbl, NepenaeT 3TM 3anpockl CEPBEPY OT UMEHU KMeHTa (0CTaBnAA B 3anpoce onuuu ¢ Tpedbyembimu
KAMEHTOM MapamMeTpamMm W, B 3aBUCUMOCTM OT KOHPUrypaumm, nobasnssa ceoun onuuu). Monyums oTeeT OT
cepBepa, KommyTaTop nepenaeT ero KameHTy. CoBmectHasn pabota dhcp relay n dhcp snooping B Tekywei
BEPCUWN HEBO3MOXKHA.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnunua 157 — KomaHab! pexkuma rnobanbHoMn KoHduUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
Mo ymMoa4YaHuto
service dhcp-relay BKkatounTb PpyHKUMo DHCP Relay areHTa Ha KommyTaTope.
- -/BbIKNOYEHO
no service dhcp-relay Bbikntountb pyHKuMio DHCP Relay areHTa Ha KommyTaTope.
ip dhcp server ip_add 3apatb IP-agpec aoctynHoro DHCP-cepsepa ana DHCP Relay
MosKeT 6bITb 334aHO areHTa.
no ip dhcp server ip_add A0 NATU cepsepoB Ypanutb IP-agpec us cnucka DHCP-cepsepoBs gaa DHCP Relay

areHTa.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 158 — KomaHab! pexkuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuo

show ip dhcp relay information
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port | vlan |
vlan}

OT06pasnTb KoHoUrypaumio HactpoeHHoW ¢yHKkuum DHCP Relay
areHTa AN KOMMyTaTopa M OTAENbHO A1A MHTepPdeincos, a TakKe
CMWCOK AOCTYMHbIX CEPBEPOB.

fa_port: (0/1..24);

gi_port: (0/1..28);

te_port: (0/1..6);
vlan: (1..4094)

show dhcp server - OT06pPa3nTb CNUCOK AOCTYMNHbIX CEPBEPOB.

4.23 KoHdurypauma PPPoE Intermediate Agent

®yHKuua PPPOE IA peanvsoBaHa B COOTBETCTBMMU C TpeboBaHMAMMU AoKymeHTa DSL Forum TR-101 u
npefHasHavyeHa 411 UCNOb30BAaHMA Ha KOMMYTATopax, paboTatoLwmx Ha ypoBHe AoCTyna.

dyHKUMA No3BONAET A40NOAHATL NakeTbl PPPOE Discovery nuHpopmauueir, xapaktepumsytowei nHtep-
deinc poctyna. 3to HeobxoaMmo ANA MAeHTUGMKaUMKM NoAb30BaTENbCKOrO MHTepdelica Ha cepBepe A0-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n obpabotkoit naketos PPPoE
Active Discovery ocylecTtsnserca rnobanbHO ANA BCEro yCTPOMCTBA M BbIDOPOYHO A1A KaxKAOro MHTEp-
deica.
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Peanunsauma ¢yHKumnmn PPPOE IA npegocTaBnseT AONOJHUTE/IbHbIE BOSMOXKHOCTN KOHTPO/IA coobue-
HUMI NPOTOKONA NYTEM Ha3HAYEHUA AOBEPEHHbIX MHTEpdElicoB.

KomaHObI pexcuma 2n106as1bHOU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma rnobanbHOM KoOHGUrypaumm:

console (config) #

Tabanua 159 — KomaHgb! pexnuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

shutdown pppoe
intermediate-agent

no shutdown pppoe
intermediate-agent

-/BKNOYEHO

OTKAUNTL paboTy moayns pppoe intermediate-agent Ha
yCTpoOWCTBE.
[aHHaa KomaHAa oTKAO4aeT paboTy moayns pppoe
.’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yAaneHunem Bcex
HacTpoek 6a0ka PPPoE IA.

BkAtounTb paboTy moayns pppoe intermediate-agent Ha
yCTpOWCTBE.

pppoe-ia snooping

no pppoe-ia snooping

-/BbIKNOYEHO

Ino6anbHO BKNOUMTL KOHTPOAb GyHKLMK PPPOE IA.

BbIkntounTb KOHTPOAL GyHKLMK PPPOE IA.

pppoe-ia snooping session

3agaTtb TalmayT gns paboTbl GyHKUMKM PPPOE IA.

timeout range

- . - range: (0..600)/300
pppoe-ia snooping session

timeout 0

OTKNOUNTL TalMayT Ana paboTbl GyHKLMK PPPOE IA.

pppoe passthrough BkatoueHne KomaHAabl 3actasnaeT PPPoE-nakeTbl npoxoanTb yepes
KOMMYTaTOp KaK HeuM3BecCTHbIN L2-Tpaduk, n aenaet ux "HeBuau-

mbimun" ana IP ACL.

-/BbIKNOYEHO
no pppoe passthrough BKAOYMTb MapCUMHT MHKaNcyMpoBaHHbIX B PPPOE-nakeTax L3-3aro-
noBKOB, npasuna IP ACL HaunHatoT paboTaTb A5 MHKAMNCY/IMPOBaH-

HbIX MAaKeTOoB.

DOna koppekTHoii pabotbl pyHKUMM PPPOE Intermediate Agent Bce ucnonbayemoie PPPoE-cep-
Bepa A0/MKHbI 6bITb NOAK/IOUYEHDI K «A,0BEPEHHbIM» MOPTaM KOoMmmyTaTopa. Ana aobasneHus
nopTa B CMUCOK «A0BEPEHHDbIX» UCMOJb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexXume KoHdurypauum uHtepdeiica. Ona obecneyeHna 6e3onacHOCTU Bce
OCTa/IbHble NOPTbl KOMMYTATOPA A,0/3KHbI 6bITb «HeA0BEePEeHHbIMUY.

.‘

KomaHabl pexkuma KoHourypaumm VLAN (amanasoH VLAN’oB)

console# configure terminal
console (config)# vlanl,3,7
console (config-vlan-range) #

Tabnnua 160 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

pppoe-ia snooping BkntounTb KOHTpOb PyHKUMKM PPPOE |A B npeaenax ykaszaHHOro

-/BbIKNIOYEHO VLAN.

Mpumep HacTpoiikn PPPoE IA B VLAN1O c HacTpoWkoit DCS-onumii Ha nHTepdeince
Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #dcs information option enable
console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping
console (config-vlan) #exit
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console (config) finterface gigabitethernet 0/13

console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "$v %p 8Sh"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #fexit

console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink

console (config-if) fexit

4.24 KoHdurypauma ACL (cnucku KoHTpona goctyna)

ACL (Access Control List — cnuncok KoHTpona goctyna) — Tabauua, KoTopas onpeaenaeTt npasunia
dnNbTpaLMM BXOAALLENO M UCXoaalero Tpaduka Ha OCHOBaHWUWM NepefaBaeMblX B MakeTax NPOTOKO/OB,
TCP/UDP noprTos, IP-agpecos nan MAC-aapecos.

Ha aaHHbIN MomeHT peanm3auma ACL TakoBa: Kaxabin ACL cogepKuT TobKo 1 npaBuno. HeckonbKo
ACL MO*KHO npuBA3aTb K ogHOMY MHTepdeiicy. Mopaaok oTpaboTKM NpaBua onpeaenaeTcs no NnpUopUTeTy

npasuna, ykasaHHomy B ACL, npu paBeHcTBe npunoputetos — no Homepy ACL.

ACL aBTOMaTUYECKN CHUMAETCA C MHTepdelica Npu N3SMEHEHMM B HEM NpaBua.

KomaHapl Ana co3gaHua M pefaktuposBaHua cnuckoB ACL gocTynHbl B pexume rnobanbHol

KOHbUrypaumu.

KomaHObI pexcuma 2a06anab6Hol KOHpuU2ypayuu

KomaHaHan cTpoka B perkume rnobanbHoi KoHGUrypauumn nmeet Bua;

console

(config) #

Tabnuua 161 — Komanap! ana co3gaHuna n KoHdurypaumm cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-list standart
access_list_num

no ip access-list standart
access_list_num

access_list_num:
(1..1000)

Co3aaTb CTaHAAPTHbLIV cnncok ACL.

Y8anuTb CTaHAAPTHbIN cnncok ACL.

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list extended
access_list_num

no ipv6 access-list extended
access_list

access_list_num:
(1001..65535)

Co34aTb HOBbIM paclwmMpeHHbIn cnncok ACL ans agpecaunm IPva n
BOMTM B PEXUM ero KoHdurypauum (ecnm cnucok ¢ AaHHbIM nme-
HeM elle He co34aH), 1Mbo BOMTM B pexMm KoHdUrypauumn paHee
CO34aHHOrO CMM1CKa.

Y8anuTb paclumpeHHsblit cnncok ACL ans agpecauuu IPva.,

Co3paTtb HOBbIV paclwmpeHHbIn cnncok ACL ana agpecauum IPvé m
BOMTU B PEXUM ero KoHdurypauum (ecnm cnncok ¢ AaHHbIM nme-
HeM elle He co34aH), IM60 BOMTM B peMm KOoHdUrypauumn paHee
CO34aHHOrO CMM1CKa.

Yaanutb pacwmpeHHbin cnucok ACL ana agpecaumm IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3patb HoBbIV cnvcoK ACL Ha 6a3e MAC-aapecaumm u BOUTU B pe-
MM ero KoHdUrypauum (ecam cnucok ¢ AaHHbIM UMEHEM elle He
co34aH), MMbB0o BOWMTU B PEKMM KOHPUrypaLmm paHee co3gaHHOro
CMUCKa.

Yaanutb cnucok ACL Ha 6a3e MAC-agpecaumu.
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user-defined offset offset_id { HacTpouTb cmelleHre B 6aitTax OTHOCMTENbHO BbIOpaHHOW CTapTo-
12 | ethtype | I3 | 14 } value BOM NO3MLMKN. 3HaYEHMe K MacKa, ucnosibdyemble Ana GunbTpalmu,
334at0TcA Yepes napameTtpbl ACL-npasua.

offset_id: (1..4); - 12 — Hauano naketa (Destination MAC address);

value: (0..255) - ethtype — Ethertype (cambiit BHyTpeHHUI, Npy Hanuumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aron0BoK.

no user-defined offset Y4anutb CMeLLleHMe OTHOCUTENIbHO BbIGPAHHOW CTapTOBOW MO3W-
offset_id unu.

Ona Toro 4ytobbl aKTMBM3MpoBaTb cnmncok ACL, HeobxogMmo cBA3aTb ero c WHTepdeiicom.
NHTepdelicom, NCNONb3YIOLWMUM CMIMCOK, MOXKET bbITb Nb60 MHTepdeic Ethernet, anbo rpynna noptos. Ha
AaHHbIA MOMEHT NOAEPXKMBAETCA TONbKO BXOAALLEe Hanpas/eHne Ha uHTepdelicax (in).

KomaHObI pexcuma KoHguaypauuu uHmepdagelica Ethernet, VLAN

KomaHgHasA cTpoKa B pexmme KoHoUrypaumm nHtepoeica Ethernet nmeer sua:
console (config-if) #
KomaHaHana cTpoKa B pexume KoHpurypaumnm nntepdeiica VLAN nmeet Bua;

console (config-vlan) #

Tabnunuya 162 — KomaHaa HasHauyeHus cnucka ACL-mHTepdeicy.

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymosn4YaHuro

ip access-group B HacTpoikax onpeaenéHHoro pusmyeckoro nHTepdeinca KomaHaa
access_list_num in access list num: NPWBA3bIBAET YKa3aHHbIN CUCOK K AaHHOMY MHTepdelicy.
no ip access-group (1..65535) Y[anuTe CNUCOK ¢ MHTepdeiica.
access_list_num in
mac access-group B HacTpoiKax onpenenéHHoro GpmM3nMyeckoro nHTepdenca KomaHaa
access_list_num in access_list_num: NPUBA3bIBAET YKa3aHHbIN Mac-CN1COK K JaHHOMY UHTepdelicy.
no mac access-group (1..65535) YpanuTb CNUCOK C HTepdeiica.
access_list_num in

KomaHObi pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC umeeT Bua;:
console#

Tabnunua 163 — KomaHabl Ans npocmoTpa cnnuckos ACL

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4YaHuro
show access-lists access_list_num: (1- Moka3saTtb cnuckn ACL, co3gaHHble Ha KOMMyTaTope.
[access_list_num] 65535) cumBona
show running-config acl - MokasaTtb 610K KomaHa ACL B KOHOUTYpaLMK YCTPOICTBA.

4.24.1 Kongpucypayusa ACL Ha 6a3e IPv4

B gaHHOM pa3sgene npuBeAeHbl 3HAaYEHMA U OMMCAHMA OCHOBHbIX NAPAaMeTpPoB, UCNO/b3yeMbIX B
COCTaBe KOMaHZA, HacTpolikmn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHune n BXO4 B PEXUM
penaktuposaHua cnuckos ACL, oCHOBaHHbIX Ha aapecauun IPv4, ocywecTtBnAaeTcA No KomaHje: ip
access-list {extended | standart} access-Iist num.
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Tabnnua 164 — KomaHabl, Ucnonb3yemble ana HacTpolikn ACL-cnnckos Ha ocHoBe IP-aapecaunn

KomaHoa

Aelicmeue

permit protocol {any | source host } {any | destination }
[parametr]

[o6aBuTb paspeluatolyyio 3anuce GpUAbTPaALUK OAA MPOTOKONA.
MakeTbl, OTBEYaloLMe yCA0BMAM 3anucu, byayT obpabaTtbiBaTben
KOMMYTaTopoM.

permit ip {any | source host } {any | destination }
[parametr]

[o6aBuTb paspeluatolLyto 3anmch GuUabTpaLmMmM Ana NpoTokona IP.
MakeTbl, OTBEYaloLMe yCA0BMAM 3anucu, byayT obpabaTtbiBaTben
KOMMYTaTopoM.

permit icmp {any | source host } {any | destination }
[parametr]

[o6aBuTb paspewatolyto 3anucb GUALTPALUKU ANA NPOTOKONA
ICMP. MNaKeTbl, 0OTBEYatOWME YCAOBMAM 3anucK, byayT obpabatbi-
BaTbCA KOMMYTaTOPOM.

permit tcp {any | source host } {any | destination }
[parametr]

[o6aBuTb paspelatolyto 3anucb GUALTPALMKU ANA NPOTOKONA
TCP. NaKeTbl, OTBeYatoLWMe yCNoBUAM 3anucu, byayT obpabatbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source host } {any | destination }
[parametr]

[Jo6aBuTb paspelsarolyo 3anuce GUAbTPaUMKM A1A NPOTOKoNa
UDP. MNakeTbl, oTBEYAtOWME YCNOBMAM 3anucK, byayt obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

deny protocol {any | source host } {any | destination }
[parametr]

[Job6asuTb 3anpewatowyto 3anuce GUAbTPaLMM ANA NPOTOKONa.
MaKeTbl, OTBEYAIOLLME YCIOBUAM 3anucy, byayT 610KMpoBaTbCA
KOMMYTaTOpPOM.

deny ip {any | source host } {any | destination }
[parametr]

[Jo6aBnTb 3anpeLuatoLLyto 3anmMcb GuabTpauumn ana npotokona IP.
MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucu, byayT 6J10KMpPOBaTLCA
KOMMYTaToOpPOM.

deny icmp {any | source host } {any | destination }
[parametr]

[Job6aBuTb 3anpeluatollyto 3anuce GUAbTPaALMKM ANA NPOTOKONA
ICMP. MaKeTbl, oTBEYAOWME YCAOBUAM 3anucK, 6yayT 610Kupo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any | source host } {any | destination }
[parametr]

[Job6aBuTb 3anpeluatollyto 3anuce GUAbTPaALMM ANA NPOTOKONA
TCP. MNaKeTbl, oTBEYatOWMe yCAOBUAM 3anucu, byayt 610Kkupo-
BaTbCA KOMMYTaTOPOM.

deny udp {any | source host } {any | destination }
[parametr]

[Job6asuTb 3anpeluatollyto 3anuce GUAbTPaALMM ANA NPOTOKONA
UDP. MNakeTbl, oTBEYatowWwme ycaosuam sanucu, byayt 61okupo-
BaTbCA KOMMYTaTOPOM.

Tabauua 165 — OCHOBHblE NapaMeTpbl, UCNOJb3yemble B KOMaHAAX

Mapamemp 3HauyeHue Aelicmeue
permit [Oelicteue ‘paspewnts’ Co3aaTb paspelatolee npasmno ¢puabTpaumm B cnvcke ACL.
deny [ewncTteue ‘3anpetuts’ Co3patb 3anpeuatouiee npasuao ¢punbtpaymm B cnmcke ACL.
protocol Mone npegHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-
KOJ10B), Ha OCHOBE KOTOPOro byAeT ocylecTBaseTca GuabTpaums.
MpoTokon Mpw BbIGOpE NPOTOKO/1Ia BO3MOXHbI CeaytoLme BapuaHTbl: icmp,
ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,anbo uncnosoe 3HayeHne
npoToKona, B AnManasoHe (0 — 255).
[na cooTBeTCTBMA NT06OMY NPOTOKONY UCMNOb3YyeTcA 3HaYeHue IP.
source Appec UCTOYHMKA Onpepgenset IP-agpec UCTOYHMKA NakeTa.

source_mask

Macka aapeca UCTOYHUKa

Macka, npumeHaemasa K IP-agpecy uctouyHuka naketa. Macka
onpepenset 6utbl IP-agpeca, KOTopble HEOHXOAMMO WUIHOPUPO-
BaTb. B 3HauUeHWA urHopupyembix 6UTOB AOMKHbI ObITb 3anncaHbl
eauHuubl. Hanpumep, ncnonb3ya macky, MOXKHO onpeaenvTb ans
npasuna ¢unbTpaymm IP-cetb. YT06bI 406aBUTL B NPaBUIO GpUb-
Tpauum IP-ceTb 195.165.0.0, He0bX0AMMO 334aTb 3HAYEHNE MACKM
/16, TO ecTb cOrnacHo AaHHOW macke nocneaHue 16 6ut IP-agpeca
6yayT UrHOPMpPOBaTbLCA.

destination Aapec HasHavyeHuA

Onpepgenset IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka afpeca Ha3Ha4YeHunA

Bbutosaa macka, npumeHaemas K IP-agpecy HasHayeHMA nakerta.
Macka onpegenset 6uthl IP-agpeca, KoTopble He06X04MMO UTHO-
pvpoBaTb. B 3HaYeHUA UTHOPUpPYEMbIX BUTOB A0MKHbI ObITb 3aMnu-
CaHbl eAuHMUbl. Macka MWCNoNb3yeTcA aHaJorMYyHO  Macke
source_mask.

vlan NpeHTndumkatop VLAN

Onpegenset VLAN, ana KoToporo byaet npuMeHATLCSA NPaBuIo.

dscp Mone DSCP B 3aronoske L3

Onpepensnet 3HayeHne DSCP-nonsa diffserv. BosamorkHble Koabl co-
o06uweHuit nons dscp: (0 —63).
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Mpuoputer IP OnpeaenseT npuoputeT IP-TpaduKa: (0-7).
icmp_type Tun coobuweHuii npotokona ICMP, ncnonb3yembii gns GuabTpa-
- umm ICMP-nakeToBs. Yicnosoe 3HayeHue TMna cooblueHus, B Ana-
nasoHe (0 — 255).
icmp_code Kop, coobuieHunit npotokona ICMP, ucnonbsyemoit ana dunbrpa-
P- Kog, coobuieHus npoTtokona A w P y A ¢u P
umm  ICMP-nakeToB. Bo3moKHble Kogbl cooblieHMIA nons
ICMP .
icmp_code: (0 — 255).
destination_port UDP/TCP-nopT Ha3HayeHusa | Bo3moskHble 3HaveHua nona TCP/UDP-noprTa: eq, gt, host, It,range.
source_port UDP/TCP-nopT MCTOYHMKA
priority MNHAeKc 3aaeT NoNoKeHWe NpaBuaa B CNUCKE U €ro NpUopuTeT.
MpuopuTeT 3anucu Yem MeHblle MHAEKC — TeM npuopuTeTHee npasuao. [manasoH
O0NYCTUMBbIX 3HaYeHuk (1..255).
optional parametr OnuMOHaNbHblE NMapamMeTpbl NPU KOHOUIYPUPOBAHMU CNINCKA A0-
cTyna:
- tos — ¢unbTpayma no banty ToS;
- user-defined — ¢unbTpaumsa no User-defined bytes;
OnuuoHanbHbIN NapameTp | - sub-action — gononHUTeNbHOE AeNCTBUE HAZ TPadUKoM.
JocTynHble gononHuTensHble gericteua — modify-vlan (u3meHe-
Hue VLAN) u nested-vlan (ao6aBneHne AonosHUTENbHOro Tera
VLAN).
/’ B ctaHgapTHbIX ip ACL BO3MOXKHa PpuUnbTpaLmua TONbKO No npedpuKcam, B pacumpeHHbix ACL
— N0 A0NONHUTE/IbHBIM NapameTpam.

Mocne Toro, Kak nto6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
V HUTCA npaBuao implicit deny any any.

4.24.2 KoHnepuzypayusa ACL Ha 6a3e IPv6

B naHHOM pa3gene npuBedeHbl 3HaYE€HUA U OMMCaHUA OCHOBHbIX MapamMeTpPoB, UCMO/b3yeMbIX B
cocTaBe KOMaHA, HacTpoiku cnnckos ACL, ocHOBaHHbIX Ha agpecaunmn IPveb.

Co3spmaHue M BXO4 B pexum peaaktnpoBaHma cnmckoB ACL, OCHOBaAHHbIX Ha aapecaumn [Pv6,
OCYLLECTB/IAETCA NO KOMaHAe: ipvé access-list extended apvé access-list.

Tabnnua 166 — KomaHabl, ncnosb3syemble ana Hactpolikn ACL-cnnckos Ha ocHoBe IP-agpecaumm

KomaHda Aeilicmeue

permit protocol {any|source host} {any| destination} [o6aBuTb paspellatolyto 3anmcb GUAbLTPALMK ANA NPOTOKONa.

[parametr] MakeTbl, OTBEYAtOLWME YCAOBUAM 3anucK, byayT obpabaTbiBaTbes
KOMMYTaTOpPOM.

permit ipv6 {any|source host} {any|destination} [o6aBuTb paspelwatowyto 3anucb GUAbBTPALUKU JAa NPOTOKOAA

[parametr] IPv6. MaKeTbl, oTBEYalOWME yCA0BMAM 3anucu, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit icmp {any|source host} {any|destination} [o6aBuTb paspewwatowyto 3anucb GUAbBTPALUKM OAa NPOTOKONA

[parametr] ICMP. MNaKeTbl, oTBEYalOWMe YCAOBUAM 3anmcK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit tcp {any|source host} {any|destination} [o6aBuTb paspewwatowyto 3anucb GUAbLTPALUKU gAa NPOTOKOAA

[parametr] TCP. NaKeTbl, OTBeYaloOLMe YCNOBUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any|source host} {any| destination} [o6aBuTb paspewwatowyto 3anucb GUAbLTPALUKU JAa NPOTOKOAA

[parametr] UDP. MakeTbl, oTBEYatowwme ycioBMAM 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

deny protocol l{any|source host} {any|destination} [o6asuTb 3anpewatolyto 3anmuce GUALTPALMM ONa NPOTOKONA.

[parametr] MakeTbl, OTBEYAlOWME YCAOBUAM 3anucK, byayT 6aoKMpoBaTbea
KOMMYTaTOpOM.

deny ipv6 {any|source host} {any|destination} [o6aBuTb 3anpelsaowyro 3anucb GuUAbTPaLUMKM Ans NpoToKona

[parametr] IPv6. MaKeTbl, oTBeYatowme ycnosusam 3anucu, byayt 610KMpo-
BaTbCA KOMMYTaTOPOM.
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[parametr]

deny icmp {any|source host} {any|destination}

[ob6aBuTb 3anpeLLatowyto 3anucb GUAbLTPALUK A NPOTOKONA
ICMP. MaKeTbl, oTBeYalOWme ycnoBmMam 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM.

deny tcp {any|source host} {any| destination} [parametr]

[ob6aBuTb 3anpelLatowyto 3anucb GUAbLTPALUKM A NPOTOKONA
TCP. MaKeTbl, oTBeYaloWMe ycioBUAM 3anucu, byayt 610Kknpo-
BaTbCA KOMMYTAaTOPOM.

deny udp {any|source host} {any| destination} [parametr]

[ob6aBuTb 3anpelLatowyto 3anucb GUAbLTPALUK A NPOTOKONA
UDP. MNakeTbl, oTBeYatowWwme ycnoBuam 3anucu, byayt 610kupo-
BaTbCA KOMMYTaTOPOM.

Tabnuua 167 — OcHOBHble NapamMeTpbl, UCNO/b3yeMble B KOMaHAAX

Koga coobieHna npoTokona
ICMP

Mapamemp 3HavyeHue Aelicmeue
permit [JeicTBure ‘paspewnts’ Co3patb paspelatolee npasuao ¢punbTpauum 8 cnmucke ACL.
deny [ewncTteue ‘3anpeTuTs’ Co3patb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npegHasHa4YeHo AN1S yKaszaHUA NPOTOKoa (MM BCex NpoTo-
NboTOKON KOJ10B), Ha OCHOBE KOTOPOro byaeT ocylecTBaseTca GuabTpaLms.
P Mpw BbIGOpE NPOTOKO1a BO3MOXKHbI CieaytoLme BapuaHTbl: icmp,
tcp, udp, ipvé.
source Aapec UCTOYHMKA Onpepgensert IP-agpec UCTOYHMKA NaKeTa.
destination Appec HasHavyeHnA Onpepensaet IP-aapec HazHayeHMA nakeTa.
vlan NpeHTudumkatop VLAN Onpepenset VLAN, gns KoToporo 6yaeT NpUMeHATLCS NpPasuio.
dsc, Onpegenset 3HayeHne DSCP-nons diffserv. BoamoxHble Koapl co-
P MNone DSCP B 3aronoske L3 peA . A
obuweHwuii nonsa dscp: (0 —63).
icmp_type Tun coobuweHunit npotokona ICMP, ncnonbsyemsiii gns puabTpa-
- umm ICMP-nakeToB. YncnoBoesHayeHMeTMnacoobuweHus, sgmana-
30He (0 — 255).
icmp_code Kog coobueHuii npotokona ICMP, ncnonobsyembln ana punbtpa-

umMm  ICMP-naketoB. Bo3moskHble Kogbl CcOO0bLEeHUI nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3mosKHble 3HaueHuna nonsa TCP/UDP-noprTa: eq, gt, host, It,range.

priority MHAEeKC 3a4aeT NOI0XKEHNE NpaBuIa B CMIUCKE U ero NpuopuTerT.
anOpMTeT 3anncum Yem meHblle WHOEKC — TeM npuopuTeTHee npasuao. ﬂ,manaaoH
AO0NyCTUMbIX 3HaYeHui(1..255).
/“ MNocne Toro, Kak no6oii ACL 6yaeT npuBaAsaH K uHTepdeiicy, ana storo uHtepdeiica npume-
HUTcA npasuno implicit deny any any.

4.24.3 KoHngpucypayusa ACL Ha 6a3ze MAC

B gaHHOM pa3gene npuBeaeHbl 3HAYEHMA M ONUCAHMA OCHOBHbIX MAapamMeTpPoB, UCMOb3YEMbIX B
cocTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauyum.

Co3gaHue M BXO4, B pexum peaaktmpoBaHuma cnmnckoB ACL, ocHoBaHHbix Ha MAC-agpecayum,
OCYUIECTB/IAETCA NO KOMaHAe: mac access-list extended access-l1ist num.

Tabnunua 168 — KomaHabl, Mcnonb3yemble ansa HacTpoiikn ACL-cnnckos Ha ocHoBe MAC-aapecaumm

KomaHda

Aelicmeue

permit {any | host source source_ mask } {any | host

destination destination_ mask} [encaptype value | etype_list
] [priority priority] [parametr]

[lo6aBuTb paspelatoLyto 3anuce GuabTpaumu. MakeTsl, oTBe-
yatowme ycnosuam 3anucu, byayt obpabaTbiBaTbca KOMMYTa-
TOpoM.

deny {any | host source source_ mask } {any | host

destination destination_ mask} [encaptype value | etype_list
] [priority priority] [parametr]

[o6aBuTb 3anpeLLatoLLyto 3anucb ouabTpaumn. MNakeTsl, oTee-
yalolme ycnosuam sanmcu, 6yayt 6710KMPOBaTbCA KOMMYTATO-
pom.
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Tabnnuya 169 — OcHoBHbIE NapameTpbl, UCMO/Ib3YEMbIE B KOMAHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [JelicTBme paspelunTb Co3pgaTb pa3spelatouiee npasuio ¢punbtpaumm B cnucke ACL.
deny [JelicTBme 3anpeTuTb Co3pgaTb 3anpewatouee npasuno ¢uabtpaumm B cnucke ACL.
source Appec oTnpasutensa Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

buTtoBasa macka,
npumeHaemasn K MAC-
afpecy UCTOYHMKa NakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HeobXo4UMMO Ur-
HOPMPOBATb. B 3HaYEHUA UTHOPUPYEMbIX BUTOB AO/KHbI BbITb 3a-
nucaHbl eguHuLbl. Hanpumep, MCNonib3ya MacKy, MOXHO onpege-
NUTb gns npasuaa GunbTpaymm guanasoHa MAC-agpecos. YTobbl
n06asuTb B Npasuao dpunbTpaummn sce MAC-agpeca, HauMHaOLWK-
eca Ha 00:00:02:AA.xx.xX, He0bXx0AMMO 3a4aTb 3HaYeHWEe Macku
FF:FF:FF:FF:00:00, To ecTb, cornacHo AaHHOW MacKe, nociegHue
16 6uT MAC-agpeca byayT He BaxKHbI A1 aHanu3a.

destination

Aapec HaszHavyeHuA

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_ mask

buTtoBasa macka,
npumeHaemasn kK MAC-
agpecy HazHavyeHuA nNakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble He0bX0ANMO Ur-
HOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbIX BUTOB A0/IXKHbI ObITb 3a-
nucaHbl eauHuubl. Macka MCNoib3yeTcA aHalorM4yHO Macke
source_ mask.

vian_id

vlan_id: (0..4095)

Moacetb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc o6cnyskmBaHna GUAbBTPYEMbIX MAKETOB.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn ¢punbTpyembix NakeToB B LIEeCTHaAUATEPUYHOM 3a-
nucu.

encaptype value

Value: (1..65535)

Tun ethertype gna dpuAbTPyemMbIx NAKETOB.

etype_list

etype_list: (1..65535)

CnucoK cTaHAapTHbIX ethertype

priority

NHpaekc npasuna

NHaeKkc npasBuna B Tabavue, 4em MeHblUe MHAEKC — TeM NPUopU-
TeTHee npasuno 1-255.

Optional parameter

OnuMoHaNbHbIN NapameTp

OnuuoHanbHble NapameTpbl NPY KOHOUIYPUPOBAHUM CNIUCKA LO-
cTyna:

- user-defined — ¢unbTpaymsa no User-defined bytes;

- sub-action — gononHuTenbHoe aencTeue Hag TpadrKom.
[JocTynHble gononHutenoHble genctena — modify-vlan (u3ameHe-
Hue VLAN), nested-vlan (ao6aBneHune [ONONHWUTENbHOrO Terau
VLAN) n modify-cvlan (go6aBneHue BHyTpeHHero Tera VLAN).

Mpumep HacTponku dunbtpaumm padi/pado yepes User-defined offset:

console
console

(
(

config)# user-defined offset 1 ethtype 0
config) # mac access-list extended !

console (config-ext-macl) # deny 00:00:00:00:00:01 ff:ff£:f£:£f£:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group I in

Ona NpoxoXKOeHWst OCTasbHbIX MaKeToB Ha uHTepdelice Tpebyetcs pfobasuTtb BTOpok ACL,
paspeLlalolLmii NPOXOXKAEeHWe NAaKeToB, He NoNaAaloWmx noa npasuao punbtpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos yuepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0
console (config)# ip access-list extended 1010
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console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/1

console (config-if) # ip access-group 1010 in

[Ona NpoxoXKAeHWs OCTaNbHbIX MaKeToB Ha uWHTepdelice Tpebyetca p[obasuTtb BTOpoM ACL,
paspeLlaloLmii NPOXOXKAEHWE MAKETOB, He NOMNaAaloLWMX No4 Npasuao eunbTpaumm padi/pado:

console (config) # mac access-list extended 2
console (config-ext-macl) # permit any any
console (config-ext-macl) # ex

console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 2 in

4.25 KoHdwurypaumsa sawmtbl ot DOS-atak

,ﬂ,aHHblﬁ 610K KOMaHA No3BONAET 6!10KMpOBaTb HEKOTOpble PAaCNPOCTPaHEHHbIE K/N1aCCbl DoS-aTak.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaumm:
console (config) #

Tabnnua 170 — KomaHabl pexkuma rnobanbHom KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
110 yMOAYAHUIO

. MepeiT B pexmnm KOHOUTYpUPOBaHUA MOAYA, OTBEYAIOLLErO 33
firewall -/BKAIOYEHO P P Gurypup AYAR, w
byHKLMOHan 3awmuTbl oT DoS-aTak.

Bupg, 3anpoca KOMaHAHOM CTPOKMU:

console (config-firewall) #

Tabnnua 171 — KomaHgbl pexkuma KoHdurypaummn eyHKumoHana firewall

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymon4aHuro

enable BKkAtounTb Noaaep»KKy 3awmtbl ot DOS-aTak.

- -/BKAIOYEHO
disable BbIKNHOUMTb NOAAEPMKKY 3almMTbl OT DOS-aTak.
ip tcp inspection syn-fin BkAtounTb 0bHapykeHue syn-fin-naketos.
enable -/BKAOYEHO
no ip tcp inspection syn-fin BbIkNtoUnTb 06HapyKeHue syn-fin-nakeTos.

ip tcp inspection YcTaHOBUWTb Taimep 610KMpPOoBKYM syn-fin-nakeTos.

X sec: (1..65535)/1
timeout <sec>

ip tcp limit syn-flag enable BKAtOUNTL OrpaHnyeHne ckopocTu ans Bxogsauiero TCP-Tpaduka ¢
¢dnarom SYN.

- — - -/BbIKNOYEHO

ip tcp limit syn-flag disable BbIKNOUNTb OrpaHMYeHne ckopocTun gns Bxogsawero TCP-Tpadpuka
¢ ¢narom SYN.

notification interval <sec> YCTaHOBUTb BpeMEHHOW nHTepBan mexay SYSLOG coobuieHnamm
0 npesbllWeHnn orpaHnyeHunsa sxogsawero TCP-Tpaduka ¢ dnarom

sec: (1..3600)/1 P P ARl pad ¢

SYN.

no notification interval YCTaHOBWTb 3HAYEHME N0 YMOJIYaHUIO.
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KomaHObI pexcuma KoHgua2ypayuu uHmepageltica

Bupa 3anpoca KOMaHAHOM CTPOKM pexkMma KoHpUrypaumnm nHtepoeliica:

console (config-if) #

Tabnunuya 172 — KomaHabl pexkmma KoHpurypauum nHtepderica

3HaueHue/3HayeHue .
KomaHoa Aelicmeue
1o ymon4aHuio

ip tcp limit syn-flag <value> YCTaHOBWTb 3HaYeHWe CKopocTu ana Bxoasuiero TCP-TpaduKa ¢

¢dnarom SYN Ha uHTepdeiice.
value: (1-262143) pps /

100

no ip tcp limit syn-flag BbIKNtOUMTb OrpaHuyeHne ckopoctn gna sxogswero TCP-Tpa-
¢duKa c pnarom SYN Ha nHTepdeiice.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 173 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue o
KomaHda Aeiicmeue
no ymoa4YaHuro
sh run firewall - OT06pa3unTb HacTporiky moayna firewall.
sh firewall stats OTO6pPa3nTb CTAaTUCTUKY NO NaKeTam, 06paboTaHHbIMU MOoAyNeEM
firewall.
sh firewall logs - OTob6pa3unTb norn moaynsa firewall.
show firewall tcp-syn-limit OT06pasnTb TeKylwme HACTPOMKWU OrpPaHWYEHUs CKOPOCTU Ans

Bxoaswero TCP-Tpadumka ¢ dnarom SYN.

4.26 KauectBo ob6cnykmusaHua — QoS

Mo ymonyaHWIO Ha BCex MOpTax KOMMyTaTopa MCNOJ/b3yeTcA OpraHM3auusa odepesn MaKeToB Mo
meToay FIFO: nepsbivi npuwen — neps.biit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW Nepegayu
TpaduMKa Npu MCNONAb30BAHUWN JAHHOFO METOAA MOFYT BO3HMKHYTb NPOOGEMbI, MOCKObKY YCTPOMNCTBOM
WUTHOPUPYIOTCA BCE MakKeTbl, He Bowegwmne B bydpep ovepegn FIFO, M COOTBETCTBEHHO TepsAOTCA
6e3B03BpaTHO. PellaeT AaHHYO Npobsiemy MeToZ, OpraHM3ylWMn odepeam No NpuoputeTy Tpaduka.
MexaHnam QoS (Quality of service — KauyecTBo 06CANyXKMBaHUA), pPeann3oBaHHbIA B KOMMyTaTopax,
Nno3Bo/IAeT OPraHN30BaTb BOCEMb OYepenent NpuopuTeTa NAKeToB B 3aBUCMMOCTM OT TUNa NepesaBaemMbix
[OAHHBIX.

4.26.1 Hacmpoiika QoS

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rinobanbHoM KoHbUrypauum:

console (config) #
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Tabnnua 174 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3patb CNMCOK KpUTepues Knaccudukaumm Tpadumka.
2. BoWiTi B peXXum pesakTMpoBaHMA CIMCKA KpUTEPUEB Knaccupu-
Kauum TpaduKa.

YAanuTb CNUCOK KpUTepMeB KnaccuduKauum tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTernto knaccuoukaumm tpaduka.
2. BOMTM B peXMM pefaKkTUpOBaHWA CTpaTerMn Knaccuoukaumm
TpaduKa.

Ypanute npasuno Knaccudurkaumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24);
sched_num: (1..65535)

OnpeaenuTb anroputm paboTbl NNaHNPOBLIMKA Ha MHTepdeiice.

- strict-priority — cTporas ouyepesb, UMeeT HauBbICWIWNI NPUOPUTET;
- strict-wrr — ouepeab N0 MeXaHU3My WIT, UMeloLwas NPUopPUTET;
BbIlLE OYepean wrr

- Wrr — oyepesb, 06pabaTbiBatoLLLAACA NO MEXAHU3MY WIT;

- fa/gi/tei_port — ncxoaawmin uHTepoeic.

YAanuTb HaCTPOMKMU NIAHUPOBLLMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
group: (1..24);
queue_num: (1..8);
weight: (1..127)

3afaTb HOMEP M BEC oYepean 418 Ucxoaallero nHtepderica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegnenntb TpaduK c meTkoi CoS/DSCP B ouepesb.

OTMeHUTb onpeaeneHne Tpaduka B ouyepesb.

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..28);
te_port: (0/1..6);
Priority: (0..7)/0

YKazaTb ouepeb ons uHTepdeica, Npy ycioBUM OTCYTCTBUS METOK
CoS/DSCP y BXoAAWMX NAKETOB.

class-map class_num

no class-map class_num

class_num: (1..65535)

Co3gaTb U NepeinTun B pexkMm KoHdurypmuposaHusa class-map.

Ypanutb Knacc.

policy-map policy_num

no policy-map class_num

policy_num: (1..65535)

Co34aTb U NepeinTu B pexkum KoHdUrypmposaHus policy-map.

Ypanutb NONUTUKRY.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IOYEHO

BK/ItOUMTL OTNPaBKY TPanoB O NPeBbIeHWM nopora cpu-rate-limit
B syslog .

YCTaHOBUTb 3HaYeHME N0 YMOHYAHUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IOYEHO

BK/I1OYMTL reHepaLmio yBeg0oMAEHMI NMPU NPEBbILLEHUN 3HaYeHNA
cpu-rate-limit.

OTKAOUUTD reHepauuio yeegomnaeHuma Ha yCTpoﬁcme.

KomaHObl pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:

console (config-vlan) #
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Tabnunuya 175 — KomaHabl pexxmma KoHourypauum VLAN

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

OnucaHue

qos cos egress cos_default

No (Os COos egress

cos_default: (0..7)/0

YcTaHaBoBUTb 3Ha4YeHue CoS ans nopta (CoS, npumeHsembli s
BCEro HEeTermpoBaHHOro Tpaduka, NPOXOAALLEro Yyepes UHTep-
delic).

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 176 — KomaHabl pexkmma KoHpurypauum nHtepoelica Ethernet

KomaHda

3HayeHue/3HayeHue no

yMOMYaHUO

Aelicmeue

gos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIKNOYEHO

YCTaHOBUTb pPeXnM f0BepuA KoMmMyTaTopa B 6asoBom pe-
»kume QoS (CoS nam DSCP).

- COS — YCTaHaB/MBAET KNAacCMUKaLMIO BXOAALLMX NAaKETOB
no 3Ha4yeHuAm CoS. [na HeTerMpoBaHHbIX MAaKeTOB UCMO/b-
3yeTca 3HayeHne CoS no ymonyaHuio.

- dscp — ycTaHaB/AMBaEeT KNACCUPUKAUMIO BXOAALLMX MaKe-
TOB No 3HavyeHuaAm DSCP.

- cos-dscp — yCTaHaBAMBAET KNAAacCUbUKALMIO BXOAALLMX Na-
KeToB no 3Ha4YeHnAm DSCP ana IP-nakeToB 1 No 3Ha4YeHUAM
CoS ans He IP-nakeToB.

YCTaHOBWTb 3HAY€HMA MO YMONYAHUIO.

gos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIK/IIOYEHO

- VlanPri — pa3spelwunTb yCTaHOBUTb Ha UCXOAALLEM UHTEp-
delice 3HaueHne CoS B NaKkeTax COracHoO

HaCTPOEHHOMY BHYTPEHHEMY MPUOPUTETY.

- ipDscp — paspewunTs U3MepUTeo NepeMapKMpoBbIBaTb
TpaduMK COrnacHo HaCTPOEHHOMY anropPUTMY.

OTMEHUTb HAaCTPOWMKM NepeMapKUPOBKM TpadrKa Ha UCXO-
aawem nHtepdeiice.

qos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBaEeT UCTOYHUMK svlan-priority npu ncnonb3osa-
HuM DotlQ tunnel ana sxogsuwero Tpaduka Ha WHTEp-
deiice.

- inner-vlanPri — konupyet cvlan-priority 8 svlan-priority;
- user-pri — 3HayeHue svlan-priority 6epetca u3 qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;

- none — 3Ha4yeHue No ymonvaHuto, svlan-priority = 0.

Bo3BpalyaeT 3Ha4yeHne No yMOAYaHUIO.

KomaHObI pexcuma pedakmuposaHUsA cNUCKA Kpumepues KadaccuguKkayuu mpaguka

Bung 3anpoca KOMaHAHOVI CTPOKU peXnmMa peaakTUpoBaHUA CNUCKa KpUTepues KﬂaCCMd)VIKaLI,MM

TpaduKa:

console# configure terminal
console (config) # class-map class-map-name
console (config-cls-map) #

Tabnnua 177 — KomaHapl pexxmma pefakTMpoBaHUA CIUCKA KpuTepues KnaccuduKkaumm tpadumka

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

Aeiicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[o6aBuTb Kputepuii Knaccudpurkaumm Tpaduka. Onpegenser npa-
Buaa ¢punbTpaymm Tpadumka no cnmcky ACL ansa knaccuduraumm.

set class class_num

AKTMBMpPOBATb Knacc.
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no set class class_num

class_num: (1..65535)

OTKAtounTH paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBosioB

3a/aTb BHYTPEHHUI NPUOPUTET A8 YKa3aHHOIO Kaacca.

KomaHObI pexcuma pedakmuposaHUsa cmpame2uu Kaaccugukayuu mpaguxa

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma peakTMpOoBaHUA cTpaTermmn Knaccudurkaumm Tpadmka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabnnua 178 — KomaHabl pexkuma peaakTMpoBaHMA CTpaTernm Knaccupurkaumm tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HaYeHWe MeTKU A/1A NaKeTa.

set policy class class_num
interace {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group} default-
priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HaYeHWe MeTKM 414 NaKeTa Ha VIHTepCbeVICE.

set meter meter

YCTaHOBUTb OrpaHnYeHune gna CKOPOCTM NOTOKa COrsiacHO HacTpo-

€HHOMY aNropuTmy.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnnua 179 — KomaHabl pexkuma rnobanbHom KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

meter meter

no meter meter

meter: (1..255)

Co3patb U3MepuTenb OorpaHM4eHunAa CKOPOoCTM ANA ucxogauero

TpaduKa.

Ypanutb nsmeputenb OrpaHUYeHMA CKOPOCTU ONA UCXOAALLEro

TpaduKa.

KomaHObI pexcuma KoHgu2ypayuu usmepumesnsa o02paHuUyYeHuUd cKopocmu 078 8xo00aWe20 mpa-

UKa:

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme KoHdUrypaumu:

console (config-meter) #
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Tabnnuya 180 — KomaHab! pexkmma KoHpurypaumum

nameputena orpaHn4eHmnA CKOpoCTh

KomaHda

3Ha4yeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWUTb OrpaHUYEHME CKOPOCTU ANA UcxoasLLero Tpaduka co-
rnacHo anroputmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWTb OrpaHNYeHne CKOPOCTU ANA UcxoaaLLero Tpaduka co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — Bkntouaet aHanm3 DSCP npu aHanuse obbema Tpa-
duka.

V Nopaep)kuBaetca TonbKo Ha MES2424, MES2424B.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OFpaHUYEHNE CKOPOCTU ANs Ucxoasauero Tpadumka co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — BKkAtoyaeT aHanm3 DSCP npu aHanuse ob6bema Tpa-
duka.

V Nopaep)xusaerca Tonbko Ha MES2424, MES2424B.

’ DOna KoppeKTHoU paboTbl M3mepurtena ¢ aaroputmamm sr-TCM m tr-TCM TpebyeTca ycTaHo-
: BUTb Ha ucxopaAwem uHtepdeiice KomaHay qos map regen-priority ipDscp enable.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnvua 181 — KomaHapl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show qos global info

OT106pasunTb rnobanbHbie HACTPONKK gOS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

MoKasaTb B KaKylo ouepesb onpegeneHbl MHTepdenchbl.

show queue-map

OT106pasnTb mannuHr CoS n DSCP no ymonyaHuto.

show qos trust

MpocmoTpeTh TeKyLLMe HAaCTPOMKK AOBepUA MeTKam cosu dscp.

show gos queue-stats
[interface gigabitethernet
gi_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
te_port: (0/1..6)

OT06pasunTb cTaTUCTMKY QOS.
V NoppepkuBaetrca ToNbKO Ha MES2424, MES2424B,
MES2448B, MES2448E.

Mpymep NPUMeHEHUs CEPBUCHOMN MONINTUKM:

Ona Tpaduka, umetowero DSCP 8, meHaeTca VLAN Ha 100, p-bit meHaeTca Ha 7, dscp meHseTca Ha 63,
CKOPOCTb NOTOKa orpaHnymeaeTca Ao 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6

console (config-if) # gos trust cos

console (config-if) # switchport mode trunk

console (config-if)# !

(
(
(
console (config-if) # ip access-group 1008 in
(
(

console (config) # interface gigabitethernet 0/7
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console
console
console
console
console
console
console
console
console
console
console
console
63

config) #

config-cl
config) #

config-me

o~ —~

class-map 1008

s-map) # !
meter 10

ter)# !

config)# policy-map 1008
config-ply-map) # set policy class 1008 default-priority-type ipDscp

config-if)# switchport mode trunk
config-if)# gos map regen-priority-type vlanPri enable
config-if)# !

config-cls-map)# match access-group ip-access-list 1008
config-cls-map)# set class 1008 regen-priority 7 group-name Q0S

config-meter)# meter-type avgRate cir 512 kbps

KomaHObl pexcuma KoHguaypauuu udmepgelica (OuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnel nopmos

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumum mHtepdeinca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if

) #

Tabnnua 182 — KomaHabl pexkuma KoHdpurypauum nntepdeiica Ethernet, rpynnbl nHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
0 yMOYaHUIo

Aeiicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMYEeHUEe CKOPOCTU A/1a BXxogALero Tpaduka.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMYeHre CKOPOCTU ANA ucxoaswero Tpaduka.

V 3HaueHue rate A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

Mpymep HaCTPOMKM orpaHNYeHnn cKkopocTu nopTaGigabitEthernet 0/4:

console# configure terminal

console (confiqg) #

console (config-vlan)# wvlan active

console (config-vl

vlan 10

an) # !

console (config) # interface gigabitethernet 0/4
) # switchport mode access

) # switchport access vlan 10
) # rate-limit input 512

) # rate-limit output 512

console (config-if
console (config-if

(
(
(
console (config-if
(
(
console (config-if

Mpumep HacTpoikmn QOS:

HacTpouTb NNaHMPOBLLMK MO aNroOpUTMYy WIT 4nA ncxogauero nHtepdeiica fad/1. Pacnpeaennts Tpa-
¢duK cornacHo nonto CoS B ovepeaun 1-4. HasHaunTb BeC Wrr ANs odepeneit cornacHo Homepy odepeau.
Ouepeab 5 06bABUTb NPUOPUTETHON.

console (
console (
strict-priority

console (config) #
console (config) #
console (config) #
console (confiqg) #
console (config) #

console (config) #

queue I
queue 2
queue 3
queue 4
queue 5

interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10 weight
interface fastethernet 0/1 scheduler 10

config)# scheduler 10 interface fastethernet 0/1 sched-algo wrr
config)# scheduler 20 interface fastethernet 0/1 sched-algo

N W N R

queue-map regn-priority vlanPri I queue-id I
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console (confiqg)
console (confiqg)
console (config)
console (config)

queue-map regn-priority vlanPri 2 queue-id 2
queue-map regn-priority vlanPri 3 queue-id 3
queue-map regn-priority vlanPri 4 queue-id 4
queue-map regn-priority vlanPri 5 queue-id 5

e

4.27 O6HoBAEHME NporpaMmMmHoOro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anylieH M HACTPOEH Ha KOMNbIOTEPE, C KOoToporo 6yaer 3arpy-
»KaTbCA NporpammHoe obecneuveHue. Cepep A0MKEH UMETb paspelueHne Ha YteHue ¢ai-
I0B HauyaNbHOro 3arpysumka u/vmnm cuctemuoro MNMO. Komnbiotep ¢ 3anyweHHbim TFTP-cep-
BEpPOM A0/KeH 6bITb A0CTYNEH A1 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINONHUB
Ha KOMMyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec KomnbioTepa).

.‘

’ | O6HoBneHue nporpammMmHoOro obecneyeHua moxert OCyLiecCTB/IATbCA TOJIbKO npusuiaernpo-
- BaHHbIM NOJib3oBaTe/sieM.

4.27.1 O6HoBnEHUEe cucmemMHOo20 NPo2pPamMmmHo20 obecrneyeHUsA

3arpy3sKa ycTpoicTBa ocylecTtsnsetca M3 ¢daina cucTtemHoro nporpammHoro obecneyenus (M0),
KOTOPbIA XpaHuTcA Bo ¢asw-namatu. MNpu obHOBNEHMM HOBbIM dann cuctemHoro MO coxpaHAeTcsa B
cneuyanbHO BblaefeHHOM obnactk namaTu. lNpu 3arpyske yYCTPOMCTBO 3anycKaeT aKTUBHbIM daiin
cuctemHoro MO.

Mpoueaypa ob6HoBneHMA MO:

CKonunpoBaTb HOBbIM ¢ain NporpammHoro obecrnedeHnsa Ha YCTPOWCTBO B BblAeIeHHYI0 061acTb Na-
MATK. PopmaT KoMaHAbI:

console# copy tftp://tftp ip address/[directory]/filename image
Nnn komaHaowm
console# firmware upgrade tftp://tftp_ip_address/[directory]l/filename

Mpumep KomaHabl ana 3arpyskm MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

HoBas BepcuAa NnporpammHoOro obecneyeHuns CTaHET aKTUBHOM nocne nepe3arpyskn Kommyrtatopa.

[ns npocmoTpa AaHHbIX O BEPCUAX MPOrPaMMHOro obecrneyeHma 1 X akTMBHOCTU BBEAUTE KOMaHAY
show bootvar:

console# show bootvar

4.28 PexXum otnagku

PeXXuM OTNaZKM MO3BONSET CHUMMATb LONOJHUTENbHYIO AMArHOCTUYECKYD WH$opmaumio ¢
yCTpOWMCTBa.

KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHZAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:

console (config) #
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Tabnnua 183 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BK/IOUUTL reHepaLmio OT1aL04HbIX COOBLLEHMUI ANA KOHKPETHOro
6710Ka CUCTEMHOIO MOAYAA iss.

BbIKNOYMTL FreHepaumio OTAaL0UYHbIX COODLWEHMI AN KOHKpeT-
HOro 6/10Ka CUCTEMHOTO MOAYNA isS.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 184 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

no debug all

OTKAOUUTL BbIBOZ, BCEX OTNAL0UHbIX COOBLLEHMA.

dump sockets

[MpocmoTp BCex COKETOB B cUCTEME.

dump mem Jocation [len byte]

location: (1..0xffffffff);
byte: (1..256)

OT06pasnTb COAEPHMMOro NamaTM M3 3afZaHHoW obnactv na-
MATH.

dump {task | sem | que} name
[name]

MoKasaTb AeTanum 3a4aum, odepean uam cemacdopa npu Nnpuceoe-
HUWM UMEHM TacKa.
- hame — Ha3BaHMe TacKa.

debug test mem alloc bytes

bytes: (1..4294967295)

BblgenuTb 610Ka NaMATH C 3a4aHHbIM B 6aiiTax pasmepom.

debug test mem free

OcBob60AUTL BblAENEHHbIA 610K NnamAaATn.

debug show sensor
temprerature index

index: (0..1)

OTO6pa3MTb 3Ha4YeHUA OaTYNKa TemnepaTypbl.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 185 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

debug np module { all | cfa |
eth | fwl | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | fwl | igs | ip | iss | isspi
| 12app | l1a | mau | mids |
mstp | pnac | gosx | rstp |
tcam | vct | vlan}

BKNOUMTD reHepaumio OT/1af0uHbIX coobuenunit gna NPAPI gns
YKa3aHHOro moayns.

BbIKNOUYNTL reHepaLmio OTN1aA04HbIX coobueHuii ana NPAPI ann
YKa3aHHoOro moayns.

debug show vlan np port

0OT06pa3nTb KoHPUrypaumio nopta NPAPI.

debug show ip arp np
interfaces

OTtobpasunTb aepeso nHtepdeiicos ARP 8 NPAPI.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

145




HELTEX

4.28.1 KomaHObl omaadku 0na uHmepdgelicos

[aHHbI pexXnm OTNaAKM YCTaHaBAMBAET TPACCUPOBKMU ONA MHTEPPENCoB AN YKAa3aHHOTO YPOBHSA

severity.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKM pexxunma EXEC:

console#

Tabnunua 186 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTNaL04HbIX COOBLLEHNIA Ana BCEX BULOB
TPaCcCUPOBOK.

BbIKNOUNTb reHepaL Mo OTAaA04HbIX COOBLWEHNN ans nHTepden-
COB.

debug interface arppktdump
severity

no debug interface
arppktdump

severity: (0..7)/-

BkntounTb Tpaccuposkm gamna naketos ARP.

BbIKNHOUYMTL TPACCUPOBKKU gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTAag0uHbIX COOBLLEHMI 419 NaKeTHOro
bydepa.

BbIK/IHOYMTb reHepaLmio 0TNaL04HbIX COOBLLEHMI AA NaKeTHOro
bydepa.

debug interface enetpktdump
severity

no debug interface
enetpktdump

severity: (0..7)/-

Bkatountb TPACCUPOBKKU Aamna NaKeTos Ethernet.

BbIKNtOUMTL TPaccMpoBKM Aamna nakeTos Ethernet.

debug interface failall severity

no debug interface failall

severity: (0..7)/-

BKNOUUTL reHepaLmio OT/1afg04YHbIX COOBLLEHWI NPU BO3HUKHO-
BEHWM BCEX BUAOB cOHOEB, BKAOYAA BAIMAALMIO NAKETOB.

BbIKNtOUNTb reHepaL Mo OTAaL0YHbIX COOOLLEHWI MPU BO3HUKHO-
BeHUK cboes.

debug interface ippktdump
severity

no debug interface ippktdump

severity: (0..7)/-

BKAOUMTL TpaccMpoBKM Aamna nakeTtos IP.

BbIKNOYMTL TPACCUMPOBKKM famna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHepupoBaTb OTNAA0UHble coobleHnsa ans pecypcos OC.

BbIKNOUMTb reHepauuio OTAaL04HbIX C006Ll.l,eHl/Il7'I ANA pecypcos
OcC.

debug interface track severity

no debug interface track
severity

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTNaZl0YHbIX COOBLLEHUI CNEKEHUA UH-
Tepdelica.

BbIK/IOYNTb FreHepaLmio OTAaA0YHbIX COOBLLEHNI CAEKEHUA UH-
Tepdelica.

debug interface trcerror
severity

no debug interface trcerror
severity

severity: (0..7)/-

BKAIOUUTL reHepaLuio 0TNaA0uHbIX COOBLLEeHMI OWNBOK UHTep-
devicos.

BbIKNIOUUTL FreHepaLMio OTNaA0UHbIX COOBLEHNI OWNBOK WH-
Tepdeicos.

4.28.2 Omnadka VLAN

KomaHObI pexcuma EXEC

Bupa 3anpoca KOmaHAHOM CTPOKM pexkmuma EXEC:

console#

146

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

Tabnunua 187 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
1o yMmon4YaHuo

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BKNOYUTbL reHepaumio BCeX OTNaf04YHbIX COObLEeHUI moapyns
VLAN.

BbIKNOUYNTL reHepaumio BCeX OTNAL04HbIX COOBLLEeHNA Moaynn
VLAN.

debug vlan all-module

no debug vlan all-module

BK/OYNTL reHepauuio OTNaf0uHbIX COOBLLEHMI, Kacatoumxcs
npuopuTeTa, M36bLITOYHOCTH, Nepesadn TpadumKa.

BbIK/IOUNTL TeHepaLmio OTAaA04YHbIX COOBLLEHUIM, Kacatowmxca
npuopuTeTa, 36bITOYHOCTH, Nepeaaqn Tpaduka.

debug vlan buffer

no debug vlan buffer

BKNHOYMTB reHepauuio 0TAaL0uHbIX coobuieHuid 6ydepos vian.

BbIKNOUYNTbL reHepaLmio OTN1aA04HbIX coobleHuii bydepos vian.

debug vlan ctpl

no debug vilan ctpl

BK/OUYNUTL reHepauuio OTNafo4YHbIX COOBLIEHWI ynpasaeHus
vlan.

BbIKNOYNTL FreHepaumio OTNaZ04HbIX COOBLLEeHNA ynpaBieHus
vlan.

debug vlan data

no debug vlan data

BKNOUMTDL reHepauuto OTAaf4ouHbIX COObLleHM obmeHa AaH-
HbiMU vlan.

BbIKNOUNTL FreHepaLmio 0TNaA0uHbIX coobLLeHNt obmeHa aaH-
HbimM vian.

debug vlan dump

no debug vlan dump

BKOYUTB reHepaLmio oTaag0uHbIX COOBLLEHNI 3axBaTa NaKeToB
vlan.

BbIKNOUNTL reHepaLmio OTAa40uHbIX COODOLLEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMTbL reHepaumio OT/NafouHbIX coobueHnint 06 owmnbkax
vlan.

BbIK/NOUNTb FreHepaumnio oTAa4ouYHbIX coobuweHnin o6 owmnbkax
vlan.

debug vlan fwd

no debug vlan fwd

BK/OUMTbL FreHepaLmio 0TIaf0uHbIX COOBLLIEHNI Nnepefaymn Tpa-
duKa vlan.

BbIKNOUNTL reHepaLmio 0T/Ia04HbIX COODOLLEHUI Nnepeaaym Tpa-
duKa vlan.

debug vlan global

no debug vlan global

BKNOUMTD reHepaLmio OT/Iaf0uHbIX COObLeHU rnobanbHo Mo
moaynto vlan

BbIK/IOUNTb reHepaLmio OTAa40YHbIX COOBLEHUI rNobanbHO No
moaynto vlan

debug vlan initshut

no debug vlan initshut

BKAOUMTL reHepaLmio OTAa[04UHbIX C006|J.I|EHMVI U3MEHEHUA Co-
CTOAHMA moAayna vlan.

BbIKNOUNTb reHepaLmnio OTAaA04HbIX COOGLLI,eHI/Il;I NU3MEHEHUA COo-
CTOAHMA moAayna vlan.

debug vlan mgmt

no debug vlan mgmt

BKAOYNTL reHepauuio OTNaAO04YHbIX COOBLLIEHW ynpaBaeHuA
vlan.

BbIKNHOUYNTL FreHepaumio OTAaf04HbIX COOBLLEeHWUA ynpaBieHus
vlan.

debug vlan os

no debug vlan os

BKAOUMTL FreHepauumio OTAad0uHbIX COOBLEHMIM ana pecypcos
moayns vlan, Kpome 6ydepos.

BbIKNIOUMTL reHepaLuio 0TNaf0uHbIX COOBLLEHMI 4Na pecypcoB
mogayns vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKAOUNTL reHepauumio OTNaA04YHbIX COOBLEHUI MpuopuTeTos
vlan.

BbIKNOUYNTL FeHepaumio 0TNaA0YHbIX COOBLLEHNI NPMOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/OYNUTbL FreHepaumio OTNaA04HbIX COOBLEHMI M3BbITOYHOCTU
vlan.

BbIKNHOUYNTL reHepaL Mo 0T1aA04HbIX COOBLWEHNN U36bITOYHOCTU
vlan.

debug garp

-/BbIK/IIOYEHO

BkatounTb oTnagKy npotokona GARP.
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no debug garp

BbIKNtounTb OTNaAKy NpoToKoia GARP.

4.28.3 Omnadka Ethernet-oam

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnnua 188 — KomaHapl pexkuma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IIOUMTb reHepaLmio BCEX OT/IaL04YHbIX COOBLLEeHMI eoam.

BbIKNOUMTb reHepaLLMio BCEX OTNAL04HbIX COOOLLEHUI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtounTb reHepaymio coobuieHnin bydepos eoam.

BbIKNOUNTb reHepaumio cooblueHunii bypepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAtOUNTL reHepaumio coobLeHnin KoHourypaumm eoam.

BbIKNOUNTb reHepaLmio coobLLEHUI KOHOUTYpaLMm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/IIOUMTL reHepaLmio coobLLeHNI ynpaBieHmsa eoam.

BbIKNOUNTb reHepaLmio COobLLLEHNI yNpaBaeHUs eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKntounTb reHepaumio cooblueHuni npouecca obHapyKeHUA co-
cepeni eoam.

BbIKNtOUNTL reHepaLmio coobeHnin npouecca obHapyKeHUA co-
cepeli eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAtounTb reHepaymio coobuieHnin owmnbok eoam.

BbIKNtOUNTb reHepaunio coobLieHmnii owmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKNtounTb reHepaumio coobuieHnin Bxoaa B pyHKLMM eoam.

BbIK/HOYMTb reHepaLmio coobLleHnit BXo4a B GyHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKAtOUNTL reHepaLmnio coobueHmnit Bbixoaa n3 GyHKLMI eoam.

BbIKNHOUNTL reHepaLmio coobueHunit Boixoaa U3 GyHKLMIH eoam.

debug ethernet-oam init

no debug ethernet-oam init

Bkatountb reHepauyuto COO6LIJ,€HI417I M3MEeHEeHNA COCTOAHMA MO-
Ayna eoam.

BbikntounTh reHepauuto COO6LIJ,EHVII7I U3MEHEHNA COCTOAHUA MO-
Ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobueHnit link-monitor eoam.

BbIKNHOUNTL reHepaumto coobueHuii link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUNTL reHepaumto coobuieHmnii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

Bkatountb reHepauyuto COO6LIJ,EHM171 COCTOAHUM mux-parser ecam.

BbIKNtounTb reHepaumio COOﬁLLI.eHVIVI COCTOAHUM mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKtOUNTL reHepaumio coobuieHunin Ans naketa eoam.

BbIK/NOUUTb reHepaLuio CoobLLeHNid 419 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BK/1104MTb reHepaLmio coobLLeHnin n3bbITOUHOCTM eoam.

BbIK/NIOUNTb reHepaLmnio coobLLeHNI N3bbITOYHOCTH eoam.
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debug ethernet-oam resource

no debug ethernet-oam
resource

BKAOUNTD reHepaLmio CoobLEHNIA AA PecypcoB eoam, Kpome
bydepos.

BbIKOUMTL reHepaLuio CoobLLeHUI AA pecypcoB eoam, Kpome
6ydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAOYUTbL reHepaumio cooblieHuid yaaneHHoro obHapy»KeHus
aBapwuin eoam.

BbIK/NIOUNTL reHepaLmio coobuieHuli yaaneHHoro obHapyKeHua
aBapwuin eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BKNOUNTb reHepaumio COObLLEeHNI AA 3HaYeHUI 3anpoCoB-OT-
BETOB eoam.

BbIKNOUYNTbL reHepauuio CoobLLeHN 4NA 3HaYeHM I 3aNPOCOB-0T-

BETOB eoam.

4.28.4 MypHanuposaHue omaado4Hbix coobujeHuli

C nomouwibo gaHHOro 610Ka KOMaH/A, HaACTpamBakOTCA MapaMeTpPbl BeAeHUA XXYpPHa/sa OT/NaAKU B

cncreme.

HasBaHue XypHa/sia coaepxuT B cebe aaTty ero cosgaHusa Ha flash.

KomaHObI pexcuma 2a106aabHoU KOHpuU2ypauuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnuua 189 — KomaHapl pexkruma rnobanbHoi KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA, OTNALO4YHbIX COOBLLEHUI B KOHKpeTHoe
pacnonoxeHue.

console — B TepMMHan KOHCOU;

file — B oTaenbHbIN dalin Ha flash;

buffered-file — B oTaenbHbIN Bydep, npu ncuepnaHmm pecypca by-
depa — B paiin Ha flash.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YcTaHOBUTL pacnosnioxeHue daiina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobuueHus.

YCTaHOBUTb 3Ha4YeHMe NO YMOYAHWIO.

clear logs debug file

OumncTuTb copepknmoe ampektopum ¢ debug-dalinamu.

’ ‘ UHPopmaumna o debug-logging log-path xpaHutca B ¢paitne nvram. [ina Bo3BpaTta AUPEKTO-
e puuM no ymonuyaHuio Tpebyerca ucnonb3oBatb KomaHAay no debug-logging log-path nau

delete startup.

’ ‘ Mpu ucnonb3oBaHnMm KomaHgbl clear logs debug file ctTupaetca Bce coaepxmmoe anpeKTo-
. puun, B KOTOpOI HaxoaAaTca ¢aitbl }KypHanoB. PeKomeHAyeTca MCNONb30BaTb OTAE/NbHYIO
AVUPEKTOPUIO U AUPEKTOPUIO NO YMOSUYAHUIO A5 XPaHEHUA KypPHANoB BO usbexkaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

’ ‘ Bo3moykHa coBmecTHaa pabota KomaHp, debug-logging console u debug-logging { file |
-

buffered-file}

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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4.28.5 KomaHObl 015 omaadku ¢hyHKYyuli ynpasneHus

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 190 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOoA4YaHuio

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIKNOYEHO

BK/IIOUMTL reHepaLmio OTIaL04YHbIX COOBLLEeHMI ANA NpPOoToKoAa
RADIUS.

BbIKNtOUNTb reHepaL Mo 0TAaL04HbIX COOBLWEHMI A1 NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OT/Iafo4YHbIX COOBLLEHMI ANA NPOTOKoAa
TACACS.

BbIK/OYUTb FeHepaumio 0T1aA404HbIX COOBLLEHMI 414 MPOTOKO1a
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKNOUMTL reHepaL Mo oTNaA04HbIX coobuwernnin ana SSH.

BbIKNOUNTb reHepaLMio OT1aL04YHbIX CO0bLWeHnI aas SSH.

debug terminal take

no debug terminal take

-/BbIK/IIOYEHO

BKntounTb  BbIBOA, OT/NIQf04YHbIX  COOOWEHWA B TeKyLuen
SSH-/Telnet-ceccuu.
BbIKNtOUMTb  BbIBOA, OTNAAOYHbIX COOOWEHUA B  TeKyLuen

SSH-/Telnet-ceccuu.

4.28.6 KomaHObI 0n5 omnadku npomokona DHCP

KomaHgabl faHHOro 6710Ka BKAOYAKOT oTc/iexuneaHme moayns DHCP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 191 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BbIKNIOYEHO

BKNtounTb reHepaumto coobuwieHuit otnagku ¢yHKuumn DHCP
Snooping.

BbIKNtOUMTb reHepauunto coobuweHnn otnagkm ¢yHKkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IIOYEHO

BK/tOUMTL reHepaumio Bcex coobuieHnit otnagkm ¢yHkumm DHCP
client.

BbIK/MOYMTL reHepauuio BCeX COOBLWEHUH OTAadKM YHKUUM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BblKIOYEHO

BK/IIOUNTb reHepaumio BbI6GOPOUYHbIX COOBLLEHUI OTAaAKM QYHK-
umm DHCP client.

BbIKNIOUUTL reHepaumio BbIGOPOUHbIX COOBLLEHWUI OTNafKU
¢dyHKLMKM DHCP client.
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debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKAOYUTL reHepauuio cooblueHuii othagkn ¢yHkumm DHCP re-
lay:

- all — Bce oTn1agoyHble coobuieHuns;

- errors — oT1a04Hble COObLEeHNA NpU oLMbBKaXx.

BbIK/IOUNTL reHepaumio cooblieHmnii otnaaku epyHkumm DHCP re-
lay.

debug show ip dhcp np
interfaces

MokaszaTtb KoHOUrypaLmio GYHKUUN KOHTPOAA NpoToKona DHCP.

4.28.7 Omnadka ¢pyHKyuu PPPoE-IA

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 192 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNOUMTL reHepaumio BCeX OTNaA04HbIX coobuweHnin PPPOE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX coobueHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKOUUTD reHepaumio OTNaA04HbIX CO0bLWeHMI 0 Bxoae B GyHK-
unn PPPOE-IA.

BbIKNOUNTL reHepaLmio BCex 0TAag0uHbIX coobuweHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKIOUMTbL reHepauuio OTNaf0uHbIX COODLLEHMI O Bbixoge M3
dyHKUMI1 PPPOE-IA.

BbIKNOUYNTL reHepaLmio BCex 0TAag0uHbIX coobuweHnin PPPoE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTL reHepaumio OTNagouHbIX coobueHnin 06 owmnbkax
PPPOE-IA.

BbIK/MOYNTL reHepaLmio BCeX O0TIaf04HbIX coobueHnin PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAlOUMTb reHepauMio OTNafO04HbIX coObLWeHWMt O nakeTtax
PPPoE-IA.

BbIK/IIOYNTL reHepaLmio BCeX O0TIaf04HbIX coobLeHnin PPPOE-IA.

4.28.8 Omnaadka ¢pyHkyuu DCS

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 193 — KomaHabl pexkuma EXEC

Komanoa 3HayeHue/3HavyeHue Lleiicmeue
no yMoa4YaHuro
debug dcs all BK/OYNTB reHepaumio Bcex 0T1aA04HbIX coobieHnit dcs.
no debug dcs i BbIK/MIIOUNTb reHepaLmio BCeX OTaf04HbIX CO0bLLeHNI dcs.
debug dcs entry BK/OYUTL reHepaumio OTN1a04HbIX CO0bLWeHM 0 BXxoae B GyHK-
- umm dcs.
no debug dcs BbIKNHOUYNTL reHepaLmio BCex 0TNaf04HbIX CO0bLweHMi dcs.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 151




HELTEX

debug dcs exit BKNOUMTL reHepauuio OTNafoYHbIX COObLLEHMI O Bbixoge W3
R byHKUMM dcs.

no debug dcs BbIKNHOUYMTL reHepaLmio BCeX 0TNaL04HbIX CO0bLeHMit dcs.

debug dcs fail BKNIOUMTL reHepauuio 0T1ag04uHbIX coobeHnin 06 owmnbkax dcs.

no debug dcs i BbIKNOUYMTb reHepaL Mo BCeX OTNaL04HbIX CO0bLeHMit dcs.

4.28.9 Omnadka pyHkyuli QoS

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 194 — KomaHabl pexkmma EXEC

3HavyeHue/3HayeHue

no debug gos ctrl

KomaHoa Aelicmeue
no ymoa4aHuro
debug qos buffer BKNOUMTL reHepauuio OT1afo0uHbIX cooblieHuit ana bydepos
QosS.
no debug qos buffer i BbIKNtOUMTb reHepauuio OTNaA04HbIX cooblieHunit ana bydepos
QosS.
debug qos ctrl BKNOUNTL reHepaumio 0T1a404HbIX COOBLLEHNI ANA ynpaBieHus

QosS.

BbIKNOUYMTb reHepaunio 0TAaf04uHbIX COObLEHUI Ana ynpaB/e-
Hna QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1aL04HbIX CO0bLLEeHMI No nakeTam QOS.

BbIKNHOUMTL reHepauuio OTNaf04HbIX COOBLEeHU Mo nakeTam
QosS.

debug qos failall

no debug qos failall

BKNOUMTL reHepaumio OTNaf04YHbIX COOOLLEHMI MO owunbKam
QosS.

BbIKNtOUNTb reHepaLmio OTNAaA04HbIX COOOLLEHMI NO OWKNbKam
QosS.

debug qos init-shut

no debug qos init-shut

BKNOUMTL reHepaumio OTNaA04HbIX COOBLWEHUI NO U3MEHEHUIO
cocrosaHma moayna QoS.

BbIKNHOUNTL reHepaLLMio 0TNaA04HbIX COOBLLEHMI N0 USMEHEHUIO
cocrosaHma moayna QoS.

debug gos mgmt

no debug qos mgmt

BKAtOUNTL reHepaLLmio OTNaA04HbIX COOBLLEHMIA ANA ynpaBieHnn
QosS.

BbIKNOUMTb reHepaLnio OTAaL04HbIX COObLEeHUI ans ynpasne-
Hua QoS.

debug gos os

no debug qos os

BKAIOUUTL reHepaLmio OTNaA0uHbIX COObLEeHUI Ana pecypcos
QoS, kpome bydepos.

BbIKNIOUUTL TeHepaLuio OTNaf04HbIX COOBLLEHMIT AR pecypcos
QoS, kpome bydepos.

debug show gqos meters

OT06pasnTb UHGOPMALMIO O KOJIMYECTBE BblAeNEHHbIX U CBO6OA-
Hbix QOS Meters.

4.28.10 KomaHOblI 018 omaadku npomokoaa SNTP

KomaHabl gaHHOro 6.10Ka N03BOIAKOT CHUMATb AOMNO/THUTENbHYIO ANArHOCTUYECKYHO I/IHd)OpMaLI,I/I ro4anAa npo-

ToKona SNTP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOmaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnuua 195 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuo

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIK/IIOYEHO

BK/OYUTL reHepaumio oTnagouHbIX coobuieHmsa 61oka SNTP.

BbIKNHOUYNTL reHepaLmio OT1a404HbIX cooblieHna 6aoka SNTP.

4.28.11 KomaHObl 0519 omaadku npomokona STP

KomaHabl gaHHoro 6/10Ka NO3BONAIOT CHUMaATb AONO/THUTENIbHYIO ANArHOCTUYECKYIHO VIH(I)OpMaLI,VIlO Aana

npotokona STP.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 196 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKAOUUTL reHepaumio 0TAa404HbIX COOBLLEHMI Ana NPOTOKOANA
STP rnobanbHo.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/OYEHO

BKNOUMTB reHepaL Mo BCex OT1af04uHbIX COOBbLEeHMI ans NpoTo-
Kona STP.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNOUMTD reHepauuio coobLLeHnit oT1agKM ana npotokona STP
O1A AMarHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKOUMTL reHepaumio coobLueHnin oTnagku ana npotokona STP
Ans init u shutdown. 3ta TpaccupoBka reHepupyeTca Npu Heyaau-
HOW MM yCMELWHOW UHMLMANM3ALUM AN 3aKPbITUM moayna STP.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/OYEHO

BKNOUNTbL reHepaumio COOBLLeHWUI OTNagKu Npu ynpasieHuu
npoTokonom STP. OTNaZlouHble COOBLLEHUA TeHePUPYIOTCA KarK-
[bli pas, Koraa Bbl HacTpamBaeTe Kakue-an6o ¢yHKummu STP.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKAOYEHO

BKOUMTbL reHepaumio OTMPaBKU OTNAL0UHbIX COOGLU,eHI/If;I npu
HEeyAa4YHOM M ycnewHOM BblAENEHUN NAaMATU ANA STP—npou,ecca.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAOYUTL reHepaumto coobLeHnit oTnaaKku ana npotokona STP
npv Heyaa4yHoOM M yCrnewHom npuveme, nepegave n obpabotke
naketos BPDU.

YCTaHOBUTbL 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IIOYEHO

BKNHOUMTB reHepaLmio coobLweHuin 0TAagKm ana cobbITUiA KOHPU-
rypauumn npotokona STP. CooblieHna reHepupytoTca npu
HacTpoWike ¢yHKumiA STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree timers

-/BbIK/IOYEHO

BKNOYNUTL reHepauumio coobLleHniA OTAagKM MPU HeyaauHOM,
ycnewHoM 3anycKe, Npy OCTaHOBKE MW Nnepesanycke TaliMepos
npoTtokona STP.
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no debug spanning-tree timers

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIKIOYEHO

BKtOUNTL reHepaumto coobLeHUIt OTAagKM ANA NOPTOB, 3a4e-
CTBOBaHHbIX B NOCTPOeHUU aepesa STP.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKNOYEHO

BK/IIOUMTL reHepaumio coobLieHuii OTNaLKM B Pe3epBHOM y3ne
STP npu BbINONIHEHUW PE3ePBHOMO KONMPOBAHUA MHOOPMALUMM O
KOHOUrypauum oT akTUBHOTO Yy3/1a.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IIOYEHO

BKNOUMTL reHepaumto cooblueHunii oTaagku gas npotokona STP
npv HeyAa4YHOM M yCnewHoOM Co34aHumn U yaaneHme cemadopa.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OTo6pa3nTb STP-coCTOSHMA NOPTa BO BCEX CYLLECTBYIOLWMUX UH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1ob6pasnTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
Ha/IbHbIM NapameTp instance, TO BbIBOAUTCA MANMUHT TOJIbKO ANs
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIKNIOYEHO

BKAOUNTL OTNaA04YHbIe COOBLLEHMA ANA MeXaHW3Ma 0bHapyKe-
HUA coceaen.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BKNtOUMTL OTNagouHble cOODLWEHMA AN MeXxaHM3Ma ObHapyKe-
HMA USMEHEHUW TONONOTUN.

4.28.12 KomaHObI 018 omaadku npomokona LLDP

KomaHgbl gaHHOro 6210Ka NO3BONAOT CHMUMATb AONONHUTENIbHYIO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

Ana npotokona LLDP.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 197 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3HayeHue
o yMmon4aHuio

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IOYEHO

BKNtOUNTL reHepaLmio Bcex 0TNaf0uHbIX CO0bLeHMi gaa npoTo-
Kona LLDP.

YCTaHOBUTb 3HaYeHMe NO YMOHYAHWIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio coobLueHnii 0TAaaKu gna npotokona LLDP
ANA AMArHOCTUKM OLUMBOK.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

154

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BKNOYNUTbL TeHepauuio BblGOPOUYHbIX OTNALOYHbIX COOBLLEHWUI
npotokona LLDP.

- buf — oThagouHble coobleHus, cBsazaHHble ¢ bydepom LLDP;

- critical — oTnago4Hble COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oTnapouHble coobleHnn npu cboe Npu U3MEHEHUU UK
nony4yeHunn 3anucei LLDP;

- data-path — oTnagouHble coobueHuns, Kacatolwmecs nyT1 nepe-
[3a4v nauv nosyyeHus 3anucen LLDP;

- init-shut — oThago4Hble coobLeHnA Npyu HeyAa4YHOW HULMANK-
3auuMmn 1 BblKIOYeHUM moayna LLDP;

- mgmt — oTnafouYHble cooblieHna npu cboe B KoHOUTypauum
nobow u3 dyHKkumit LLDP;

- pkt-dump — oTnaf0uHbIE COOBLLEHUA ANA TPACCUPOBKM AAMMOB
NaKeTos;

- resource — OT/NaZl04Hble COObLWEeHUs, CBA3AHHbIE C pecypcamu
OC. 3Ta TpaccMpoBKa reHepupyeTca nNpu cboe B ouepeanax coob-
LWEHWN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepunpoBaTb OTNaA04YHbIE COObLEHNs gna Bcex TLV-onuuii.

YCTaHOBWUTb 3HaAYeHMe no YMO4YaHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepupoBaTb OTNAL04HbIE COOBLLEHUA ANA BbIGOPOUYHBIX PYHK-
umi TLV-onuui.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

4.28.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHgabl faHHoro 6/10Ka No3BOIAKT CHUMATb AOMOJAHUTENbHYIO AMArHOCTUYECKY0 MHPOPMALMIO

Ana npotokona IGMP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 198 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKAOYEHO

BKIOUNTB reHepaLmio Bcex OTNaA0UHbIX COOBLWEeHNI ANna GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTL reHepauumio OTNafOo4YHbIX COOBLLEHU AnAa AmarHo-
CTUKM BX0Aa-Bbixoaa B pyHKumMto IGMP Snooping.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTB reHepaLmio 0T1aA404HbIX COOBLWEHNI B cnyyae nepec-
CblIKK 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIHYAHMUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIKNOYEHO

BK/IIOUNTL reHepaLmio 0T1IaA04HbIX COOBLLEHMIA, B Cayyae 3aaen-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IOYEHO

BK/IlOUMTL reHepaumio coobLieHusa no cobbITUAM MHULMaNU3a-
umu u shutdown, nHpopmauma 3aHocutca B dain.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COOBLLEHMI
ana eyHkuum IGMP Snooping.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKIOYEHO

BKNOUYNTL reHepauuio OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OWIMBKM Npu Nnepegaye Uamn npueme naketos IGMP.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB MpW OTNPaABKE WAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIKNIOYEHO

BKAtOUNTL reHepaLMio NAaKeToB B Tex CNy4vanx, Koraa 3afencrso-
BaHbl Taimepbl.

YCTaHOBWTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNOYEHO

BKNOUMTL reHepaumio OTNAA0YHbIX COODOLLEHUMIA Ana AnarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpOoTOKo/IOM IGMP.

- all — BKNoUNTb reHepaumio BCcex 0TAa40UYHbIX CO0BLLEHWMI;

- RX — BK/IIOYUTb reHepaL Mo 0T1af04HbIX COOOLWEHNN ans Tpac-
CUPOBKM NPUHMMAEMbIX MAKETOB;

- TX — BKNHOUUTb reHepaumio OT1af04HbIX COOBLLEeHWIA ANnsa Tpac-
CUPOBKM NepesaBaeMblX NAKETOB;

- ctrl-path — BKNoUNTb reHepaumio 0TAaA04HbIX CO0BLLEHMI NpK
NPOXOXKAEHUM KOHTPONbHOM yrnpasasatowen MHdopmaumm;

- data-path — BK/IOUMTb reHepaLMio OTNaL0YHbBIX COODLLEHWUN
Npv NPOXOXKAEHUN MYNbTUKACT-TpaduKa.

YCTaHOBUTb 3HAYEHME MO YMONUYAHWUIO.

4.28.14 Omaaodka 0as port-channel

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 199 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BK/OUNTL reHepaumio Bcex 0T1aA04HbIX cooblieHnina ansa LACP.

BbIK/IOYNTL reHepaLLmio BCeX OTIaf04uHbIX coobuweHnisa ana LACP.

debug lacp buffer

no debug lacp buffer

BK/OYNTL reHepaumio oTaagouHbIX coobeHuii no bydepam LACP.

BbIK/MIIOYNTb TFeHepaumio OT/Naf04HbIX coobuweHuin no bydepam
LACP.

debug lacp data

no debug lacp data

BK/OYNTb reHepaLmio 0T1a404HbIX CO0BLLEHMI 0bMeHa AaHHbIMM
LACP.

BbIKNOYNTL FeHepaunto OTNAaA0YHbIX COoobWweHUt obmeHa pAaH-
HbiMmu LACP.

debug lacp events

no debug lacp events

BKAOUMTL reHepaumio OTIaf404YHbIX COOBLEHUI Mo CcoBbITUAM
LACP.

BbIK/IOUNTL FEHEepaLuMio OTNaA04YHbIX COOBLEHUA No cobbiTuam
LACP.
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debug lacp failall

no debug lacp failall

BKtOUYNTL reHepaLmio 0T1aA04HbIX CO0bLeHn no owmnbkam LACP.

BbIKNOYMTL FeHepauuio OTNafo4YHbIX COOBLWEHMI NO OWKnbBKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaumio OT1a404HbIX COOOLLEHNI M3MEHEHMA COCTO-
aHunAa LACP.

BbIKNOUNTb reHepaumio OTN1aZ04HbIX COODOLEHNI U3MEHEHUA CO-
cTtoAaHuAa LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTb reHepaLmio 0TN1a404HbIX COOBLEHNIA NO YNPaBAAIOLMM
coobueHuam LACP.

BbIK/IOUMTL FeHepauuio OTN1aA0uHbIX COObLLIeHMIN MO ynpaBasto-
wmm coobuweHmnam LACP.

debug lacp os

no debug lacp os

BKNIOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckaoyan byoepbl.

BbIK/NOUMTL TeHepauuio OTNaL04YHbIX COOBLEHMI Mo pecypcam
LACP, nckntoyas 6yoepbl.

debug lacp packet

no debug lacp packet

BKNOUUTL reHepaL Mo OTNaA04HbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHW Mo nakeTam
LACP.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 200 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUMTL reHepaLmio Bcex OTNaA04HbIX coobuweHnnin ana LAG.

BbIKNtOUNTb reHepaLmio BCeX 0TNaL04HbIX CO0bLeHni ana LAG.

debug etherchannel detail

no debug etherchannel detail

BK/I1OUMTL reHepaumio NoapobHbIX OTAALO0UHbIX COOBLEHNI ann
LAG.

BbIK/OYMTL reHepaLmio NoAPOBHbIX OTNAL0UHbIX COOBLLEeHNI 41A
LAG.

debug etherchannel error

no debug etherchannel error

BKNOUMTL reHepaumto 0TAaf0uHbIX coobLeHnii 06 owmnbkax LAG.

BbIKNOUNTb reHepaLmilo OTNaZLOYHbIX COObLeHUl 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKAtOUNTL reHepaLmio OTNaL0UHbIX CO0bLWeHN no cobbiTuam LAG.

BbIKNOUNTb reHepaLMio OTNALOYHbIX COODOLLEHUI No cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IIOUMTL reHepaumio 0TNaf04HbIX COOBLLEHUI NO AecKpunTopam
nHTepodeiicos LAG.

BbIK/OUMTL reHepaumio oTIaf0uHbIX COOBLLEHNI NO AEeCKPUNTO-
pam nHTepoeiicos LAG.

4.28.15 Omaadka loopback-detection

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 201 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
10 yMOoAYaHuo

Aelicmeue

debug loopback-detection all

BKNHOUMTB reHepaumio BCeX OTNaA04HbIX coobuweHnin LBD.
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no debug loopback-detection
all

BbIKNOUMTb reHepaumio BCeX OTNaf04HbIX coobLueHuni LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUUTL reHepauuio OTAaf0uHbIX cooblieHuii ana bydepos
LBD.

BbIK/OUNTL reHepaLmio OTNaf0uHbIX cooblieHuli ana 6ydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/IIOUMTL reHepauMio OTNAfO0YHbIX COOBLEHUI ynpaBieHus
LBD.

BbIK/NOUMTL TEHEPaLMIO OTNAZ0UYHbIX COOBLLEHWUI ynpaBieHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAIOUMTL reHepaLuio 0T1af04HbIX COObLLeHMI 3aXBaTa NaKeToB
LBD.

BbIKNOUNTb reHepaL Mo OTNa404HbIX COOBLLIEHMIA 3axBaTa NakKe-
TOB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKNOUMTL reHepauuio OTNafo4HbIX COOOLLEHMI NOTOKOB Tpa-
¢uka LBD.

BbIKNtOUMTb reHepaumio 0T1af0uHbIX COObLLEHMIA NOTOKOB Tpa-
¢duka LBD.

4.28.16 Omnadka 0na npomokona SNMP

KomaHOowb! pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 202 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

debug snmp

no debug snmp

BKNOUUTL reHepaLmio Bcex OT1IaA04HbIX coobuwennin ana SNMP.

BbIKNIOUUTL reHepaumio BCeX OT/IAf0YHbIX COOBLEeHNUI ans
SNMP.

4.28.17 KomaHOvbl a1 duazHocmuKu napamempos TCAM

KomaHabl faHHOro 610Ka No3BOAIAKT CHUMATb AOMOAHUTE/NbHYHO AMArHOCTUYECKYHO MHPOPMALMIO

ana TCAM.

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 203 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

debug show tcam

OTo6pasunTb nHPopmaumto o TCAM.

debug show tcam domains

OTo6pasnTb nHPopmaLmto o sgomeHax TCAM.

debug show tcam block
block_index [all]

OT06pasunTb nHdopmaumto o 610ke TCAM 1 fonycTUMbIe 3aMUCH.
- block_index — ntaekc 6noka TCAM. block_id: (0..11);
- all — nevaTb Bcex 3anucelt, BKAOYAA HeJoMNyCcTUMBbIE.

debug show tcam entry
entry_index

OT06pasunTb MHPopmaumto o 3anucu TCAM 1 ee nonen.
- entry_index — nHaekc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHOOPMALMIO O 3ape3epBUPOBAHHBIX U UCNO/b30-
BaHHbIX 3anncax TCAM 1 0 nx Bnagenbuax.
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debug show tcam portmask

OTo6pasunTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKazaTb Tmn nona TCAM.

CTepeTb gaHHble NoAA yKa3zaHHoro entry_id.

debug set tcam entry entry_id
enable

BkatounTb paboty 3anmcn TCAM ¢ 3agaHHbIM entry_id.

- entry_id: (0..1535) -

debug set tcam entry entry_id BbIktounTb paboTy 3anmc TCAM c 3agaHHbIm entry_id.
disable
debug set tcam entry entry_id entry_id: (0..1535) MepemecTnTb yKasaHHyto 3anmcb TCAM B Ha3zHaYeHHYto.
move move {number number}
debug set tcam entry entry_id YcTaHoBUTL AeicTaue drop A8 NaKeToB, KOTOPble He MoNaan HK
action drop [ withdraw ] entry._id: (0..1535) nog, ogHo Npasuno.
debug unset tcam entry OTKNOUNTb AENCTBUE YOANEHUS.
entry_id action drop
debug set tcam entry entry_id MepeHanpaBuTb MaKeTbl, NONagatolmMe NoL NPaBMAO C YKasaH-
action redirect { port_number HbIM entry_id B 3agaHHbIM nopT uau Ha LNY.
| cpu} entry_id: (0..1535)
debug set tcam entry entry_id OTKNOUYNUTL NepeHanpasieHne nakeTos.
action redirect
debug set tcam entry entry_id [06aBUTb BHYTPEHHWI TEr K NakeTam, nonagatowmm nog TCAM-
action inner-tag assign { vlan- 3anuch € ykasaHHbIM enter_id.
id | shift | shift-from-outer-tag .
| inner-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YpanuTb BHYTPEHHUI Ter.
entry_id action inner-tag assign
debug set tcam entry entry_id YCTaHOBUTbL AeNCTBUE BHYTPeHHero Tera ¢opmatMpoBaHua s
action inner-tag format { none 3anucm TCAM.
| untag | tag | keep } - none — He BbINOJ/IHATb HUKAKoe AeiCTBUE;

- untag — y4anunTb BHYTPEHHWUN Ter;

entry_id: (0..1535) - tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuUTb cogepkMmoe Tera.
debug unset tcam entry Ypanute aericteune Tera.
entry_id action inner-tag
format
debug set tcam entry entry_id [06aBUTb BHELIHWI Ter K NakeTam, nonagatowmm nog TCAM-3a-
action outer-tag assign { vlan- NMUCb C YKa3aHHbIM enter_id.
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YAanuTb BHELWHUI Ter ¢ NakeToB C 3af4aHHbIM entry_id 3anucu
entry_id action outer-tag TCAM.
assign
debug set tcam entry entry_id YCTaHOBUTL AeNcTBUE BHeELLHero Tera GopmaTMpoBaHuA ANA 3a-
action outer-tag format { none nucm TCAM.
| untag | tag | keep } - none — He BbINOJIHATL HUKAKOe AeincTeue;

- untag — y4anuTb BHELLHWUI Ter;

entry_id: (0..1535) - tag — BCTaBUTb BHELUHWIA Ter;

- keep — coxpaHuTb cogepkMmoe Tera.
debug unset tcam entry Ypanutb aencrene Tera.
entry_id action outer-tag
format
debug set tcam entry entry_id [006aBUTb BHYTPEHHUIN MW BHewWwHMI TPID K yKasaHHOW 3anucu
action {inner-tpid inner-tpid | TCAM.
outer-tpid outer-tpid} entry_id: (0..1535)

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

Ypanutb BHYTPEHHUA MAM BHewHWMn TPID K yKasaHHOM 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanuch napameTpos QoS A/1A yKasaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET N3 BHELLHErO Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTpEH-
Hu Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHUTb NPMOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaH1Tb NPMOPUTET BHELLHErO Tera;

- outer-user-pri — nepesanucatb npuoputeT 802.1p BO BHElWIHEM
Tere VLAN.

Yaanutb nepesanucb napameTtpos QoS AnA yKazaHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pa3unTb 06wyto nHpopmaumto o TCAM.

debug show tcam range

OTo6pa3nTb TabanLy CpaBHEHUs AManasoHa.

debug show tcam udb

Moka3aTb Tabanuy Bbibopa noneit (cmeweHuns UDB).

160 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




DHELTEX

NPUNOXEHUE A. KOHCO/IbHbIN KABE/1b

123456708

RJ-45 DB-9

PucyHok A.1 = MoaxntoyeHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B Ox883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C Ox883F 0x9c40
O0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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HELTEX

NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 — PacnpeneneHue odepenen ana npuHumaemoro Ha CPU Tpaduka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTtaku), L2PT,EOAM 1
Port Security (yBegomneHue o NpeBbIlEHUN OFPAHUYEHWNSA), HE3APErUCTPUPOBAHHbI 2
mynbTuKacTt(pexkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPoE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA kKommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU,LBD, Slow Protocol(LACP) 8

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane ataku) 2
HesapeructpnposaHHbIn MyabTuKacT (8 pexxume IP based IGMP/MLD) 7
Port Security (yBegomsieHne o NpeBbILIEHUU OrPAaHUYEHUS) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTOpa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32

Tabnuua B.2 — PacnpeaeneHue odepegeit ana npuHumaemoro Ha CPU tpaduka gna MES2424, MES2448
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HELTEX

NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HasBaHue OnucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOIb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM CTeKa (ceiyac He Cnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTKa NAaKeTOB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW notok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUit B annapaTHOM OKPYXKeHUU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHol noTok moayns VLAN
FDBP CuHXpOHM3aLuma ¢ annapaTtHoi MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHoO noTok mogynsa QoS
SMGT MOHUTOPMHF annapaTHoro okpyeHus (RAM, FLASH, BEHTUAATOPbI, UCTOYHUKM NUTAHUA 1 Npoyee)
CPUU MoHuTopuHr ytnamnsaumm CPU
BAKP ABTOCOXpaHeHWe KoHdUrypaumum
RT6 MapuwpyTtunsauma IPv6
IP6 ObpaboTka IPv6 nakeTos
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4 naketos
uDP O6paboTka UDP naketos
ARP ObpaboTka ARP naketos
PNG Ping v4
SLT YnpasneHue cokeTamun
SAT Cepsep SNMP
TCP ObpaboTka TCP nakeTtoB
RAD Knnent RADIUS
TACT Knnent TACACS
DHRL DHCP Relay
DHC MpoTokon knaneHta DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
CTS CepBep TELNET
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SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlormpoBaHue 0TAaA04HbIX COOBLLEHMIA

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsaumm nopTos

MSR Ynpasnexune paitnamm KoHUrypaumm, 3arpyska/ebirpyska ¢painnos, o6HoBeHME NPOLWMBKY
C[200-999] BpemeHHbIi NoToK A4 06paboTKM oTaebHOro noaxaodeHus no TELNET/SSH
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TEXHUYECKAA NMOAAEPXKKA

Ona  nonyyeHua TeXHWYECKOW KOHCYNbTaLuMM MO BOMPOCAaM 3KcnyaTaumm obopyaosaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxeTe 06patuTbcsa B CepBUCHbIN LEHTP KOMNaHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM cavite KOMNAHWK Bbl MOXKeTe HaNTU TEXHUYECKYHO AOKYMEHTALMIO M NPOrpaMmmHoe
obecnevyeHne ana npoaykumm 000 «lMpeanpuatne «I/ITEKC», obpaTutbca K 6ase 3HaHMIA, OCTaBUTb
WHTEPaKTUBHYIO 3aABKY MAU NMPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBUCHOrO LLeHTPa Ha TEXHUYECKOM
dopyme.

OduumanbHbIn cat Komnanuu: https://eltex-co.ru/

TexHunuecknin popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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